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INTRODUCTION

CipherlLab Agility Intelligence Service, the enterprise mobility analytics service provided by
CipherLab, works with CipherLab’s EMM solution, ReMoCloud™, to generate the chart
analysis reports of your ReMoCloud enrolled devices.

=  Acentralized platform to collect the event data from multiple enrolled devices.

=  Data detecting and analyzing across all your mobile devices enrolled onto ReMoCloud.

= Convert the acquired data into easily discerned charts.

= Inspect the required data which presented in visualization on the interactive webpage.

= Elaborate reports for the users to get the device(s) performance information and take
the further action to prevent the issues.
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FEATURES

= Supports CipherLab mobile computers with GMS certified.
. RS35 Mobile Computer (Android 10 & Android 11)
RS36 Mobile Computer (Android 12)
RS51 Mobile Computer (Android 8 & Android 11)
RK25 Mobile Computer (Android 7, Android 9, & Android 11)
RK95 Mobile Computer (Android 9 & Android 12)

Note:
RS31, RS50, and HERA51 will not be listed on the data analyzing report(s) even if the
aforementioned device models are the enrolled devices on your ReMoCloud.

=  Provides analysis report(s) to diagnose the enrolled devices and prevents the possible
issues.
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Chapter 1

LOGIN

The chapter introduces the necessary settings before starting to use CipherLab Agility
Intelligence Service. The user interface introduction of CAl (CipherLab Agility Intelligence)
Service is also delineated in this chapter.
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1.1 PREREQUISITE

To start using CipherLab Agility Intelligence Service, please go through this section to get all
the essential things done:

1.1.1 REMOCLOUD ACCOUNT

As the data analysis service tool to ReMoCloud™, CipherLab Agility Intelligence Service
generates the insightful reports based on the enrolled devices data retrieved from
ReMoCloud, and thus CAI (CipherLab Agility Intelligence) Service adopts ReMoCloud
account and password as its sign-in account.

Apply for ReMoCloud account by contacting the local sales representative via ReMoCloud
Account Request Form (https://remocloud.cipherlab.com/AccountRequestForm) if you do
not have an account yet.

¢ fﬁeMom

verified by Google EMM

ReMoCloud Account Request Form

E-mail Joh Title
Name Phone
Company Country

o not use a personal email or an email tied to one individual.

*Warning: Ple

Once the acce

as been set up it is locked to the activation email and can not be changed.

Fig. 1-1 ReMoCloud Account Request Form

You may also use the sub account created by your ReMoCloud admin account for CAl Service
login. Please refer to Section 1.2 “Account for Login”.

1.1.2 REMOCLOUD PROFILE SETTINGS

To successfully retrieve the device data to CAl (CipherLab Agility Intelligence) Service, the
“Agility Intelligence” app must be installed on the ReMoCloud enrolled device(s). You may
manually install the “Agility Intelligence” app onto the enrolled device(s), or get this app
automatically installed through ReMoCloud profile settings.


https://remocloud.cipherlab.com/AccountRequestForm
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AUTOMATICALLY

For a group of enrolled devices, it is suggested to configure the installation of “Agility
Intelligence” by the profile settings. Simply log in to your ReMoCloud account and enter
“Profile” page to find the profile to be edited for “Agility Intelligence” installation.

Profile Hello! Johnsmith (' @ @

Q Add Import Assign Copy Delete

Enroll Device

- []  Profile v User-Defined Status - Version v Last Edit Time v
Sim Enroliment Number ~
Enroll Device
D Profile_1 s Inactivated 0
Monitor
db EL Profile_2 s Inactivated 0
KT RN AN NN NN N NN NN EEEEEEEEEEEEEAEEEEEEEEEEEEEEEEEEEEEEEEEER sssssssssssnnnnny
Dashboard H .
.
a H Profile_3 rd 1 Activated 1 2023/03/09 10:59 =
Device 4NN NN NN NS NN NN NN NN NN SN EEEEE NN SN EEEEE NN NN NN NN NN NN NEEEEENENEEEEEEEEEEEEEEEEEEEEEEE?
Group/Site D Profile_4 s Inactivated 0
App i .
D Profile_5 V4 0 Inactivated 0
.:—»—l Account Manage
D Profile_A s 0 Inactivated 0
Manage
D Profile_B s Inactivated 0
2 e
User Log
Agility
@ £

Intelligence

Fig. 1-2 Find the Profile to be Edited on ReMoCloud Profile Page

Note:

The latest version of ReMoCloud User Guide can be checked on:

(1) https://www.cipherlab.com/en/download-c2230/ReMoCloud.html
(2) https://remocloud.cipherlab.com/UserGuide
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In the profile to be edited, enter Device Settings | Functionality, scroll to find “Allow Agility
Intelligence Service” and switch it on. Click “Save” to make the changed settings effective.

eried by Googlo ENM

A v ~

@ Deployment
Profile

!JE Enrollment

Enroll Device

AB Monitor
Dashboard
Device
Group/Site
App

i
il Account Manage

Manage

i.c Log

User Log

Intelligence

Copyright © 2023 Cipherlab.
All rights reserved

Ver: 1,15.002h1

ReMoCloud

¢ Back__ Profile 3

Device Setting

Functionality

Version: 1

@ Agility @2

®  Allow Adjust Volume €
®  Allow Cell Broadcasts Config @
e Allow Outgoing Beam @
®  Allow Share Location @

®  Allow Unmute Microphone @

Allow Skip First Use Hints @

Allow Keyguard @

o Keyguard Disabled Features @

® Lock Screen Message @

Service

o Sync Profile Information to Device @

o Allow Agility Intelligence Service @ D

o AllowCamera @

o Allow Mount Physical Media @
®  Allow Credentials Config @

®  Allow Outgoing Calls @

o AllowSMS @

ARAAAA

e Allow Data Roaming @

o PlayStore Mode @ Managed Mode

(] Natifications [JTrust Agents

low CipherLab Assistance Service @

¢ Allow Remote Control @

Export

(] Unredacted Notifications

Schedule

[JRemote Input

Save

Fig. 1-3 Turn on “Allow Agility Intelligence Service” on ReMoCloud

On the enrolled device(s) which applys this profile, you will find it starts to download the
“Agility Intelligence” app.

2:08

Wed, Apr 6

0O o 7 < &6

097%

i * 9

£33 OEMConfig ~

OEMConfig is running.

CANCEL

Google Play Store « Downloading * now ~

CipherLab Agility Intelligence

MANAGE NOTIFICATIONS

2:09 @ i |

Q. Search apps

e

Airlock Br...

Agility Int... AppLock

2, B <

7 [ + =
BarcodeT.. ButtonAs..  Calculator Calendar

« @ & e
Camera Chrome CipherLab... Clock
Contacts Device He... Drive Duo

E o~ o~ O

Fig. 1-4 The Device Automatically Downloads “Agility Intelligence”
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Once the device is successfully enrolled by ReMoCloud with the “Enabled” Allow Agility
Intelligence Service option, Agility Intelligence will be activated automatically on the device,
you will find that it starts to run in the background.

hRn o © W ! = 429PM

NoSIMcard —Emer ¥ & m

Agility Intelligence

NN NN NN NN EEEE NN NN EEEE NN EEEEEEEEEEEEE,

. .

. Agility Intelligence L ) 3 . 29 P M

4N EE NN NS NN NN NN NN NN NN EEEEEEEES
Activate Agility Intelligence for this device to WEDNESDAY, OCTOBER 5
monitor resources of this device including
hardware status and get the advantages
of hardware health prediction before not
working properly. Please note that internet
connection is required for this functionality. Agility Intelligence
About device data

3
o

Ih Agility intelligence « 5m

Agility Intelligence is activated

Yasssmnmnn?®

‘.llllllllllllllllllllllllllllllllllll’
9 Android System v

Google Play Store &
Updated by your administrator ’

B nfcService

NFC
Touch to view detail settings

EMERGENCY

Fig. 1-5 “Agility Intelligence” Is Running in the Background for Data Collecting.
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MANUALLY

Assume that you have to get the data from a certain device of a device group, or the profile
which this device applys is applied by a number of devices, and you would not like to
enable the function “Allow Agility Intelligence Service” of this profile. You may manually
download the application “Agility Intelligence” from Google Play Store onto this enrolled
device.

1) Loginto your ReMoCloud, and then go to Profile 'ta‘ | the profile which the target
device applies| Device Setting | Functionality. And find the function “Play Store Mode”,
set it as “Unmanaged Mode”, and Save this profile.

ReMoCloud)
[ o)
.o.E.M“." - < Back

.

Version: 0 v Export Schedule Save

.
@ Ddbloyment
]

Pl
T A

»
.
: Device Setting
.

.

Functionality

7@ Enrollment

* AllowCamera @

A8 Monitor s Allow Adjust Volume @ @ o Allow Mount Physical Media @ &
Dashboard o Allow Cell Broadcasts Config @ (@) *  Allow Credentials Config @ [ @)
D
eviee o Allow Outgoing Beam @ a e AllowOutgoingCalls @ &
Group/Site
Aop * Allow Share Location @ & .+ AllowsMs @ [ @)

e Allow Unmute Microphone @  AllowData Roaming @

1
i13 Account Manage

Manage & Allow Skip First Use Hints @ ® Play Store Mode @ Managed Mode b
B Lo o Allow Keyguard @ [ @)

User Log

®  Keyguard Disabled Features @ [Jcamera [ Notifications [ Trust Agents [JUnredacted Notifications mpRemote Input
@ Agility o
Intelligence *  Lock Screen Message @

Service
*  Sync Profile Information to Device @ ® Allow CipherLab Assistance Service @ |
*  Allow Agility Intelligence Service @ * Allow Remote Control @

Fig. 1-6 “Functionality” Tab Page of the Profile to Be Edited on ReMoCloud
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2) On the target device, open the application “Play Store”, search the app “CipherLab
Agility Intelligence”, and install it.

Q  search for apps & ... 9

For you Top charts Work apps Kig

Recommended for you

O.ul

I

Messenger Google Opinion  Google Earth Ti
384 Rewards 4.4 %

4.5%
Editors' Choice apps 2>

A  €bay

Messenger Lite eBay: The Yousician: Learn C
490% shopping mar..  Guitar an
3.2% 4.3 % 4,
Popular apps >
HH B
Games Apps Movies Books

&

Ratin

CipherLab Agility Intelli.. Q&

g - New

CipherLab Agility Intelligence
CipherLab * Business

€« Q
_ps CipherLab Agility
e Intelligence

CipherLab

CipherLab OEMConfig
CipherLab * Business
B Installed

CipherConnect Pro2
CIPHERLAB - Tools
1K+

Terminal Emulation for CipherLab
CIPHERLAB * Productivity
500+

CipherConnect Pro
CIPHERLAB * Tools
5K+

CipherConnect Demo
CIPHERLAB * Libraries & Demo
1K+

Scan-IT to Office

>

Rated for 3+ ®

ot Las)

About this app

Device status reporting system

Business

.

Fig. 1-7 Install the App “CipherLab Agility Intelligence” onto Your Device from Google Play Store

3) Launch the app. On “Agility Intelligence” main screen, tap on the switch to activate it.
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For the best browsing experience on CipherLab Agility Intelligence Service, it is suggested to
use the latest version of Edge, Chrome, or Firefox.
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1.2 ACCOUNT FOR LOGIN

Please log in to CipherLab Agility Intelligence Service website https://cai.cipherlab.com/
with your ReMoCloud account & password. The button “Login” becomes available after you
accept CipherLab’s “Terms and Conditions” and “Privacy Policy”.

@ Agility Intelligence O & O in
Sign In

Account*

john.smith@cipherlab.com.tw

Password*

........

ccount an e password is identical to your ReMoCloud
account.

By clicking Submit button to login Agility Intelligence Service of
CipherlLab, you acknowledge that you consent to the Terms
and Conditions and CipherLab’ s Privacy Policy.

o

Copyright©2022 CipherLab Co,, Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-8 CipherlLab Agility Intelligence Service Website Login Page

The ReMoCloud sub account can also be used for logging in to CipherLab Agility Intelligence
Service website. The followings list the ReMoCloud account types to explain the correlation
between the user role of ReMoCloud account and the data access permission on CAl
Service:

=  Admin account

It is ReMoCloud main account bound with your managed Google Play account.

ReMoCloud admin account owns the supreme privilege level, and by logging in to CAl Service
with ReMoCloud admin account, you are allowed to view the data from all your ReMoCloud
enrolled devices belonging to its parent and child account(s) for analysis by CAl Service.

= Parent account

It is ReMoCloud sub account created by ReMoCloud admin account.

ReMoCloud parent account is fully delegated to implement all the functions just as the
admin account does.

If you log in to CAI Service with ReMoCloud parent account, you are able to view the data
from all your ReMoCloud enrolled devices belonging to its child account(s) for analysis by CAl
Service.

16
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= Child account

The ReMoCloud sub account, created by either ReMoCloud admin account or parent
account, merely owns the limited access permission decided by its creator. Please note that
logging in CipherLab Agility Intelligence Service with the child account of ReMoCloud, you
can only get the data of the device from the granted group(s).

Note: The latest ReMoCloud User Guide for Android is also available on ReMoCloud
website: https://remocloud.cipherlab.com/UserGuide

Enter your ReMoCloud account & password, check to accept “Terms and Conditions” and
“Privacy Policy”, and submit your login credentials by clicking the button “Login”.

Sign In Sign In

ccount*

john.smith@cipherlab.com.tw

Account*

john.smith@cipherlab.com.tw

Password* Password*
AN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
* The account and the password is identical to your ReMoCloud * The account and the password is identical to your ReMoCloud
account. account.
Please apply for a ReMoCloud account if you don’ t have one yet. Please apply for a ReMoCloud account if you don’ t have one yet.
[ By clicking Submit button to login Agility Intelligence Service of By clicking Submit butten to login Agility Intelligence Service of
CipherLab,you acknowledge that you consent to the Terms CipherLab,you acknowledge that you consent to the Terms
and Conditions and CipherLab’ s Privacy Policy. and Conditions and CipherLab’ s Privacy Policy.
Clear Clear

Fig. 1-9 Check to Accept for Login

17
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Later on you will enter the “User Info” page where all the users are listed.

C . :
@_ Agility Intelligence Power Management  Behavioral Event  Weak Signal Event &g | HellolisWang@cipherlabcomiw @ & @
User Info
s Reci iemUserFirst Last CountryTime Day acccuntassi L TN
. PIEMpoleNameNameCode ~ Zone Lighttype gn_groupp
iris.wang@cipherlab.com.tw userJohn SmithTW +8:00N  admin
Jjohn.smith@cipherlab.com.tw usernull null TW +8:00N  parent iris.wang@cipherlab.com.tw
tester@cipherlab.com.tw usernull null  TW +8:00N  child iris.wang@cipherlab.com.tw

Fig. 1-10 Login CAl Service and Enter “User Info” Page

Please note that for the very first time you log in to CAl (CipherLab Agility Intelligence)
Service, you have to accept “CipherLab Agility Intelligence Service Terms and Conditions”.

IMPORTANT
CIPHERLAB
AGILITY INTELLIGENCE SERVICE
TERMS AND CONDITIONS
IMPORTANT

This TERMS AND CONDITIONS (the “T&C" ) is a legal agreement between the entity
or person ( “Customer” , “User” or “you” , if Customer is entering into this T&C for
an entity, Customer represents that Customer has the authority to bind that entity.)
placing an order (the “Order” ) for or accessing CipherlLab Agility Intelligence Service
(the "Service” )and CipherlLab Co. Ltd,, ( "CipherLab” , “we" ,or “us" , aROC
corporation) for the Service.

By indicating Customer’ s acceptance of this T&C or accessing or using the Service,
Customer is accepting and agrees to be bound by all of this T&C, CipherLab’ s usage
guides for the Service, relevant EULA and policy, which together constitute this
“Agreement” . Customer agrees that this Agreement is enforceable like any written
agreement signed by Customer. No terms or conditions stated in an Order, vendor
onboarding process or web portal, or any other Order documentation shall be
incorporated into or form any part of this Agreement, and all such terms or conditions
shall be null and void, notwithstanding any language to the contrary therein, whether

Decline  Accept

Fig. 1-11 CAl Service Terms and Conditions Appears Right After Your First Login

18
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Carefully read through the terms and conditions, and once you reach the bottom of the
Terms and Conditions, “Accept” is available for you to click on. By accepting CAl Service
Terms and Conditons, it means you have read and considered the terms and conditions and
you agree to proceed.

-

prohibited or restricted parties or located in (or a national of) a country that is subject to
a U.S. government embargo or that has been designated by the U.S. government as a

“terrorist supporting” country, (ii) it will not (and will not permit any third parties to)
access or use any Service in violation of any U.S. export embargo, prohibition or
restriction, and (iii) it will not submit to any Service any information that is controlled
under the U.S. International Traffic in Arms Regulations.

No party shall be liable to any other party for failure or delay in the performance of any
of its obligations under this T&C during the Period (except for a failure to pay Fees) and
to the extent that such failure or delay is caused by riot, curtailments, civil commotion,
war, hostilities between nations, governmental laws, orders or regulations, acts of God,
storms, fires, accidents, strikes, explosions or other similar or different contingencies
beyond the reasonable control of the respective parties. In the event of any such failure
or delay, the time for the performance of their obligations shall be extended for a
period no less than that lost by reason of the delay.

This T&C shall be governed by and construed, interpreted, applied and enforced in
accordance with the laws of the Republic of China on Taiwan, excluding its laws with
respect to choice of law. Any claim or controversy shall be brought exclusively in Taiwan
Taipei District Court in accordance with the applicable jurisdictional requirements of the
forum. The jurisdiction of the courts shall be binding and conclusive upon the parties,
their successors, and assigns and they shall comply with such decision in good faith.

Decline | Accept

Fig. 1-12 Accept CAIl Service Terms and Conditions
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1.3 USER INTERFACE INTRODUCTION

1.3.1 OVERVIEW

LOGIN PAGE

On CAl (CipherLab Agility Intelligence) Service login page, you are able to perform the
following operations through the options on the sticky header:

=  Change the display language.
= Check the frequently asked questions.
=  Return to the login page.

‘Q Agility Intelligence @ & O Llogn

Sign In

Account*

Enter e-mail
Password*

Enter Password
* The account and the password is identical to your ReMoCloud
account.
Please apply for a ReMoCloud account if you don* t have one yet.
7] By clicking Submit button to legin Agility Intelligence Service of

CipherLab, you acknowledge that you consent to the Terms
and Conditions and CipherLab’ s Privacy Policy.

Clear

Copyright©2022 CipherlLab Co., Ltd All Rights Reserved Ver: 1.5.2

Fig. 1-13 CipherLab Agility Intelligence Login Page
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PAGES AFTER LOGIN

Follow the steps as “Account for Login” describes to log in to CAl (CipherLab Agility
Intelligence) Service with your ReMoCloud account & password, and the initial page you see
after logging in is “User Info”.

T

6

[ 15%

2

Py

!Q Agility Intelligence

Behavioral Event

Weak Signal Event ‘ Hello john.smith@cipherlab.com.t a

Power Management

User Info
User No Reci ientUserFirsi Last CountryTime Day accountagsi 1 groupparent

: PN R oleNameNameCode ~ Zone Lighttype gn_groupp
Jjohn.smith@cipherlab.com.tw usernull null TW +8:00N  parent iris.wang @cipherlab.com.tw

Current version of CipherLab
Agility Intelligence Service

T

Copyright©2022 Cipherlab Co,, Ltd All Rights ReserveL Ver:1.5.2

Fig. 1-14 “User Info” Page

The options on the sticky header after you log in are as the description given in the table

below:
Table 1-1 Options on the Sticky Header

ltem Description
1 Click to link to “Release Note” page.
2 Click to link to “Power Management” page.
3 Click to link to “Behavioral Event” page.
4 Click to link to “Weak Signal Event” page.
5 The button which links to “User Info” page.
6 Greeting message which shows the account (email) you log in.

21
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7 The button which links to “Frequently asked questions” page.
8 Language switcher. Please refer to “Language”.
9 Logout button. Please refer to “Logout”.

SLIDING MENU

The web page layout changes in
accordance with your browser zoom
level or the device you use (PC,
mobile, or tablet). You may click on
the toggle button to slide in the
sliding menu.

5:33 VR 3

{} @ caicipherlab.com @

Q

enmmmm,

Aumnnn?®

4 Recipients List

R
Go To Sul
G

RecipientEmail Address Edited By

John . e q 5 5 "
Smith john.smith@cipherlab.com.twjohn.smith@ciph
Jane . . . .
Doe jane.doe@cipherlab.com.tw john.smith@ciph
Tester test@cipherlab.com.tw john.smith@ciph

for
testing test2@cipherlab.com.tw
only

john.smith@ciph

Copyright©2022 CipherLab Co., Ltd All Rights
Reserved.Ver: 1.3.0

Fig. 1-15 Sliding Menu
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@ cai.cipherlab.com @

Q X

john.smith@cipherlab.com.tw v

@ Language v
@
°

- Recipients List

'ﬁ Subscription List



Click or tap to expand more functionality.

5:33

O

@ cai.cipherlab.com

2]

@

Hello

Lies 1]

©

X

john.smith@cipherlab.com.tw A

Logout

&
(2]

°
L]

E

Language
FAQ
Recipients List

Subscription List

5:33

O

@ cai.cipherlab.com

Q@

9 Hello

john.smith@cipherlab.com.tw v

@ Language

English

X

e FAQ

- Recipients List

ﬁ Subscription List

Ve

Fig. 1-16 Functionality on Sliding Menu
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13.2 RELEASE NOTE

‘Q Agility Intelligence Power Management  Behavioral Event  Weak Signal Event & | Helloliswang@cipherlabcomtw @ & @

Latest

[=] Release Note

® 10Feb.2023

.
Previous

- Add Dashboard - Reader Scan
- Add Dashboard - Reader Error

® 03Jan2023

151
- Add Dashboard - Reboots
- Add Dashboard - Application (ANR/Crash)

®  03Nov2022

150
- New Dashboard Ul
- Issue Fixed

Fig. 1-17 CipherLab Agility Intelligence Service Release Note

The release notes of CAl ipherLab Agility Intelligence Service are listed by the order from
latest to earliest. Each note conveys the version number of CAl Service and the changes have
been made, including the new features, the resolved issues, and the improvements.

7.Apr20221— Release Date

Version Number

- Behavioral Events by subsciption.(Monthly)
- Issue Fixed — The Changes

Fig. 1-18 The Information that the Release Note Offers
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1.3.3 POWER MANAGEMENT
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Power Management is the interactive page where displays the battery-related information
of the device(s) enrolled onto ReMoCloud by charts and list in different worksheets. You may
narrow down the scope by the provided filter(s) to present the data you need.

. B
C ’\ .
- . . ) ) }
Q Agility Intelligence = Power Management g Behavioral Event ~ Weak Signal Event &g | Hellojoshuahsu@cipherlabcomtw @ @ ©
: .
esnssnnsnnnnnnn’
Dashboard - Latest Battery

Low Battery High Temperature Low Voltage

Critical Health Cycle Count High Voltage
Battery Serial Number Device Serial Number Model ~ OS Version Level ~TemperatureCO Health Health Cycle  Voltage(V) Collection  Date Time

ercentage  Status  Count Period (Years)
BS39234001664 FW12130000112 RS35 1 52% 292 100% Good 4 386 15:05
BS3822A005229 FW12130000112 RS35 1 21% 293 97% Good 18 374 07:54
BS37209000553 FW12260004001 RS35 1 100% 254 97% Good 99 410 13:28
FW12060000095 RS35 1 765 348 98% Good 24 380 17:17
35 10 9% 262 99% Good s1 427 1a31
1 15% 278 100% Good 36 369 16:43
10 50% 299 100% Good 57 3.80 18:47
1 30% 259 100% Good 0 365 18:15
N RS35 10 94% 235 94% Good 3 422 1817
FW12110001301 RS35 n 13% 224 95% Good 25 3.60 16:22
b | 1-1Dashboard - Latest Battery 1-2 Latest Battery Health Report 1-3 Battery Level Report 1-4 Battery Temperature Report 2-1 Dashboard - Low Battery Event 2-2 Batten
Copyright©2022 CipherlLab Co., Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-19 CAl Power Management Page

Please refer to Chapter 2 Power Management for more details.

Note:

Currently “Power Management” does not support RS51 mobile computers.
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134 BEHAVIORAL EVENT

Behavioral Event is the page where displays the events of your device(s) behavior
information, such as reboot, reader scan, reader error and application ANR/crash, by charts
and list in different worksheets. You may narrow down the scope by the provided filter(s) to
present the data you need.

TE T T T T T T Ty

ry =
- . = . = . .
‘ Agility Intelligence Power Management  Behavioral Event :Weak Signal Event &z | Hellojoshuahsu@cipherlabcomtw @ B O
v L]
’Illlllllllll' o TFed
interval Perio
Dashboard - Reboots
T st ~ 1 Months
Device Date Boot Reason
User Reboots @System Reboots User Reboots ®System Reboots User Reboots @ System Reboots
N N ) oA 2 shutdown battery
shutdown, userrequested
1 1 1 , 1,
Model 1 1 1 1 reboot
User Reboots @System Reboots
reboot.ota
Rs35
s Device Serial Number Model OS Version Build Number User Reboots System Reboots Total Reboots Boot Reason Na
25 a
FJ1187A001125 RK25 9 RK25.GMS.5360.20230425 1 0 1 shutdown,userred
F11187A001125 K25 9 RK25.GMS.5360.20230425 1 0 1
08 Version £11187A001125 RK25 9 RK25.GMS.5360.20230425 1 0 1 shutdown,userrec
User Reboots @System Reboots FJ1187A001125 RK25 9 RK25.GMS.5360.20230425 ) 1 1 reboot,ota
FJ1187A001125 RK25 9 RK25.GMS.5320.20220531 1 0 1 shutdown,userred
il FW12130000112 RS35 11 RS35.GMS.5130.20230725 1 [ 1 shutdown,userred
10 FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1 reboot
9 FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1 reboot
B FW12130000112 RS35 1 RS35.GMS.5130.20230725 0 1 1 shutdownbattery
Build Number FW12130000112 Rs3s 11 RS35.GMS 5130.20230725 0 1 1
User Reboots @System Reboot: FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1
- e - FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1
FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1 reboot
FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1 reboot
FW12130000112 RS35 11 RS35.GMS.5130.20230725 0 1 1_shutdown,battery
Total ] 19 28
> | 1-1 Dashboard-Reboots 1-2 Dashboard-Application (ANR / Crash) 1-3 Dashboard-Reader Scan 1-4 Dashboard-Reader Error 2. Diagnose Device 3. Scan Metrics (Succest
Copyright©2022 CipherlLab Co., Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-20 CAl Behavioral Event Page

Please refer to Chapter 3 Behavioral Event for more details.
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135 WEAKSIGNAL EVENT

Weak Signal Event is the page where displays the weak Wi-Fi signal events of your device(s)
by charts and list in different worksheets. You may narrow down the scope by the provided
filter(s) to present the data you need.

T ERRRRRRERRREE, S
. -
- . . M . . :
_ Agility Intelligence Power Management  Behavioral Event : Weak Signal Event H &g | Hellojoshuahsu@cipherlabcomtw @@ B ©
tansssnnsnnnnns’ —

Dashboard - Weak WiFi

= Last ~ o1 Months ~

8 7/23/2023 - 8/22/2023
Device
ssiD

CIPHERLAE

MAC Address

Model ! Y
1400 16:00 1800 1200

Device Serial Number Model ~ OS Version Build Number ssID MAC Address  Signal  Level Date Tim

RK2S Strength
- -
Rs3s FI1187A001125 RK25 ° RK25.GMS.5320.20220531 CIPHERLAB 34fcbe:54030 81 Level 1 2023/08/01 193
FIT187A001125 RK2S o RI25.GIMS.5320.20220531 CIPHERLAB 347cb254030 -80 Llevel 1 2023/08/01 197
3 FIT187A001125 RIS ° RI2S.GIMIS.5320.20220531 CIPHERLAB agibd27:11:1:00 78 level 1 2023/08/01 187
05 Version FIT187A001125 RK25 B RK25.GMS.5320.20220531 CIPHERLAB aBibd27:11:1:90 83 Level 1 2023/08/01 187
FIT187A001125 RK25 B RK25.GMS.5320.20220531 CIPHERLAB a8ibd27:11:1:90 82 Llevel 1 2023/08/01 187
° FI1157A001125 RK25 o RK25.GIMIS.5320.20220531 CIPHERLAB abd:27:11:1:00 79 Level 1 2023/08/01 181
10 FI1187A001125 RK2S o RK25.GIMS.5320.20220531 CIPHERLAB a8:0:27:842:50 79 Llevel 1 2023/08/01 18(
FIT187A001125 RIS ° RIC2S.GIMIS.5320.20220531 CIPHERLAB agibd27:11:¢1:30 78 level 1 2023/08/01 18¢
FIT187A001125 RK25 o RK25.GIMIS.5320.20220531 CIPHERLAB agbd2711:c1:30 -80 Llevel 1 2023/03/01 18(
Build Number FW12270002067 RS35 10 RS35.GMS.2560.20230714 CIPHERLAB-Guest  347cb9:54c0:31 81 Level 1 2023/07/31 162
FW12130000112 RS35 n RS35.GMS.5110.20230313 CIPHERLAB asibd27i11c1f0 78 Level 1 2023/07/27 14¢

Dashboard - Weak WiFi WLAN Weak Signal

Copyright©2022 CipherLab Co., Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-21 CAl Weak Signal Event Page

Please refer to Chapter 4 WEAK SIGNAL EVENT for more details.
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1.3.6 GREETING MESSAGE

Greeting message shows the account (email) you log in with.

‘Q Agility Intelligence Power Management ~ Behavioral Event ~ Weak Signal Event &z | Hellojohnsmith@cipherlabcomtw @ 6 €@

User Info

Userfirst Last CountryTime Day account

Usar e Rec‘p‘emRo\eNameNameCode Zone Lighttype

‘assign_groupparent

Jjohn.smith@cipherlab.com.tw usernull null TW +800N  parent iris.wang@cipherlab.com.tw

Copyright©2022 Cipherlab Co,, Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-22 Greeting Message

By using mobile device to access CAl (CipherLab Agility Intelligence) Service or zooming in
on your browser to change the user interface to be with the sliding menu, the greeting
message can be clicked/ tapped to expand the function “Logout”. You will redirect to the
login page right after logging out.

533 RURA o+ 533 LURA o 533 RURS o+
Y @ caicipherlab.com o : Y @ caicipherlab.com o : Y @ caicipherlab.com (D)
9 Hello 9 Hello
john.smith@cipherlab.com.t john.smith@cipherlab.com.tw A
{9 Recipients List [ soresu RYTTTTITTN
@ Language v = Logout g
.
.Qllllllll..
0 FAQ @ Language v
RecipientEmail Address Edited By
° - )
Recipients List FA
;?nhi?h john.smith@cipherlab.com.twjohn.smith@ciph _= P 9 Q
'> s . ® . .
Jane tx Subscription List - Recipients List
Doe jane.doe@cipherlab.com.tw john.smith@ciph
'}3 Subscription List
Tester test@cipherlab.com.tw john.smith@ciph
for
testing test2@cipherlab.com.tw john.smith@ciph
only

Copyright©2022 CipherLab Co., Ltd All Rights
Reserved.Ver: 1.3.0

Fig. 1-23 Greeting Message on Sliding Menu
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13.7 FAQ

Login

e FAQ (Frequently Asked Questions) lists the most common questions and concerns that

users would like to know about. Please click on the question to expand the answer.

‘Q Agility Intelligence

—
Power Management Behavioral Event ~ Weak Signal Event :. He\\ojohn.sm\th@cipher\ab.com.tl o l@ e

© FAQ

1. How to register an account for logging in to CipherLab Agility Intelligence +
Service?

2. What might result in the numeral discrepancy between the CAl report and the +
device?

3. Can users change the time zone to be shown on the report? +
4. Are all the device models supported by CipherLab Agility Intelligence Service? +
5. How to enroll a device to CipherLab Agility Intelligence Service? +

6. What does "Health Status” on the report indicate? +

Copyright©2022 CipherlLab Co,, Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-24 CipherLab Agility Intelligence Service FAQ Page
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1.3.8 LANGUAGE

To switch into the language you would like, click on “Language” to display the languages to
be selected. Currently CipherLab Agility Intelligence Service supports both English and
traditional Chinese.

‘QV Agi“‘ty Intell\'gence Power Management  Behavioral Event ~ Weak Signal Event :. Hello john.smith@cipherlab.com.tw 4 @ P

English
=) Release Note th3z

® 10Feb2023

152

- Add Dashboard - Reader Scan
- Add Dashboard - Reader Error

® 03Jan2023

151
- Add Dashboard - Reboots
- Add Dashboard - Application (ANR/Crash)

®  03Nov2022

150
- New Dashboard Ul
- Issue Fixed

Copyright©2022 Cipherlab Co., Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-25 The Languages Supported by CAl
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139 LOGOUT

To log out CipherLab Agility Intelligence Service, click on 9 and then “Logout”.

—
‘Q Agility Intelligence Power Management  Behavioral Event ~ Weak Signal Event 2z | Hellojohnsmith@cipherlab.comtw @

User Info Logout

UserFirst Last CountryTime Day account

e, g p‘emRo\e NameNameCode Zone Lighttype

assign_groupparent

Jjohn.smith@cipherlab.com.tw usernull  null TW +8:00N  parent iris.wang@cipherlab.com.tw

Copyright©2022 CipherlLab Co., Ltd All Rights Reserved.Ver: 1.5.2

Fig. 1-26 Logout

You may click or tap on the greeting message to expand the function “Logout” on the sliding
menu if you magnify the webpage or use the mobile device browser.

5:33 LIRS 4 5:33 L 4 533 o .
{} @ caicipherlab.com O : ¢} @ caicipherlab.com @ : ¢} @ caicipherlab.com o

e Hello 9 Hello

) john.smith@cipherlab.com.tw john.smith@cipherlab.com.tw A
- . — snmmmmEnn

£9 Recipients List | cotosu ' .

@ Language v ® Logout :

4dsEmEEEmEE®

0 FAQ @ Language v
RecipientEmail Address Edited By

Y - )
éfv:l?h john.smith@cipherlab.com.twjohn smith@ciph &y Recipients List 9 FAQ

l} Subscrinti . [ - .
Jane ) x Subscription List ey Recipients List
Doe jane.doe@cipherlab.com.tw john.smith@ciph

lﬁ Subscription List

Tester test@cipherlab.com.tw john.smith@ciph
for
testing test2@cipherlab.com.tw john.smith@ciph
only

Copyright©2022 CipherlLab Co., Ltd All Rights
Reserved.Ver: 1.3.0

Fig. 1-27 Logging out from Sliding Menu
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Chapter 2

POWER MANAGEMENT

Power Management is an interactive webpage that offers the data aggregation of the
enrolled devices’ batteries.

By choosing the period of time, the device, the device battery or the device model for futher
inspection, the charts will be changed in accordance with the information you select. With
the charts and the list, the data are visualized to be realized easily and clearly at a glance.
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2.1 OVERVIEW OF POWER MANAGEMENT

As the table listed below shows, Power Management contains six worksheets, including
Dashboard-Latest Battery, Latest Battery Health Report, Battery Level Report, Battery
Temperatue Report, Dashboard-Low Battery Event and Battery Critical Event Report.

On each of the aforementioned worksheets, the chart and the battery info list are
interrelated, which means they are closely connected and have an effect on each other. The
user can set the filter criteria or directly click on the data of the chart to present the specific
data analysis. For more details, refer to the following sections.

Table 2-1 Power Management Spreadsheets

Worksheet Description

Show the latest status and the analysis of batteries that meet each

Dashboard-Latest Batter L o
y criterion in visualization.

Latest Battery Health Report The analysis and record of the latest device battery health status.
Battery Level Report The analysis and record of the average battery power level.
Battery Temperature Report The analysis and record of the average battery temperature changes.

Show the latest status and the analysis of the low battery events in

Dashboard-Low Battery Event . o
visualization.

Battery Critical Event Report The analysis and record of the low battery events.
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2.2 DASHBOARD -LATEST BATTERY

Dashboard-Latest Battery worksheet consists of the dashboard in which presents separately
the battery that meets the criteria of Low Battery (Battery Level <=30%), High Temperature
(Temperature >=55°C), Low Voltage(Voltage <3.4V), Critical Health(Health Percentage
1%~80%), Cycle Count (Cycle Count >300) or High Voltage (Voltage >=4.4V) in visualization,
and a battery info list that itemizes the detailed information with regard to the battery of the
supported devices enrolled onto ReMoCloud.

Once any battery of the enrolled devices exceeds the limit of the criteria above, this
dashboard will immediately remind the user of the abnormal status and take actions if
necessary to avoid the possible issues occurring.

Dashboard - Latest Battery

Low Battery High Temperature Low Voltage

Critical Health Cycle Count High Voltage
Battery Serial Number Device Serial Number Model OS Version  Level Temperature("C) Health Health Cycle Voltage(V) Collection Date Time

Percentage Status  Count Period (Years)
-

B539234001664 FW12130000112 RS35 " 52% 29.2 100% Good 4 3.86 0.1 2023/08/18 15:05
B538226010382 FW12130000112 RS35 1 100% 29.0 100% Good 1 434 0.0 2023/08/18 07:05
BS3822A005229 FW12130000112 RS35 1 21% 29.3 97% Good 18 374 0.2 2023/08/16 07:54
BS37209000553 FW12260004001 RS35 " 100% 254 97% Good 99 4.10 0.4 2023/08/10 13:28
BS38226007174 FW12060000095 R535 1 76% 348 98% Good 24 3.89 0.0 2023/08/02 1717
BS37218011011 FW12270002087 RS35 10 94% 26.2 99% Good 51 4.27 0.3 2023/08/01 14:31
BS38226005352 FW12130000112 RS35 Ll 15% 27.8 100% Good 36 3.69 0.4 2023/07/21 16:43
BS37217001443 FW12270002087 R535 10 50% 29.9 100% Good 57 3.60 0.2 2023/06/13 18:47
BS4022C000067 FW120A0002230 RS35 " 30% 25.9 100% Good 0 3.65 0.2 2023/06/01 1815
BS3822A004243 FW12270002087 RS35 10 94% 23.5 94% Good 3 422 0.2 2023/05/29 18:17

Fig. 2-1 Displays the Latest Status of Batteries that Meet Each Criterion

The Battery Info List gives the itemized battery information as the table listed below
describes:

Table 2-2 Items on Battery Info List

ltem Description
Battery Serial Number The serial number of the specific battery.
Device Serial Number The serial number of the device on which the specific battery is mounted.
Model The model name of the device on which the specific battery is mounted.
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OS Version

Level

Temperature (°C)

Health Percentage

Health Status

Cycle Count

Voltage (V)

Collection Period(Years)

Date

Time

Power Management

The version of the Android operating system installed on the specific device.

The power level of the specific battery.

The temperature (given in Celsius) of the specific battery.

Show the health level presented in percentage of the specific battery.

Show the health status of the specific battery.

The number of times that the specific battery has been drained and then fully
recharged.

The voltage of the specific battery.

Estimate the used life of the specific battery from its first record collected in units of
year.

Display the date when the log of the specific battery is generated.

Display the time when the log of the specific battery is generated.

Move the cursor to the specific bar on the dashboard, and a dialog box shows up to indicate
the detailed information about the selected battery. The Battery Info List will show the
interconnected information by clicking on this bar.

Low Battery

BS537223002335

High Temperature Low Voltage

Battery Serial Number BS38226005352
Average of Level 15%

First Device Serial Number FW12130000112 I nte rconn eCted
Critical Health Cycle Count High Voltage Infor atlon
Battery Serial Number Device Serial Number Model OS Version  Level Temperature(°C) Health Health Cycle Voltage(V) Collection Date Time
Percentage Status  Count Period (Years)
- -
B538226005352 FW12130000112 RS35 | 15% 27.8 100% Good 36 3.69 0.4 2023/07/21 16:43

Fig. 2-2 Displays the Details about the Battery that Meets the Specific Criterion
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221 DataSorting

Click on the Up or Down arrow icon located in the table header of the preferred column as
the figure below shows, the data of Battery Info List will be presented in ascending or
descending order.

As to these sorted data, they can further be set up in either the ascending or descending
order on Battery Info List by simultaneously pressing the Shift key on the keyboard and
clicking on the Up or Down arrow icon in the table header of another column you desire.

Battery Serial Number Device Serial Number Model Version Level Temperature(*C) Health Health Cycle Voltage(V) Collection Date Time
L ,‘ Percentage Status Count Period (Years)
: B0O02031 FJ1191A000908 RK25 9 55% 38.7 99% Good 29 407 0.7 2022/11/01 16:28
"a<31’213002435 F11228A000677 RK25 7.1.2 81% 36.0 98% Good 4 4.05 04 2022/10/11 14:13
BS37209006610 FW12220000003 R535 10 99% 284 99% Good 82 432 0.3 2023/03/16 12:33
BS37218011011 FW12090000449 RS535 10 83% 318 100% Good 32 4.01 0.6 2022/09/28 12:53
BS38226005352 FW120A0002181 R535 10 52% 29.2 100% Good 20 3.79 0.2 2023/03/16 12:50
Battery Serial Number Device Serial Number Model Version Level Temperature(*C) Health Health Cycle Voltage(V) Collection Date Time
ot ,‘ Percentage Status Count Period (Years)
%&6005352 FW120A0002181 R535 10 52% 29.2 100% Good 20 3.79 0.2 2023/03/16 12:50
*B5R7218011011 FW120590000449 R535 10 83% 31.8 100% Good 32 4.01 0.6 2022/09/28 12:53
BS37209006610 FW12220000003 R535 10 99% 284 99% Good 82 432 0.3 2023/03/16 12:33
BK31213002485 FJ1228A000677 RK25 7.1.2 1% 36.0 %8% Good 4 4.05 0.4 2022/10/11 14:13
BK30208002031 FJ1191A000903 RK25 9 55% 38.7 %9% Good 29 4.07 0.7 2022/11/01 16:28

Fig. 2-3 Click on the Up/Down Arrow Icon in the Table Header to Show the Data in Ascending/Descending Order
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2.3 LATEST BATTERY HEALTH REPORT

Latest Battery Health Report consists of a pie chart which shows the battery health status of
all the enrolled devices by proportion, a table of “Explanation” that briefly describes the
battery health status, and a battery info list that itemizes the information related to the
battery of all enrolled devices CAl supports.

Click on the slice of this pie chart to display the information about the battery status you
choose, and the Battery Info List will show the interconnected information.

Latest Battery Health Report

Date : 312003 B gpip03 8

Battery Serial No. : Al N Device Serial No.: Al ~ Model: Al h

Latest Health Status

Explanation :

20% - 100% Good
80% - 89% Normal
1% - 79% Critical

Interconnected 0% A
Information

74

Good ®N/A © Normal

Battery Serial Number Device Serial Number Model 0S Name OS Version Health Status Health Percentage Date Time
- hd -

BK31225007145 FJ1228A000838 RK25 Android El Nermal 89% 2023/08/19 18:37

Fig. 2-4 Click on the Slice of “Latest Health Status” to Show the Battery-related Information

74}—> Device Amount
Good ®N/A =~ Normal

Fig. 2-5 The Pie Chart of “Latest Health Status” Report
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PIE CHART

The battery health pie chart conveys the device amount and the device health status in
every slice. You may refer to Explanation table next to the pie chart for the battery health
status description.

0% - 100% [CTalals
80% - 89% Mormal
1% - 7956 Critica
%o A

Fig. 2-6 Table of the Battery Health Status Explanation

The Battery Info List gives the itemized battery information as the table listed below
describes:

Table 2-3 Items on Battery Info List

ltem Description
Battery Serial Number The serial number of the specific battery.
Device Serial Number The serial number of the device on which the specific battery is mounted.
Model The model name of the device on which the specific battery is mounted.

0S Name The name of the operating system belonging to the device on which the specific battery is

mounted.

Version The version of Android operating system belonging to the device on which the specific
battery is mounted.

Health Status Show the latest health status of the specific battery.

Health Percentage Show the battery health level presented in percentage.

Date Display the date when the log of the specific battery is generated.

Time Display the time when the log of the specific battery is generated.
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Move the cursor to the slice, and a dialog box shows up to indicate the detailed information
about the selected health status.

Latest Health Status

Health Status Good

us_no iris.wang@cipherlab.com.tw
Count of Battery Serial Number 3 (100%)

3

Good

Fig. 2-7 The Detailed Information about the Battery Health Status
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2.3.1 FILTERS FOR SELECTING THE DATA SCOPE

Filter tool is used to sift through the data to show the range you would like to know, and you
may set your filter(s) to reduce the scope. You can narrow down the range by the followings:

BATTERY SERIAL NO.

The default setting for Battery Serial No. is “All”. Unfold the drop-down list to select the
battery or batteries you’d like to view by checking the checkbox(es). You can also input the
keywords into “Search” field to search or filter the specified battery or batteries, and then
select it/them.

Battery Serial No.:  All A Device Serial No.:  A|| v Madel: Al £
Search
Select all

BS37209000553
BS37217001443
BS37218011011
BS37223002395
BS38226005352

5

N

S

Fig. 2-8 Drop-down List of Battery Serial Number

DEVICE SERIAL NO.

The drop-down list of “Device Serial No.” displays all of your available enrolled devices
supported by CAl. You may search or filter the device you need through “Search” field, or
directly check the device you’d like to view, or remain the default setting “Select all” to
check all the devices.

Battery Serial No.:  All WV Device Serial No.:  A|| v Medel: Al v

Search
Select all

FJ1185A000333
FJ1187A001125
FJ118CA006694
FW120A0002230
FW12110001301

Fig. 2-9 Drop-down List of Device Serial Number
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MODEL
Select your desired model from the drop-down list. The default setting is “Select all”.
Battery Serial No.:  Al| \/ Device Serial No.: Al Model: Al v
Search
Select all
RK25
RK25WO
RS35
Fig. 2-10 Drop-down List of Device Model
DATE

You may select the range of time period by respectively pulling down the provided calendars
to decide when the date starts and ends in order to display the battery status of the selected
batteries/devices/models you would like to inspect. On the list of these calendars, you may

click 2N or \¥ button to move to the previous or next month.

Date -

20022 9 30

April 2023 T

Sun Mon Tue Wed Thu Fri

14

16018 19 20 21

23 24 25 26 27 28

30

Sat

15

22

29

20237317

=

Fig. 2-11 Setting Your Period of Time.
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2.4 BATTERY LEVEL REPORT

With the vertical axis which presents the power level and the horizontal axis which shows
the date, the line chart of “Average Level (%)” on Battery Level Report worksheet plots the
average battery power level changes of the available batteries over date. And a battery info
list on this report itemizes the detailed battery-related information of all supported devices
enrolled onto ReMoCloud.

Battery Level Report

Battery Serial No.: Al

Average Level (%)

Date : 2/21/2023 8/1g/2023 B

~ Device Serial No.: Al ~ Model: Al e

Battery Serial Number
-

BK31214003963
BS37209000553
BS37209000553
BS37209000553
BS37209000553
BS37209000553
BS37209000553
BS37209000553
B537209000553
BS37209000553
BS37209000553

RC277000NNNEER

FJ118CAD06634

FW12260004001
FW12260004001
FW12260004001
FW12260004001
FW12260004001
FW12260004001
FW12260004001
FW12260004001
FW12260004001

Device Serial Number ~ Model 05 Name OS5 Version  Cycle Count  Voltage(V) Temperature(°C) Level Battery Status D'ate 'ﬁme
RK25 Android 712 6 3.74 36.2 30% Charging 2023/05/30 10:18
RS35 Android " 99 410 25.4 100% Charging 2023/08/10 13:28
RS35 Android 11 98 3.98 28.2 89% Discharging 2023/07/28 12:25
RS35 Android " 98 410 29.7 100% Full 2023/07/27 22:14
RS35 Android " 98 411 288 100% Full 2023/07/26 22:14
RS35 Android 11 98 4m 28.4 100% Full 2023/07/25 2214
RS35 Android " 98 4.1 30.0 100% Full 2023/07/24 22:13
RS35 Android 1 98 414 29.5 100% Full 2023/07/20 22:12
RS35 Android " 98 4.16 275 100% Discharging 2023/07/14 16:59
RS35 Android 10 98 367 25.2 9% Discharging 2023/07/04 10:02
RS35 Android 10 98 368 26,5 13% Discharging 2023/07/04 07:02
pcac Andenid 11 a7 207 278 0N Nicchorging 2092 mar2n ETEL)

FW12260004001

DM 326000400

Fig. 2-12 The Line Chart of “Average Level (%)”

The Battery Info List gives the itemized battery information as the table listed below

describes:

Item

Table 2-4 Items on Battery Info List

Description

Battery Serial Number

Device Serial Number

Model

0OS Name

OS Version

The serial number of the specific battery.

The serial number of the device on which the specific battery is mounted.

The model name of the device on which the specific battery is mounted.

The name of the operating system belonging to the device on which the specific battery
is mounted.

The version of Android operating system belonging to the device on which the specific
battery is mounted.
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The number of times that the specific battery has been drained and then fully

Cycle Count recharged.

Voltage (V) The voltage of the specific battery.

Temperature (°C) The temperature (given in Celsius) of the specific battery.

Level The power level of the specific battery.

Battery Status Show the current status of the specific battery.

Date Display the date when the log of the specific battery is generated.
Time Display the time when the log of the specific battery is generated.

Moving the cursor to the point on the chart will pop up a dialog box to show the average
battery power on the selected date while clicking on the point will display the
interconnected information of this date on the Battery Info List.

Average Level (%)

78% o
% /
2023/06/01
Average of Level 29%

£
g

~—
Battery Serial Number Device Serial Number ~ Model 05 Name OS5 Version  Cycle Count  Voltage(V) Temperature(°C) Level Battery Status Date Time
- v v
BS37209000553 FW12130000112 RS35 Android " 95 3.83 249 54% Discharging 2023/06/01 19:02
BS3822A005229 FW12260004001 RS35 Android 11 3 342 29.3 2% Discharging 2023/06/01 19:00
BS4022C000067 FW120A0002230 RS35 Android " 0 3.65 259 30% Discharging 2023/06/01 18:15

Interconnected
Information

Fig. 2-13 Aim the Cursor at the Point to Show the Information about the Battery Average Power Level

For sorting the data within Battery Info List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 2.3.1 “Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAI.
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2.5 BATTERY TEMPERATURE REPORT

“Average Temperature (°C)” on Battery Temperature Report worksheet presents a bar
chart which records the device battery temperature changes by date. The vertical axis shows
the average temperature, and the horizontal axis presents the date. Each bar on the chart
represents the average temperature of a device model on that date, and a battery info list
itemizes the battery-related information of all enrolled devices CAl supports.

Battery Temperature Report

Date : 2212023 B gig/2023 @

Battery Serial No.:  All N Device Serial No. :  All ~ Model: Al

<

Average Temperature (°C)

RK25
Rs3s 10

Battery Serial Number Device Serial Number Model 05 Name 0S Version Cycle Count  Voltage(V) Temperature(°C) Level Battery Status D'aie 'Em:
-

BS37209000553 FW12260004001 RS35 Android 11 98 416 27.5 100% Discharging 16:59
BS37209000553 FW12260004001 RS35 Android 10 98 3.67 25.2 9% Discharging 10:02
BS37209000553 FW12260004001 RS35 Android 10 98 368 26.5 13% Discharging 07:02
BS37209000553 FW12260004001 RS35 Android 11 7 3.97 275 90% Discharging 16:12
BS37209000553 FW12130000112 RS35 Android 11 97 3.29 28.0 3% Discharging 12:58
BS37209000553 FW12130000112 RS35 Android 11 9% 4.01 315 74% Discharging 15:57
BS37209000553 FW12130000112 RS35 Android 11 96 3.89 253 11% Discharging 18:.27
BS37209000553 FW12130000112 RS35 Android 11 85 3.80 29.2 44% Discharging 10:17
BS37209000553 FW12130000112 RS35 Android 11 85 3.83 249 54% Discharging 19:02
BS37209000553 FW12130000112 R535 Android 11 94 362 36.0 8% Discharging 15:12
BS37209000553 FW120A0002230 RS35 Android 11 83 377 283 34% Discharging 11:26
RC2A7INANNNEER CW1INANANII2N pos Brdrnid 11 a2 274 17 ANSL Micrharmine IMDANCHAE  ANIR

Fig. 2-14 The Bar Chart of “Average Temperature ('C)”

The Battery Info List gives the itemized battery information as the table listed below
describes:

Table 2-5 Items on Battery Info List

ltem Description
Battery Serial Number The serial number of the specific battery.
Device Serial Number The serial number of the device on which the specific battery is mounted.
Model The model name of the device on which the specific battery is mounted.

The name of the operating system belonging to the device on which the specific

OS Name battery is mounted.
0S Version The \./(?rsmn of Andrmd operating system belonging to the device on which the
specific battery is mounted.
The number of times that the specific battery has been drained and then fully
Cycle Count

recharged.
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Voltage (V) The voltage of the specific battery.

Temperature (°C) The temperature (given in Celsius) of the specific battery.

Level The power level of the specific battery.

Battery Status Show the current status of the specific battery.

Date Display the date when the log of the specific battery is generated.
Time Display the time when the log of the specific battery is generated.

In addition, you may click on a certain model to highlight it on the chart.

Average Temperature (°C)
40
20
[}%35
0 2 B el & A ™ Q A o A el 9 o > M ) el 4 N
NG G OB AR S SR ORI SRR U\ N R o o\ R R )
A O @ @ P @ PR P R R R e
ﬁ&q/ ’qu,w 161/ ,qufv 15)‘,.. “VQ’),V F:I/Q"va ,LQ"?’V *;.pq’v' ’L@’y ”.,ﬁ"w. ".,va ﬁvnv.,. '\.,Q“/ quwvv. q,()‘/ q‘pﬁvw- '\,,Qi"f qvnv»-

Fig. 2-15 Click to Highlight the Device Model on the Bar Chart.
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By clicking on a bar on the chart, only the battery temperature of this device model on the
selected date is highlighted, and the Battery Info List changes accordingly.

Average Temperature (°C)

Battery Serial Number Device Serial Number Model 05 Name Version Cycle Count  Voltage(V) Temperature(°C) Level Battery Status Eate Eme -
-~

BS37218003379 FW1209000044% RS35] Android 10 0 3.80 25.0 48% Not charging 2022/09/28 10:33
BS37218003379 FW12090000449 RS35} Android 10 25 3.79 24.0 50% Discharging 2022/09/28| 09:33
BSNEWDOBBeViC@”M%% R535) Andro?d 10 SOUrCéSDaté‘IS?f 23.8 -!ﬂb% g 2022/09/28| 08:33
BS37218003379 FW12090000449 RS35} Android 10 5 .8 24.7 ischarging 2022/09/28| 0733
BS37218003373 FW12090000449 RS35 Android 10 Temperature 253 ﬁri 2022/09/28| 08:33
BS37218003379 FW12090000449 RS35} Android 10 25 3.80 26.0 54% D\schargmg 2022/09/28| 0533
BS37218003379 FW1209000044% RS35] Android 10 25 3.81 259 54% Discharging 2022/09/28 04:33
BS37218003379 FW12090000449 RS35} Android 10 25 3.81 25.9 56% Discharging 2022/09/28| 03:33
BS37218003379 FW1209000044% R535] Android 10 25 3.81 25.8 59% Discharging 2022/09/28| 0233
BS37218003379 FW12090000449 RS35] Android 10 25 3.82 25.8 B61% Discharging 2022/09/28 01:33
BS37218003379 FW12090000449 R535) Android 10 25 3.82 257 62% Discharging 2022/09/28 | 00:33 "
BS37218011011 FW12090000449 R535} Android 10 32 4.01 31.8 83% Charging 2022/09/28| 1253

Fig. 2-16 The Presented Data on Battery Info List Change as You Click on a Bar of “Average Temperature (°C)”

By moving your cursor to the bar, a dialog box shows up to give the detailed information
about the average temperature of the selected device model on the selected date.

Average Temperature (*C)

Date 2023/05/30
Model RK25

Temperature( 36.2

Fig. 2-17 The Detailed Information about the Average Temperature of the Device Model

For sorting the data within Battery Info List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 2.3.1 “Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAl.
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2.6 DASHBOARD - LOW BATTERY EVENT

Dashboard-Low Battery Event worksheet contains the dashboard in which presents the data
that meet the criterion of Low Battery (Battery Level <=15%) in visualization by
battery/device/model/OS version/build number, and an event logs list that itemizes the
detailed information with regard to the battery of the supported devices enrolled onto
ReMoCloud.

Interval Period :

Dashboard - Low Battery Event

Last  ~ 1 Months

Battery Build Number
Devies Battery Serial Number Device Serial Number Model 0S Version Build Number Temperature(°C) Voltage(V) E
BS3822A005229 FW12130000112 RS35 1 RS35.GM5.5130.20230725 24.8 362 2
FW12130000112 BS38226010382 FW12130000112 RS35 1 RS35.GMS.5130.20230725 29.2 372 2
BS3822A005229 FW12130000112 RS35 1 RS35.GMS.5130.20230725 28.7 372 2
ez 8538224005229 FW12130000112 RS35 11 RS35.GMS.5130.20230725 280 372 2
BS38226010382 FW12130000112 RS35 1 RS35.GMS.5130.20230725 25.0 380 2
o 8538224005229 FW12130000112 RS35 11 RS35.GMS.5130.20230725 280 372 2
BS3822A005229 FW12130000112 RS35 1 RS35.GMS5.5130.20230725 249 373 2
BS3822A005229 FW12130000112 RS35 1 RS35.GMS.5130.20230725 284 372 2
- BS3822A005229 FW12130000112 RS35 1 RS35.GMS5.5130.20230725 26.4 3.66 2
= BS3822A005229 FW12130000112 RS35 1 RS35.GMS5.5110.20230313 285 368 2
BS37209000553 FW12260004001 RS35 1 RS35.GMS5.5110.20230313 295 367 2
o Vo 8538224005229 FW12130000112 RS35 11 RS35.GMS.5110.20230313 292 368 2

Fig. 2-18 Displays the Latest Batteries that Meet the Low-battery Criterion

The Event Logs List gives the itemized battery information as the table listed below
describes:

Table 2-6 Items on Battery Info List

ltem Description
Battery Serial Number The serial number of the specific battery.
Device Serial Number The serial number of the device on which the specific battery is mounted.
Model The model name of the device on which the specific battery is mounted.

The version of Android operating system installed on the device where the specific

OS Version .
battery is mounted.
. The version number of CipherLab OS image installed on the device where the
Build Number e .
specific battery is mounted.
Temperature (°C) The temperature (given in Celsius) of the specific battery.
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Voltage (V) The voltage of the specific battery.
Date Display the date when the low battery event log of the specific battery is generated.
Time Display the time when the low battery event log of the specific battery is generated.

Move the cursor to the specific bar on the dashboard, and a dialog box shows up to indicate
the detailed information about the selected battery that meets the criterion. The Event Logs
List will show the interconnected information by clicking on this bar.

Battery Build Number

Device
Battery Serial Number Device Serial Number Meodel OS Version Build Number Temperature(°C) Voltage(V) [
~

BS37209000553 FW12260004001 RS35 " R535.GMS.5110.20230313 295 3.67 2

FWW12130000

FW12260004 P
k Device Serial Number FW12260004001
aV_#Count of index(Battery S/N + local data_time) 1

Model

Interconnected
Information

0S Version

Fig. 2-19 The Detailed Information about the Low Battery Event of the Device

For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.
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2.6.1 INTERVAL PERIOD

“Interval Period” is for the user to choose the length of time to display the battery status of
the selected batteries/devices/models during the period you would like to inspect.

Interval Period :

Last v 1 Select v

S No f Selec

Weeks

Next

This

Weeks (Calendan)

Months
Months (Calendar)
Years

Years (Calendar)

Fig. 2-20 Setting Your Interval Period

=  Weeks
A week is the 7 days that begins from today or the 7 days before today.

=  Weeks (Calendar)
The week that begins with Sunday and ends with Saturday.

= Months
A month is the period of 30 days that begins from today or the 30 days before today.

=  Months (Calendar)
The month(s) as named in the calendar.

- Years
A year is the period of 365 days that begins from today or the 365 days before today.

=  Years (Calendar)
The year(s) that starts on January 1** and ends on December 31°%.
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RESET INTERVAL PERIOD

Move your cursor to the upper-right corner of “Interval Period” and an “Clear

selections”eraser icon @shows up for you to reset the time period.

Interval Period : &

Last v.2 Days N

[ 6/19/2022 - 6/20/2022

Interval Period :

Last v 1 Select v

% No filters applied
Fig. 2-21 Reset the Interval Period
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2.7 BATTERY CRITICAL EVENT REPORT

Battery Critical Event Report records the critical event logs of the battery in the event that
its power level is lower than or equal to 15% on the enrolled device(s). It conveys the data in
a bar chart by device model to express the times of the low battery event that has been
occurred over date, and an event logs list that itemizes the details of each low battery event.

On the chart of this worksheet, each bar stands for an individual device model, the vertical
axis shows the number of times that the low battery event occurred, and the horizontal axis
shows the date when the low battery event took place.

Battery Critical Event Report Bz
Batdery Sorlsd Mo : & Bavice Sovial Mo : A Model: &
Critical Event
Battery Tarisl Mumitsr Davics Sarisl Humbar Wedal 5 Mama D Verpan  Veltsge(W] Temparaturs|{"C) Battary Statun Date Tima
- - -
| Ph20a g &
853 5 -] ol
3 L A 2
253 S35 B ]
. A argeg &l

Fig. 2-22 Bar Chart of “Battery Critical Event Report”

The Event Logs List records every low battery event as well as the device’s battery status
when the event happened. The Event Logs List gives the itemized battery information as the
table listed below describes:

Item

Table 2-7 Items on Event Logs List

Description

Battery Serial Number

Device Serial Number

Model

OS Name

The serial number of the specific battery.

The serial number of the device on which the specific battery is mounted.

The model name of the device on which the specific battery is mounted.

The name of the operating system belonging to the device on which the specific battery is
mounted.
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. The version of Android operating system belonging to the device on which the specific
OS Version .
battery is mounted.

Voltage (V) The voltage of the specific battery.

Temperature (C) The temperature (given in Celsius) of the specific battery.

Battery Status Show the current status of the specific battery.

Date Display the date when the log of the specific battery is generated.
Time Display the time when the log of the specific battery is generated.

Like the bar chart of Battery Temperature Report, you may click on a certain device model to
highlight it on the chart.

Critical Event

2023/02/08 2023/02/09 2023/02/14 2023/02/13 2023/02/18 2023/02A17 2023/02118 2023/02/24

Fig. 2-23 Click to Highlight the Device Model on the Bar Chart
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Move the cursor to the specific bar on the bar chart, and a dialog box shows up to indicate
the detailed information about the selected device model that meets the criterion(Battery
Level <=15%). The Event Logs List will show the interconnected information by clicking on
this bar.

Critical Event

4 Date 2023/02/17
T Model RS35

Count of index(Battery S/N + local_data_time) 5

B ak & Pl o) i) A5 P o L
o . SR AR RO Y Y Y

&2 Rl i ,,v@}\ ST g g gt @ g g P g P P

Battery Serial Number Device Serial Number Meodel 0S Name Version Voltage(V) Temperature(°C) Battery Status Date Time
- - -
BS37218003379 FW120A0002230 RS35 Android 11 3.80 29.6 Discharging 2023/02/17 14:48
BS37218003379 FW120A0002230 RS35 Android 11 3.80 29.0 Discharging 2023/02/17 14:47
BS37218003379 FW120A0002230 RS35 Android 11 3.80 28.8 Discharging 2023/02/17 14:46
BS37218003379 FW120A0002230 RS35 Android 11 381 28.0 Discharging 2023/02/17 14:45
BS37218003379 EW120A0002230 BS35 ndraid 11 3 26.8 Discharging 2023/02/1 1444

Interconnected
Information

Fig. 2-24 The Detailed Information about the Low Battery Event of the Selected Device
Model on the Selected Date

For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 2.3.1“Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAI.
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Chapter 3

BEHAVIORAL EVENT SETTINGS

Through the analysis of the enrolled devices’ varieties of behavior collected by CAl, the
device diagnosis can be achieved easily to avoid the occurrence of unexpected issues.
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3.1 OVERVIEW OF BEHAVIORAL EVENTS

As the table listed below shows, the data gathered from the enrolled devices are collected to
generate “Behavioral Event” reports, including Dashboard-Reboots, Dashboard-Application
(ANR/Crash), Dashboard-Reader Scan, Dashboard-Reader Error, Diagnose Device Report,
Scan Metrics (Successful) Report, Application Analysis Report and Reader Error Report eight
worksheets through CAl Service, in order for the delivery of the event log data aggregation
and analysis. For more details, refer to the following sections.

Table 3-1 Behavioral Events Spreadsheet

Worksheet Description

Show the latest status and the analysis of the device reboot events in

Dashboard-Reboots . o
visualization.

Show the latest status and the analysis of ANR (Application Not Responding)

Dashboard-Application(ANR/Crash o
ashboard-Application( /Crash) and application crash events in visualization.

Show the latest status and the analysis of the device reader scan and the

Dashboard-Reader Scan L .
decode results in visualization.

Show the latest status and the analysis of the device reader error in

Dashboard-Reader Error . .
visualization.

The analysis and record of ANR (Application Not Responding) and device

Diagnose Device Report
reboot events.

Scan Metrics (Successful) Report The statistic-analysis and record of barcode scanning.
Application Analysis Report The analysis and record of application crash events.
Reader Error Report The analysis and record of the device reader errors.
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3.2 DASHBOARD-REBOOTS

Dashboard-Reboots worksheet contains one dashboard in which presents separately the
times of both user and system reboots occurring most often by Device/Model/OS
Version/Build Number/Date/Boot Reason in visualization, and an event logs list that
itemizes the details about these reboots of devices enrolled onto ReMoCloud.

Device

User Reboots @ System Reboots

Model

User Reboots @ System Reboots

RK25

05 Version
User Reboots @ System Reboots

1

9

Build Number

User Reboots ®System Reboots

RS35.GM5.5130.20230725

Dashboard - Reboots

Date

User Reboots

Device Serial Number Model
-

FJ1187A001125
FJ1187A001125
FJ1187A001125
FJ1187A001125
FJ1187A001125
FW12130000112
FW12130000112
FW12130000112
FW12130000112
FW12130000112
FW12130000112
FW12130000112
FW12130000112
FW12130000112.

System Reboots

RK25
RK25
RK25
RK25
RK25
RS35
RS35
RS35
RS35
RS35
RS35
RS35
RS35
RS35

05 Version

Build Number

RK25.GMS.5360.20230425
RK25.GMS.5360.20230425
RK25.GMS.5360.20230425
RK25.GMS.5360.20230425
RK25.GMS.5320.20220531
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725

Interval Period :

Last 1

Boot Reason

User Reboots ® System Reboots

shutdown,battery

shutdown,userrequested

reboot

reboot.ota

i b OO o OO

Do 00000 o 20 2 oo

Fig. 3-1 Displays the Latest Status of Device Reboots

User Reboots System Reboots Total Reboots

Months

Boot Reason

shutdown,us¢
shutdown,us¢
shutdown,us¢
reboot,ota
shutdown,us¢
shutdown,us¢
reboot
reboot
shutdown,ba
shutdown,bal
shutdown,ba
shutdown,ba
reboot
reboot

The Event Logs List records the events of any device reboots as they took place, and it gives
the itemized device reboots information as the table listed below describes:

Item

Table 3-2 Items on Event Logs List

Description

Device Serial Number

Model

OS Version

Build Number

User Reboots

System Reboots

Total Reboots

The serial number of the device on which the specific reboot occurred.

The model name of the device on which the specific reboot occurred.

The version of Android operating system installed on the device where the specific reboot

occurred.

The version number of CipherLab OS image installed on the device where the specific

reboot occurred.

The counts of the device reboots by the user.

The counts of the device reboots by the system.

The total amount of user reboots and system reboots for the specific device.
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The reasons that cause the device reboot are as follows:
- shutdown,userrequested
- shutdown,battery
Boot Reason Name - reboot,userrequested
- reboot

- reboot,force_reboot

- reboot,ota
Date Display the date when the log of the specific reboot is generated.
Time Display the time when the log of the specific reboot is generated.

Move the cursor to the specific bar on the dashboard, and a dialog box shows up to indicate
the detailed information about the selected reboot. The Event Logs List will show the
interconnected information by clicking on this bar.

Device Date Boot Reason
User Reboots @ System Reboots User Reboots @ System Reboots User Reboots @ System Reboots
FW12130000112 1 1 1 1
11878001125 shutdown,battery

FW12270002087

FW12260004001 shutdown,userrequested

Model reboot

User Reboots @ System Reboots

0 rebootota
202 10 2023/08/16 2023/08/18
Rs35
Device Serial Number Model OS Version Build Number User Reboots System Reboots Total Reboots Boot Reasor|
RK25 -
* u Rhtllﬂdf‘ :KZS FI1187A001125 RK25 9 RK25.GMS.5360.20230425 1 0 1 shutdown,uss
A ser keboots
v o0 FJ1187A001125 RK25 9 RK25.GMS.5360.20230425 1 0 1 shutdown,uss
OS Version Total Reboots 5 - i
FI1187A001125 RK25 9 RK25.GMS.5360.20230425 1 0 1 shutdown,us;
User Reboots @ System Reboots FJ1187A001125 RK25 9 RK25.GMS.5360.20230425 0 1 1 rebootota
FI1187A001125 RK25 9 RK25.GMS.5320.20220531 1 0 1 shutdown,us;
1 Tatal 4 1 5
10
9
Build Number I d
User Reboots @ System Reboots nterconneCte
Information

R535.GMS.5130.20230725

RK25.GMS. 0230425

RS35.GMS.2580.20230714

Fig. 3-2 The Detailed Information about the User Reboots of the Selected Device Model

For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

For more details on the settings of interval period, also refer to Section 2.6.1 “Interval
Period”.
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3.3 DASHBOARD-APPLICATION(ANR/CRASH)

Dashboard-Application(ANR/CRASH) worksheet contains one dashboard in which presents
separately the total times of application ANR (Application Not Responding) and application
crash by Application(ANR/Crash)/Device/Model/OS Version/Build Number/Date/
Application Name/Application Version in visualization, and an event logs list that itemizes
the detailed information about the enrolled devices’ application ANR or crash.

Application (ANR / Crash)

Total ANRs @ Total Crash

data_app_anr

data_app_crash

Device

FW120A0002230
FW12260004001
FI1137A001307

FI118CAD06694

Model

RS35

RK25

0S Version

1
712

Build Number

RS35.6MS.5110.20230313
RS35.6MS5.5100.20221213
RK25.GMS.2490.20230320

Interval Period :

Dashboard - Application (ANR / Crash)

Last ~ 1 Years
Date Application Name

Total ANRs @ Total Crash

com.webkey

2

com.cipherlab.imagetotext

com.cipherlab.remoteservice
Application Version
0.1.10.1
1.0.15

3.16.25-4b6c9f72-ui-debug

Device Serial Number Model OS Version  Build Number ANR / Crash Application Name 4
T T T H = T T g T =
FW12260004001 RS35 " RS535.GM5.5100.20221213 data_app_anr com.webkey 2
FW12260004001 R535 1 R535.GM5.5100.20221213 data_app_anr com.webkey 3

3
FW120A0002230 RS35 " RS35.GM5.5100.20221213 data_app_anr com.webkey.cipherlab &

<
FW120A0002230 RS35 " RS535.GM5.5110.20230313 data_app_anr com.webkey 3
FW120A0002230 RS35 " RS535.GM5.5110.20230313 data_app_anr com.webkey 3
FW12130000112 RS35 " RS535.GM5.5110.20230313 data_app_anr com.webkey 3
FW12130000112 RS35 1 R535.6M5.5110.20230313 data_app_anr com.webkey 3
FW12130000112 RS35 1A RS35.GM5.5110.20230313 data_app_anr comawebkey 3
FW12130000112 RS35 1 R535.6M5.5110.20230313 data_app_anr com.webkey 3
FW12130000112 RS35 1 RS35.GM5.5110.20230313 data_app_anr comawebkey 3
FW12130000112 RS35 " R535.GM5.5110.20230313 data_app_anr com.webkey.cipherlab &

<
FW120A0002230 Rs535 11 R535.GM5.5110.20230313 data_app_crash  com.cipherlab.imagetotext (
FW12130000112 RS35 " R535.GM5.5110.20230313 data_app_crash  com.cipherlab.remoteservice 1

Fig. 3-3 Displays the Latest Status of Device Application ANR or Crash

The Event Logs List records the events of either the application ANR or crash, and it gives the
itemized application-related information as the table listed below describes:

Item

Table 3-3 Items on Event Logs List

Description

Device Serial Number

Model

OS Version

Build Number

ANR/Crash

The serial number of the device on which the specific application event occurred.

The model name of the device on which the specific application event occurred.

The version of Android operating system installed on the device where the specific
application event occurred.

The version number of CipherLab OS image installed on the device where the specific
application event occurred.

Show the type of the application event that has occurred, either data_app_anr or
data_app_crash.
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Application Name

Application Version

Date

Time

Behavioral Event Settings

The name of the application that occurs the ANR (Application Not Responding) or crash
event.

The version of the application that occurs the ANR (Application Not Responding) or crash
event.

Display the date when the log of the specific application event is generated.

Display the time when the log of the specific application event is generated.

Move the cursor to the specific bar on the dashboard, and a dialog box shows up to indicate
the detailed information about the selected application event. The Event Logs List will show
the interconnected information by clicking on this bar.

Application (ANR / Crash)
Total ANRs @ Total Crash

Device

05 Version

Build Number

R535.GM5.5110.20230313

RS

Total Fatal Application 10 Interconnected

Date Application Name

Total ANRs @Total Crash

1 1 1 1 1

9 0 0 0 0
01.10.1

Build Number ANR / Crash Application Name Application Version Date Time

Y

R535.GMS.5110.20230313 data_app_anr comuwebkey 3.16.23-9b6580ea-ui 2023/05/08 13:42:26
R535.G6M$.5110.20230313 data_app_anr com.webkey 3.16.23-9b6580ea-ui 2023/05/10 10:48:04
RS35.GMS.5110.20230313 data_app_anr comawebkey 3.16.24-93b1c421-ui 2023/06/13 17:31:27
R§35.GMS.5110.20230313 data_app_anr comawebkey 2.16.24-93b1c421-ui 2023/06/20 15:57:04
R535.GM5.5110.20230213 data_app_anr com.webkey 2.16.24-9307c421-ui 2023/06/28 17:53:01

RS35.6M58.5110.20230313 data_app_anr comawebkey 3.16.24-93b1c421-ui 2023/07/04 10:50:16

3.16.24-93b1c427-ui 2023/07/12  15:56:36

pherlab 3.15.7-91707ee0-headless- 2023/04/10 14:05:30
= ipherlab
Build Number RS35.GMS.5110.20230313 n g
jmagetotext 0.1.101

2023/05/05 00:42:49
Tatal ANIDe 0 remotecarvi 1.0.1.5 £AR16
(RSAE5 T v )

53

Information

Fig. 3-4 The Detailed Information about the Application ANR of the Selected Build Number

For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

For more details on the settings of interval period, also refer to Section 2.6.1 “Interval

Period”.
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3.4 DASHBOARD-READER SCAN

Dashboard-Reader Scan worksheet contains one dashboard in which presents separately
the success/stopscan/timeout 3 types of decode result in percentage as well as the average
success scan speed by Model/Device/OS Version/Build Number/Reader Type/Reader/Date
in visualization, and an event logs list that itemizes the detailed information with regard to
the scan of the reader belonging to devices enrolled onto ReMoCloud.

Decode Result (%)

18 (4.03%)

success ®stopscan @ timeout

Average Success Scan Speed
(sec)

0.28

Device Serial Number

© FW12270002087

= FJ118CA006694

= FW12130000112

= FW12260004001
Total

Model

| Rs3s
RK25
RS35
RS35
| RK25

Model

Device

5

5

Model

RS25

Device

FW12;

B

0S Versiol

10

Interval Period :

Dashboard - Reader Scan

Last 1

Months

05 Version Reader Type Date

Build Number

0OS Version

10

Build Number Reader

21187

21251

n Build Number Reader Type Reader Serial Number Total Scan Count Total Success Total Timeout Total Stopscan Su
-

RS35.6MS.2530.20230322

SE4100_2D 21187523421472 172 114 [ 52
RK25.GMS.2490.20230320 SE4750SR 2D 21251010559777 145 89 9 47
RS35.6MS.5110.20230313 SE4770_2D 20307523457493 88 0 o 88
RS35.6MS5.5110.20230313 SE4770.2D  22112523404689 42 0 3 38
RK25.GM5.2490.20230320 SE4100.2D  20307523457493 447 203 18

226

Fig. 3-5 Displays the Latest Decode Result and Average Success Scan Speed of Reader Scan

The Event Logs List records every reader scan trigger events, and it gives the itemized reader
scan information as the table listed below describes:

Item

Table 3-4 Items on Event Logs List

Description

Device Serial Number

Model

OS Version

Build Number

Reader Type

The serial number of the device on which the reader scan is triggered.

The model name of the device on which the reader scan is triggered.

The version of Android operating system installed on the device where the specific reader
scan is triggered.

The version number of CipherLab OS image installed on the device where the specific
reader scan is triggered.

The type of the reader that is equipped with the device where the specific reader scan is
triggered.
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Reader Serial Number

Total Scan Count

Total Success

Total Timeout

Total Stopscan

Successful Scan Time

Avg Success Scan
speed(s)

Behavioral Event Settings

The serial number of the reader that is equipped with the device where the specific
reader scan is triggered.

Display the total counts of Total Success, Total Timeout and Total Stopscan of the specific
device’s reader scan during the specified time duration.

Display the counts of the reader scan that succeeds to read the barcode within the
spcified time (Default: 3 seconds) during the specific time duration. Please note that the
user can configure the timeout from CipherLab ReaderConfig App on the mobile
computer.

Display the counts of the reader scan that fails to read the barcode within the spcified
time (Default: 3 seconds) during the specific time duration. Please note that the user can
configure the timeout from CipherLab ReaderConfig App on the mobile computer.

Display the counts of the reader scan that is stopped within the spcified time (Default: 3
seconds) during the specific time duration. Please note that the user can configure the
timeout from CipherLab ReaderConfig App on the mobile computer.

The total time spent in the successful reader scan of the specific device in units of
millisecond during the specific time duration.

The average speed of successful reader scan in units of second. The lower the value gets,
the faster the scan speed will be.

Move the cursor to the specific bar on the dashboard, and a dialog box shows up to indicate
the detailed information about the selected reader scan trigger event. The Event Logs List
will show the interconnected information by clicking on this bar.

Decode Result (%) Model

1(1.25%) _
RS35

success ®stopscan © timeout

SE4770_2D
Model
Device Reader
Successful Scan Rate
32.535 'jjjf:: FJ1187A001125 Total Scan Count 17270010508270

FW12130000112

FW12270002087

OS Version Reader Type Date

SE47505R_2D

20307523457493
Total Success -
2118752

21472

Total Timeout

Average Success Scan Speed Model Reader Type Date
(sec) Total Stopscan
RS35 SE4T D
RK25 10 SE4100_2D
36
Device Build Namber Reader
0 . 3 6 FW12130000112 20307523457493
800 072 FW12270002087 21 2
F1187A001125 17270010508270 2023/08/01
Device Serial Number Meodel OS5 Version Build Number Reader Type Reader Serial Number Tvotal Scan Count Total Success Total Timeout Total Stopscan Su
© FJ1187A001125 RK25 9 RK25.GMS.5320.20220531 SE4750SR_2D 17270010508270 37 10 1 26
5 2023/08/01 RK25 9 RK25.GMS.5320.20220531 SE4750SR 2D 17270010508270 37 10 1 26
18:50:05 RK25 9 RK25.GM5.5320.20220531 SE4750SR_2D  17270010508270 37 10 1 26
Total ‘ RK25 9 RK25.GMS.5320.20220531 SE4750SR_ 2D 17270010508270 37 10 1 26

Interconnected Information

Fig. 3-6 The Detailed Information about the Reader Scan of the Selected Device Model

For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

For more details on the settings of interval period, also refer to Section 2.6.1 “Interval

Period”.
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3.5 DASHBOARD-READER ERROR

With the analysis from Dashboard-Reader Error worksheet, it will be helpful to solve the
technical issues arising from the device reader when troubleshooting. On this worksheet, it
contains one dashboard in which presents the reader-related reasons inclusive of reader
failure, SDL failure, other factors and the undetectable causes, resulting in the failure of
reader scan, by Device/Model/OS Version/Build Number/Date/Reader/Reader Type in
visualization. An event logs list that itemizes the detailed information with regard to the
reader of the devices enrolled onto ReMoCloud is included as well.

Interval Period :

Dashboard - Reader Error

last « 1 Months
Error Cause Date Reader
ader failu
Device .
SE
SE
Sl SEA750SR_2D
Model Device Serial Number Model OS Version Build Number Reader Type Reader Serial Number Error Cause Date Time
ode v -
FW12130000112 RS35 11 RS35.GMS.5130.20230725 SE4770.2D  20307523457493 reader failure 2023/08/02 05:32
ness FW12130000112 RS35 11 RS35.GMS.5110.20230313 SE47702D  20307523457493 reader failure 2023/08/01 05:52
/i FW12130000112 RS35 11 RS35.GMS5110.20230313 SEATT02D  20307523457493 reader failure 2023/07/28 11:53
ez FW12130000112 RS35 11 RS35.GMS.5110.20230313 SE4770_2D 20307523457493 reader failure 2023/07/27 01:17
FW12130000112 RS35 11 RS35.GMS5110.20230313 SEATT02D  20307523457493 reader failure 2023/07/21 17:32
05 Version FW12130000112 RS35 11 RS35.GMS5.5110.20230313 SE4770_2D 20307523457493 reader failure 2023/07/20 19:1€
FW12130000112 RS35 11 RS35.GMS.5110.20230313 SE4770.2D 2030752345743 reader failure 2023/07/20 00:15
FJ118CA006694 RK25  7.1.2 RK25.GMS.2490.20230320 SE4750SR_2D 21251010559777 reader failure 2023/07/13 11:22
FI118CA006694 RK2S  7.1.2 RK25.GMS.2490.20230320 SE4750SR_2D 21251010559777 reader failure 2023/07/16 04:33
7.2 FW12130000112 RS35 11 RS35.GMS5.5110.20230313 SE4770_2D 20307523457493 reader failure 2023/07/13 15:02
FW12260004001 RS35 11 30313 SE47702D  22112523404689 reader failure 2023/07/13 05227
Build Number FW12270002087 RS35 10 SE41002D  21187523421472 reader failure  2023/07/12 10:54
FW12270002087 RS35 10 RS35.GMS.2530.20230322 SE4100.2D  21187523421472 reader failure 2023/07/12 10:53

5.51

5.24¢

Fig. 3-7 Displays the Latest Causes of Reader Scan Errors

The Event Logs List records every reader scan error evnets as it took place, and it gives the
itemized reader error information as the table listed below describes:

Table 3-5 Items on Event Logs List

ltem Description
Device Serial Number The serial number of the device on which the specific reader scan error event occurred.
Model The model name of the device on which the specific reader scan error event occurred.

The version of Android operating system installed on the device where the specific reader

OS Version
scan error event occurred.
. The version number of CipherLab OS image installed on the device where the specific
Build Number
reader scan error event occurred.
Reader Type The type of the reader that is equipped with the specific device.
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Reader Serial Number

Error Cause

Date

Time

Behavioral Event Settings

The serial number of the reader that is equipped with the specific device.

Display the reason that results in the specific reader scan error event .

Display the date when the specific reader scan error event took place.

Display the time when the specific reader scan error event took place.

Move the cursor to the specific bar or aim the cursor at the specific point on the dashboard,
and a dialog box shows up to indicate the detailed information about the selected reader
scan failure. The Event Logs List will show the interconnected information by clicking on this

bar or point.

Error Cause

Device

FW12120000112

FW12260004001

Model
RS35

05 Version

Build Number

RS GMS 5130 223N

reader failure

Date

2023/08/1
@ reader failure 4
Total 4

Reader

20307523457493

22112523404689

Reader Type

SE4770_2D

Device Serial Number Model OS Version Build Number

FW12130000112
FW12130000112
FW12130000112
FW12130000112

RS35
RS35
RS35
RS35

11
11
11
11

RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725
RS35.GMS.5130.20230725

Reader Type Reader Serial Number Error Cause Date
-
SE4770_2D  20307523457493 reader failure 2023/08/11
SE4770_2D  20307523457493 reader failure 2023/08/11
SE47702D  20307523457493 reader failure 2023/08/11
SE4770_2D  20307523457493 reader failure 2023/08/11 |
Interconnected
Information

Fig. 3-8 The Detailed Information about the Reader Scan Error on the Selected Date

For sorting the data within Event Logs List either in ascending or descending order, please

refer to Section 2.2.1“Data Sorting”.

For more details on the settings of interval period, also refer to Section 2.6.1 “Interval

Period”.
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3.6 DIAGNOSE DEVICE

Diagnose Device Report respectively records the counts of ANR (Application Not Responding)
as well as the device reboot events that have been occurred, and the total amount of these
device behavior. The line chart shows the event counts on the vertical axis while the date of
occurrence is on the horizontal axis.

Diagnose Device

Date: 12/13/2022 B  8/7/2023
Device Serial No. - All ~  Model: | v
Diagnose Device
/ \ ®Total Behavior
A Total Rebaots
s ——r ~ A~

Total ANRs

Device Serial Number Model OS Version  Total Behavior Total Reboots User Reboots System Reboots Total ANRs
hd
= FW12130000112
5 2023/07/12

15:56:46 RS35 " 1 1 1 0 0
15:59:22 RS35 " 1 1 1 o a
16:11:47 RS35 1 1 1 1 0 Q
16:41:08 RS35 " 1 1 1 0 Qo
16:46:16 RS535 " 1 1 1 0 ]
16:50:25 RS35 " 1 1 1 o [}
16:56:54 RS35 " 1 1 1 [ ]
17:04:17 RS35 L 1 1 1 ) o
17:11:40 RS535 " 1 1 1 0 ]
17:15:16 RS35 " 1 1 1 [} a

Fig. 3-9 Data Analysis on the “Diagnose Device” Worksheet

The Diagnose Device Info List records every ANR and device reboot events as it took place,
and it gives the itemized device diagnosis information as the table listed below describes:

Table 3-6 Items on Event Logs List

ltem Description

. . The serial number of the device on which the specific ANR and/or the device reboot took
Device Serial Number

place.

Model The model name of the device on which the specific ANR and/or the device reboot took
place.

0S Version The version of Android operating system installed on the device where the specific ANR

and/or the device reboot took place.

Display the total counts of total ANR as well as total device reboot during the specified

Total Behavior . .
time duration.

Display the total counts of the device reboot, including total User Beboots and total

Total Reboot
otalReboots System Reboots during the specified time duration.

User Beboots Display the total counts of User Beboots during the specified time duration.

Systsem Reboots Display the total counts of System Beboots during the specified time duration.
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Behavioral Event Settings

Display the total counts of the ANR (Application Not Responding) during the specified

Total ANRs . .
time duration.

Aiming the cursor at the specific point on the chart will pop up a dialog box to respectively
show the details about the total counts of aforesaid events on the selected date while
clicking on the point will display the interconnected information of this date on Diagnose
Device Info List.

Diagnose Device
@ Total Behavior
Total Reboots
2023/05/26 Total ANRs
: Total Behavior 4 2
g @ Total Reboots 4
@® Total ANRs 0
Device Serial Number OS5 Version User Reboots System Reboots Total ANRs
= FW120A0002230
5 2023/05/26
10:26:51 RS35 11 1 1 0 1 Q
18:58:17 RS35 " 1 1 1 0 a
20:47:46 RS35 11 1 1 1 0 Q
= FW12270002087
5 2023/05/26
18:16:18 RS35 10 1 1 0 1 a
Interconnected Information

Fig. 3-10 The Detailed Information about Device Diagnosis on the Selected Date

For sorting the data within Diagnose Device Info List either in ascending or descending order,
please refer to Section 2.2.1“Data Sorting”.
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3.6.1 FILTERS FOR SELECTING THE DATA SCOPE

Filter tool is used to sift through the data to show the range you would like to know, and you
may set your filter(s) to reduce the scope. You can narrow down the range by the followings:

DEVICE SERIAL NO.

The drop-down list of “Device Serial No.” displays all of your available enrolled devices
supported by CAl. You may search or filter the device you need through “Search” field, or
directly check the device you’d like to view, or remain the default setting “Select all” to
check all the devices.

Device Serial No. : All ~ | Model: All ~

Search
Select all

FJ1185A000333
FJ1187A001125
FJ118CA006694
FW120A0002230
FW12110001301

Fig. 3-11 Drop-down List of Device Serial Number

MODEL

Select your desired model from the drop-down list. The default setting is “Select all”.

Device Serial No. : All ~ | Model : All v ]‘

Search
Select all

RK25
RK25WO
RS35

Fig. 3-12 Drop-down List of Device Model
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Behavioral Event Settings

DATE

You may select the range of time period by respectively pulling down the provided calendars
to specify the date starts and ends in order to display the battery status of the selected
batteries/devices/models you would like to inspect. On the list of these calendars, you may
click AN or W button to move to the previous or next month.

Date - 2022030 B 20237317 =

April 2023 T June 2023 o

Sun Mon Tue Wed Thu Fri Sal Sun Mon Tue Wed Thu Fri Sat

12 3

4 5 6 7 & 9§ 10
14 15

1M1 12 13 14 15 16 17
16 0 18 19 20 21 22
‘ 18 19 20 21 22 23 24

25 26@

23 24 25 26 27 28 29

30

Fig. 3-13 Setting Your Period of Time.
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3.7 SCAN METRICS (SUCCESSFUL)

Scan Metrics (Successful) Report notes down the reader scan counts of all the enrolled
devices onto ReMoCloud to give the statistic-analysis about the scanning success rate. On
the line chart of “Scan Metrics (Successful) Report”, the right vertical axis presents the total
counts of the reader scan and the successful reader scan. The left vertical axis presents the
rate of the successful reader scan in percentage, and the horizontal axis is the date. An info
list that itemizes the scan-related information of these devices is also included on this
report.

Scan Metrics(Successful)

Date : 27142023 B 87172023 =
Device Serial No. : All e Meodel : Al v

Scan Metrics

100%
50% 100 @ Successful Scan Rate

Total Scan Count
A 50 @ Successful Scan Count
S ~ 5

Device Serial Number Model 05 Version Total Scan Count Successful Scan Count Successful Scan Rate
-
FJ1185A000333 RK25 11 24 15 63%
= FI1187A001125 RK25 9 38 10 26%
FW12180002968 ‘ RS35 1 67 67 100%
= FW12130000112 ‘ RS35 1" 115 1 1%
FW12260004001 ‘ RS35 10 115 0 0%
= FJ118CA006694 RK25 712 165 102 62%
FW12110001301 RS35 11 194 53 27%
= FW12270002087 RS35 10 217 129 59%

Fig. 3-14 Data Analysis on the “Scan Metrics (Successful)” WorkSheet

The Scan Metrics (Successful) Info List records every reader scan trigger events, and it gives
the itemized reader scan information as the table listed below describes:

Table 3-7 Items on Event Logs List

ltem Description
Device Serial Number The serial number of the device on which the reader scan is triggered.
Model The model name of the device on which the reader scan is triggered.

The version of Android operating system installed on the device where the specific reader

OS Version L
scan is triggered.

Display the total counts of the specific device’s reader scan during the specified time

Total Scan Count .
duration.

Display the total counts of the specific device’s successful reader scan during the specified

Successful Scan Count . .
time duration.

Display the rate of the specific device’s successful reader scan in percentage during the

Successful Scan Rate oo . .
specified time duration.

68



Behavioral Event Settings

Aiming the cursor at the specific point on the chart will pop up a dialog box to respectively
show the details about the total counts of the reader scan, the total counts of successful
reader scan and the rate of the successful reader scan on the selected date while clicking on
the point will display the interconnected information of this date on the Scan Metrics
(Successful) Info List.

Scan Metrics
100%

50% 2023/06/29 00 ® Successful Scan Rate

®  Successful Scan Rate  52%
] Total Scan Count 27

Total Scan Count

50 @Successful Scan Count

Device Serial Number Model 0S Version Total Scan Count Successful Scan Count Successful Scan Rate
-

= FW12270002087 RS35 10 20 14 70%
= FW12260004001 RS35 11 7 Q 0%

Interconnected Information

Fig. 3-15 The Detailed Information about Scan Metrics on the Selected Date

For sorting the data within Battery Info List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 3.6.1 “Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAI.
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3.8 APPLICATION ANALYSIS

Application Analysis Report records the application crash events to identify what the
application crashed and which OS version this crashed application was running on. The line
chart consists of a horizontal axis of the date and a vertical axis of the application crash
count. The detailed logs are listed below the line chart.

Application Analysis

Date : 2/9/2023 B g/8/2023 =]
Application Name : All v

Application Analysis

Application Name

@ com.ares.handy

@ com.cipherlab.rematesenice
@ com.hiyes.iHiyesApps

@ sw.programme.cloud_message

Application Name Package Name Application Version 0 Version Date Time

- - -
com.ares.handy com.ares.handy 2.02 9 2023/08/08 12:40:45
com.ares.handy com.ares.handy 2.02 9 2023/08/08 10:04:09
com.ares.handy com.ares. handy 202 9 2023/08/07 16:44:14
com.ares.handy com.ares.handy 2.02 9 2023/08/07 16:43:38
com.ares.handy com.ares.handy 2.02 9 2023/08/07 14:38:34
com.ares.handy com.ares.handy 202 9 2023/08/07 14:38:01
com.ares.handy com.ares.handy 2.02 9 2023/08/07 13:53:08
com.ares.handy com.ares. handy 202 9 2023/08/07 13:52:08
com.ares.handy com.ares. handy 202 9 2023/08/07 13:00:48
com.ares.handy com.ares.handy 2.02 9 2023/08/07 13:00:00
com.ares.handy com.ares.handy 202 9 2023/08/07 12:36:26
com.ares.handy com.ares.handy 2.02 9 2023/08/05 16:54:26

Fig. 3-16 Data Analysis on the “Application Analysis” Worksheet
The Event Logs List records every application crashed events as it took place, and it gives the
itemized application information as the table listed below describes:

Table 3-8 Items on Event Logs List

ltem Description

Application Name The name of the application that the crash event took place.

The unique identifier of the Android package associated with the application that the
Package Name

crash event took place.
Application Version The version of the specific application that the crash event took place.

0S Version The version of Android operating system installed on the device where the application

crashed.
Date Display the date when the specific application crash event took place.
Time Display the time when the specific application crash event took place.
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Behavioral Event Settings

Aiming the cursor at the specific point on the chart will pop up a dialog box to show the
details about the total counts of the application crash on the selected date while clicking on
the point will display the interconnected information of this date on the Application Analysis
Event Log List.

Application Analysis

Application Name
@ com.areshandy

@ com.cipherlab.remateservice
2023/03/29 @ com.hiyes.iHiyesApps

com.hiyes.i @sw.programme.cloud_message

=
!

Application Name Package Name Application Version OS Version Date Time
Py - -
com.hiyes.iHiyesApps com.hiyes.iHiyesApps 9 2023/03/29 18:21:32
com.hiyes.iHiyesApps com.hiyes.iHiyesApps 9 2023/03/29 17:15:00
com.hiyes.iHiyesApps com.hiyes.iHiyesApps 9 2023/03/29 15:56:06
com.hiyes.iHiyesApps com.hiyes.iHiyesApps 9 2023/03/29 11:40:27
com.hiyes.iHiyesApps com.hiyes.iHiyesApps 9 2023/03/29 10:46:56
com.hiyes.iHiyesApps com.hiyes.iHiyesApps 9 2023/0329 07:15:03

Interconnected Information

Fig. 3-17 The Detailed Information about Application Crash on the Selected Date

For sorting the data within Battery Info List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 3.6.1 “Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAl.
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3.9 READER ERROR

Reader Error Report informs the error causes related to the device reader, including reader
failure, SDL failure, other factors and the undetectable causes, which leads to the occurrence
of scan failure. The vertical axis of the bar chart is the count that the reader error occured,
and the horizontal axis presents the date. Each bar on the chart represents an error cause,
and the event logs are itemized below the bar chart.

Reader Error
Device Serial No. : All

Reader Error

Date : 2172023 B snze03 B

g Model : All s

Device Serial Number Model 0S5 Version Cause Reader Type Date Time
a - -
FJ1185A000333 RK25 1 reader failure SE47505R_2D 2023/04/11 13:28:59
FI1187A001125 RK25 9 reader failure SEA7505R_2D 2023/07/05 23:06:10
FI118CA006694 RK25 712 reader failure SE47505R_2D 2023/07/19 11:22:24
FI1118CAC006694 RK25 A2 reader failure SE47505R_2D 2023/07/16 04:33:36
FI118CA006694 RK25 7.1.2 reader failure SE47505R_2D 2023/07/03 27:44:01
FJ118CA006694 RK25 9 reader failure SE47505R_2D 2023/03/09 08:33:06
FW120A0002230 RS35 1 no detect None 2023/06/01 18:17:47
FW120A0002230 RS35 " no detect None 2023/06/01 10:52:26
FW120A0002230 RS35 1" no detect None 2023/06/01 10:25:32
FW120A0002230 RS35 n no detect None 2023/05/30 09:45:43
FW120A0002230 RS35 11 no detect MNone 2023/05/29 17:02:19
FW120A0002230 RS35 " no detect None 2023/05/29 14:46:34

Fig. 3-18 Data Analysis on the “Reader Error” Worksheet

The Event Logs List records every reader error events, and it gives the itemized reader error
information as the table listed below describes:

Item

Table 3-9 Items on Event Logs List

Description

Device Serial Number

Model

OS Version

Cause

Reader Type

Date

The serial number of the device on which the specific reader scan failure took place.

The model name of the device on which the specific reader scan failure took place.

The version of Android operating system installed on the device where the specific reader
scan failure took place.

Display the reason that the specific reader scan failure is arisen from.

The type of the reader that is equipped with the device where the specific reader scan
failure took place.

Display the date when the specific reader scan failure took place.
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Time Display the time when the specific reader scan failure took place.

Moving the cursor to the specific bar on the chart will pop up a dialog box to respectively
show the details about the total counts and the cause of the reader error on the selected
date while clicking on the point will display the interconnected information of this date on
the Reader Error Event List.

Reader Error

no detect

reader failure
Date 2023/06/01
Error Cause  no detect

mor_cause_name) 3

Device Serial Number Model 05 Version Cause Reader Type Date Time
a - -
FW12040002230 RS35 11 no detect MNone 2023/06/01 18:17:47
FW120A0002230 RS35 1" no detect MNone 2023/06/01 10:52:26
FW120A0002230 RS35 11 no detect None 2023/06/01 10:25:32
Interconnected
Information

Fig. 3-19 The Detailed Information about Reader Error on the Selected Date

For sorting the data within Battery Info List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 3.6.1 “Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAl.
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Chapter 4

WEAK SIGNAL EVENT

With the visualized analysis of WLAN weak signal provided by Weak Signal Event
functionality, the abnormal status of enrolled devices’ network connection can be easily

detected by the administrator in order for the prevention of problems arising from the
network failure.
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4.1 OVERVIEW OF WEAK SIGNAL EVENT

As the table listed below shows, Weak Signal Event contains two worksheets, including
Dashboard-Weak WiFi and WLAN Weak Signal Report.

Like Power Management and Behavior Event we previously mentioned, the chart and the
list on each worksheet of Weak Signal Event are also interrelated. It means they are closely
connected and have an effect on the other. The user can set the criteria or directly click on
the data of the chart to filter or present the specific data analysis. For more details, refer to
the following sections.

Table 4-1 Weak Signal Event Spreadsheets

Worksheet Description
Dashboard -Weak WiFi Show the latest status and the analysis of weak WiFi signal events in visualization.
WLAN Weak Signal The analysis and record of weak WiFi signal events.

75



CipherLab Agility Intelligence Service User Guide

4.2 DASHBOARD-WEAK WIFI

Dashboard-Weak WiFi worksheet contains one dashboard in which presents separately the
times of event that meets the criterion of WiFi signal strength < -78 (dBm) occurring most
often by Device/Model/OS Version/Build Number/Time/SSID/MAC Address in visualization,
and an event logs list that itemizes the detailed WiFi information with regard to the devices
enrolled onto ReMoCloud.

Time Interval Period

Dashboard - Weak WiFi

Last ~ 1 Months ~

£3 7/18/2023 - 8/17/2023

Device
SSID
T MAC Address
Model
14:00
Device Serial Number Model 05 Version Build Number ssID MAC Address Signal Level Date Tim
Strength
- -

FJ1187A001125 RK25 9 RK25.GMS.5320.20220531 CIPHERLAB 34:fcb9:54:c0:30 -81 Level 1 2023/08/01 19
FI1187A001125 RK25 9 RK25.GMS.5320.20220531 CIPHERLAB 34:fcb9:54:c0:30 -80 level 1 2023/08/01 19:
FI1187A001125 RK25 9 RK25.GMS.5320.20220531 CIPHERLAB a8bd:27:11:c1:90 -78 level 1 2023/08/01 18:

05 Version FI1187A001125 RK25 9 RK25.GMS.5320.20220531 CIPHERLAB a8bd:27:11:c1:50 -83 level 1 2023/08/01 18:
FJ1187A001125 RK25 El RK25.GMS 532020220531 CIPHERLAB a8:ba27:11:c1:80 -82 Level 1 2023/08/01 18
FI1187A001125 RK25 9 RK25.GMS.5320.20220531 CIPHERLAB a8bd:27:11:c1:90 <79 level 1 2023/08/01 18:1
FI1187A001125 RK25 L] RK25.GMS.5320.20220531 CIPHERLAB a8bd:27:84:f2:50 -79 level 1 2023/08/01 181
FI1187A001125 RK25 L] RK25.GMS.5320.20220531 CIPHERLAB a8bd:27:11:c1:30 -78 level 1 2023/08/01 181
FI1187A001125 RK25 L] RK25.GMS.5320.20220531 CIPHERLAB a8bd:27:11:c1:30 -80 level 1 2023/08/01 181

Build Number FW12270002087 RS35 10 RS35.GMS.2580.20230714 CIPHERLAB-Guest 34:feb c0:31 -81 level 1 2023/07/31 163

FW12130000112 RS35 1 RS35.GMS.5110.20230313 CIPHERLAB a8bd:27:11:c1:f0 -78 Level 1 2023/07/27 141

Fig. 4-1 Displays the Latest Weak WiFi Signal Status of the Enrolled Devices

The Event Logs List records every weak WiFi signal event logs as it took place, and it gives the
itemized WiFi information as the table listed below describes.

Table 4-2 Items on Event Logs List

ltem Description
Device Serial Number The serial number of the device on which the specific weak WiFi signal event occurred.
Model The model name of the device on which the specific weak WiFi signal event occurred.
0S Version The version of Android operating system installed on the device where the specific weak

WiFi signal event occurred .

The version number of CipherLab OS image installed on the device where the specific

Build Number weak WiFi signal event occurred.

The Service Set Identifier of the Wi-Fi network to which the enrolled devices are

SSID
connected.
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MAC Address The unique media access control address of the access point that the specific devcie
connects.
Signal Strength The WiFi signal strength (dBm) of the specific enrolled device.

Display the specific enrolled device’s level of WiFi signal strength (dBm). The level ranges
from 0~4, and each level of WiFi signal strength stands as follows:

Level 0: <-88 dBm

Level Level 1: >=-88 dBm

Level 2: >=-77 dBm

Level 3: >=-63 dBm

Level 4: >=-55 dBm
Date Display the date when the specific weak WiFi signal event log is generated.
Time Display the time when the specific weak WiFi signal event log is generated.

Move the cursor to the specific bar or aim the cursor at the specific point on the dashboard,
and a dialog box shows up to indicate the detailed information about the selected weak WiFi

signal event. The Event Logs List will show the interconnected information by clicking on this
bar.

Time Interval Period

Dashboard - Weak WiFi

Last ~ 6 Manths ~

£3 3/8/2023 - 9/8/2023

Device

ssiD

CIPHE es
b Device Serial Number FW12260004001 MAC Address
v 2 30
2

\“ DaxCount(Deviceld LocalDataTime) 6

14:00 15:00 16:00
Device Serial Number Model 0S Version Build Number SsID MAC Address Signal Level Date Tim
Strength
- -

FW12260004001 RS35 ha RS35.6MS$.5110.20230313 CIPHERLAB-Guest a8:bd:27:11:c1:33 -79 Level 1 2023/07/11 167
FW12260004001 RS35 " RS35.6MS5.5110.20230313 CIPHERLAB-Guest -84 Level 1 2023/07/11 12:2
. FW12260004001 RS35 1 RS35.GMS.5110.20230313 iPhone -78 Level 1 2023/07/06 142
05 Version FW12260004001 RS35 m RS35.6MS.5100.20221213 CIPHERLAB -79 Level 1 2023/06/30 162
FW12260004001 RS35 1 RS35.GMS.5100.20221213 CIPHERLAB-Guest 34 1 -82 Level 1 2023/06/21 150
FW12260004001 RS35 " RS35.6MS5.5100.20221213 CIPHERLAB-Guest 34:fcb9:54:c0:31 -83 Level 1 2023/05/30 14:

S N Interconnected

Information

Fig. 4-2 The Detailed Information about the Weak WiFi Signal Event of the Selected Device
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For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

For more details on the settings of interval period, also refer to Section 2.6.1 “Interval
Period”.
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4.3 WLAN WEAK SIGNAL

WLAN WEAK SIGNAL Report records the weak WiFi signal event when the signal strength

of the enrolled device(s) is lower than -78 dBm (or < -78 dBm). It conveys the data in a
scatter plot compsed of dots in different colors and sizes to express the level of WiFi signal
strength and the total counts of the weak WiFi signal events occurred, and a list of event logs
to record the details of each weak WiFi signal event.

In the scatter plot, the vertical axis shows the level of WiFi signal strength, and the horizontal
axis presents the date as well as the time. The bigger the dot is, the more times of the weak
WiFi signal event occurred. For more details on the list of event logs, you may refer to
Section 4.2”Dashboard-Weak WiFi”.

WLAN Weak Signal

Date : 2/24/2023 B 8/1/2023 a8

Device : Al 3 Model : Al A

WLAN Weak Signal

Device Serial Number Model OS Version SSID MAC Address Signal Strength Level Eate 'Eme

-

FJ1185A000333 RK25 1" CIPHERLAB aB:bd:27:84:F2:50 -78.00 Level 1 2023/04/14 13:45:57
FJ1187A001125 RK25 9 CIPHERLAB 34:fc:b9:54:c0:30 -81.00 Level 1 2023/08/01 19:20:57
FJ1187A001125 RK25 9 CIPHERLAB 34:fcb%:54:c0:30 -80.00 Level 1 2023/08/01 19:20:51
FJ1187A001125 RK25 9 CIPHERLAB a8:bd:27:11:c1:90 -78.00 Level 1 2023/08/01 18:27:09
FJ1187A001125 RK25 9 CIPHERLAB a8:bd:27:11:c1:90 -83.00 Level 1 2023/08/01 18:20:31
FJ1187A001125 RK25 9 CIPHERLAB -82.00 Level 1 2023/08/01 18:20:06
FJ1187A001125 RK25 9 CIPHERLAB -79.00 Level 1 2023/08/01 18:19:20
FJ1187A001125 RK25 9 CIPHERLAB -79.00 Level 1 2023/08/01 18:09:56
FJ1187A001125 RK25 9 CIPHERLAB -78.00 Level 1 2023/08/01 18:06:01
FJ1187A001125 RK25 9 CIPHERLAB -80.00 Level 1 2023/08/01 18:05:33
FJ1187A001125 RK25 9 CIPHERLAB 34:fc:b%:54:c0:30 -78.00 Level 1 2023/07/03 11:16:41

Fig. 4-3 Data Analysis on the “WLAN Weak Signal” Worksheet
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Move the cursor to the specific dot on the scatter plot, and a dialog box shows up to indicate
the detailed information about the selected weak WiFi signal event. The Event Logs List will
show the interconnected information by clicking on this dot.

WLAN Weak Signal
Level Level1
Start Hour 2023/05/04 15:00
Signal Strength  -78.40
Count of Level 5 InteI‘COI'I nected
Information

Device Serial Number Model ‘0S Version  SSID MAC Address Signal Strength Level Date Time
- - ad
FW12130000112 RS35 11 CIPHERLAB aB:bd:27:11:c1:30 -79.00 Llevel1 2023/05/04 15:54:50
FW12130000112 RS35 11 CIPHERLAB a8:bd:27:11:c1:30 -78.00 Level 1 2023/05/04 15:54:44
FW12130000112 RS35 1 CIPHERLAB a8:bdi27:11:c1:30 -78.00 Level1 2023/05/04 15:07:06
FW12130000112 RS35 11 CIPHERLAB aB:bdi27:11:c3:71 -78.00 level 1 2023/05/04 15:00:09
FW12130000112 RS35 11 CIPHERLAB aB:bdi27:11:c3:71 -79.00 Llevel1 2023/05/04 15:00:03

Fig. 4-4 The Detailed Information about the Weak WiFi Signal Event on the Selected Date

For sorting the data within Event Logs List either in ascending or descending order, please
refer to Section 2.2.1“Data Sorting”.

Also refer to Section 3.6.1 “Filters for Selecting the Data Scope” for more details on the filter
tools provided by CAI.
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