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Introduction

INTRODUCTION

This manual provides a detailed introduction of TE License Server’s setup and usage. TE
License Server is a web system that coworks with Terminal Emulation, another App
developed by CipherlLab, to assign Android Terminal Emulation License to the user’s Android
mobile computers. Working between the server and mobile computers, TE License Server

does not only allow the user to quickly review the license information, but also provide the
user with an efficient way to arrange the license settings.

For more details about Terminal Emulation, refer to Terminal Emulation User Guide.

For Terminal Emulation License consultation, please contact the local sales representative.



https://www.cipherlab.com/en/download-c2232/Terminal-Emulation.html
https://www.cipherlab.com/en/a1-4371/World-Wide-Locations.html
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FEATURES

= Simple and easy installation and activation.
= Password protection that helps keep the data safe from unauthorized access.

. Clear and concise user interface for the user to easily navigate through the system
features.



Setup

Chapter 1

SETUP

This chapter guides the user to go through the installation of TE License Server.
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1.1 INSTALL CIPHERLAB TE LICENSE SERVER ON PC

1.1.1 PREREQUISITE

Before you download and install TE License Server, check if TE License Server supports your
operating system and you have all the other system requirements.

. The requirements for operating TE License Server:
1) A Windows PC with TE License Server installed.

2) An Android mobile computer with Terminal Emulation App installed.

. The system requirements for the PC to install TE License Server:
1) Opertating system:

Windows Server 2012 R2, Windows 10, or higher with latest updates installed.
2) Memory: At least 8 GB RAM.
3) Storage: At least 460.9 MB of free disk space

=  The system requirements for the mobile computer to install Terminal Emulation App:
1) Opertating system:

Android 6.0 or higher versions.
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1.1.2 HOW TO INSTALL TE LICENSE SERVER

1. Download the installation file from CipherLab’s website:
(https://www.cipherlab.com/en/product/Software)

2. If prompted, click "Run” or “Save”.

When you choose “Save”, either double-click the download or click “"Open file” to

start installation.

3. If you're asked, “"Do you want to allow this app from an unknown publisher to make
changes to your device?”, click “Yes”.

User Account Control >

Do you want to allow this app from an
unknown publisher to make changes to your
device?

CipherlLab TE License Server v1.1.2.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

=

1 1
1 Yes 1 No

N o -

4. Select "l accept the agreement” and click “Next” to proceed.

Setup - CipherLab TE License Server version 1.1.2 - x
License Agreement =
Please read the following important information before continuing. o\\\

Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.

CIPHERLAB TERMINAL EMULATION LICENSE SERVER. ~

TERMS AND CONDITIONS

IMPORTANT

This TERMS AMD COMDITIONS (“T&C") is a legal agreement between you (Either an individual or
a single entity that you represent. If you are entering into the Agreement for an entity, you
represent that you have the authority to bind that entity) and CipherLab Co. Ltd,,
(*CipherLab®, *we”, or *us®, a ROC corporation) for CipherLab Terminal Emulation License
Server (*TE License Server?), which can be connected to CiperLab devices through LAM
(Local Area Network) or internet. TE License Server provides tocls to help you manage your

TE License. As such, you remain solely responsible for software upgrades, optimization,

v
-—— -
@I accept the agreement }
-Cﬂ'do-ngf ﬁe-ptme?gzement
= ————
i 1
i ==

————— o



https://www.cipherlab.com/en/product-c56005/Software.html%20https:/www.cipherlab.com/en/product-c56005/Software.html
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5. Select a folder for installation and click “"Next” to proceed.

Select Destination Location
Where should CipherLab TE License Server be installed?

| D Setup will install CipherLab TE License Server into the following folder.

To continue, dick Next. Ifdmu would like to select a different folder, dick Browse.
i e e e e e e e e i i e e A

1 |C: \CipherLab'\CipherLab TE License Server Browse... 1

At least 460.9 MB of free disk space is required.

——

r
=
S 4

6. The Setup Wizard will provide two device drivers for the user to install.

Note that both “.NET Windows Desktop Runtime 6.0.7” and “ASP.NET Core 6.0.6" are
required for operating TE License Server. While “.NET Desktop Runtime” enables you to run
existing Windows desktop applications, "ASP.NET Core” enables you to run existing web and
server applications.

Therefore, select both and click “Next” to proceed.

@ Setup - CipherlLab TE License Server version 1.1.2 -

Select Additional Tasks
Which additional tasks should be performed?

©1.

Select the additional tasks you would like Setup to perform while installing CipherLab TE License Server,
then dick Next.

Additional shortcuts:
Create a desktop shortcut
W N R N NN SN SN SN SN SN . .y
{ External drivers:
1 windowsdesktop-runtime-6.0, 7-win-x64

| aspnetcore-runtime-6.0.6-win-x64.exe

-

)}
1
1
1

(===~

Cree 1 e
¥ )

Back

10
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7. Click “Install”. The process will be done in a while.

i@ Setup - CipherLab TE License Server version 1.1.2 - =

Ready to Install
Setup s now ready to begin instaling CipherLab TE License Server on your computer.

Click Tnstall to continue with the installation, or click Back if you want to review or change any settings.

Destination location:
C:\CipherLab\CipherLab TE License Server

Additional tasks:
Additional shortuts:
Create a desktop shortout
External drivers:
windowsdesktop-runtime-5.0. 7-win-x564
aspetcore-runtime-6.0.6-win-x64.exe

Setup - CipherLab TE License Server version 1.1.2 - X
Installing

Please wait while Setup installs CipherLab TE License Server on your computer.

Extracting files...
C:\CipherLabCipherLab TE License Server\System. Security. Claims.dl

—— -
Back

Install I Cancel

| Gp———

v

Cancel

8. Click “Install” to start installing the first device driver, “.NET Windows Desktop

Runtime 6.0.7".

After the installation is completed, click “Close” to proceed.

BE |
Microsoft Windows Desktop Runtime - 6.0.7 (x64)

#

Microsoft Windows Desktop Runtime - 6.0.7 (x64) Installer

Windows Desktop Runtime

The .NET Windows Desktop Runtime is used to run Windows Forms and WPF
applications, an your computer. .NET is open source, cross platform, and supported by
Microsoft. We hope you enjoy it!

#

Microsoft Windows Desktop Runtime - 6.0.7 (x64) Installer = G S

Microsoft Windows Desktop Runtime - 6.0.7 (x64)

Installation was successful

The follewing was installed at

- Microsoft Windows Desktop Runtime - 6.0.7 (x64)

By clicking Install, you agree to the following terms,

Privacy Statement

Licensing Information for NET

I T
{

v

Resources

Documentation

Release Notes

Tuterials
(NET Core Telemetry

[====x
e |

| Yy,

9. Select “I agree to the license terms and conditions” and click “Install” to start
installing the second device driver, “ASP.NET Core 6.0.6".

After the installation is completed, click “Close” to proceed.

NET Microsoft ASP.NET Core 6.0.6
: Shared Framework

Welcome to the Microsoft ASP.NET Core 6.0.6 - Shared Framework (x64) Setup.

Microsoft ASP.NET Core 6.0.6 - Shared Framework (x64) license terms and privacy statement,

% Microsoft ASPNET Core 606 - Shared Framework (x64) Setup | = | = IESH|

##  Microsoft ASP.NET Core 6.0.6 - Shared Framework (x64) Setup | = | P | X

NET Microsoft ASP.NET Core 6.0.6
: Shared Framework

Installation Successfully Completed

£ -

I [l agree to the license terms and cenditions I
—— -

IEEET T

1
| Ypp—————

N
Ll

11
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10. After the installation is completed, click “Finish” to exit the Setup Wizard. The
shortcut of TE License Server will appear on the desktop.

@ Setup - CipherLab TE License Server version 1.1.2 -

Completing the CipherLab TE License
Server Setup Wizard

Setup has finished installing CipherLab TE License Server on your
computer. The application may be launched by selecting the installed
shorteuts,

Click Finish to exit Setup.

P

CipherLab TE
Lic

11. Double-click the shortcut to launch TE License Server. Click “Yes” if you're asked,

“Do you want to allow this app from an unknown publisher to make changes to your
device?”.

User Account Control X

Do you want to allow this app from an
unknown publisher to make changes to your
device?

CipherlLab TE License Server v1.1.2.exe

P

Publisher; Unknown
File origin: Hard drive on this computer

Cipherlab TE )
Show more details

License (-mmmmmmm—es

1 Yes | : No

-

12. Seeing the home page means that TE License Server has been successfully installed.

CipherLab TE License Server

cs!ﬂ'.ER L;I Status

vi.1.2
OverView
Status Server ID BOF7F7B6COB19AAB3DI135D27046FEALES6AODIA (copy)
IP 192.168.243.73
License Port 5000

Computer Name  CNBK000262
. . Software Version 1.1.2
Configuration B 5
License Quantity 0
License Assigned
Password

12
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Chapter 2

LICENSE SETTINGS

This chapter carries the introduction of how to add a license list, to assign license, to wipe
device, and to delete a license list.

13
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2.1 ADD NEW LICENSE

INTRODUCTION OF “LICENSE INFORMATION” PAGE

The “License Information” page allows the user to perform various administrative tasks,
including adding new license settings, assigning license to devices, wiping devices,
eliminating license settings, and receiving the most recent data of license.

Click “License” to enter the “License Information” page, and there will be 3 setting buttons,
including “"Add New License”, “Wipe Device”, and “Refresh”.

CipherLab TE License Server

CIPHER |.AB License Information

Smarter

112’ --------------------- ~
vi.l.

A -

Status e J
=
: License :eCth
Configuration 3 setting buttons
Password

The functions of the three setting buttons on the “License Information” page:

Setting Button Description
Add New License To import new license settings.
Wipe Device To import the deletion settings for certain devices.
Refresh To update and receive the latest data of license.
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TO APPLY FOR LICENSE SETTING FILE

First things first, please contact CipherLab and provide us with the following information.
We will send you the file for importing new license settings on TE License Server.

- The required information:
1) Company Name:

The name of your company.

2) Server ID:

The unique identifier for the Server.

Access “Status” > “Status Overview” to check your Server ID.

CipherLab TE License Server

ciprer[TY Status

Smarter

vl.1.2
o ——

o XLV IE o o i o o e e ey

1 _
| Status I server ID BOF7F7B6COB19AAB3D9135D27046FEALES6A0DIA (copy) ||
o ——— ‘.I.P------152351%.’3----------------.0
License Port 5000

Computer Name  CNBK000262
. . Software Version 1.1.2
Configuration B N
License Quantity 0
License Assigned
Password

3) Site ID:

A unique identification number allocated to your license. You may choose a number
between 0 and 9999 to be the Site ID.

The default Site ID will be 0 if the user leaves this field blank.

Note that the Site IDs for different TE Licenses must not be the same.

4) License Quantity:

The total amount of the devices that the user is allowed to perform license assignment. The
quantity will be limited or unlimited according to different license types that the user
bought.

Please contact the local sales representative for TE License consultation.

5) Days of Use:

To decide the expiration period for the license.

15


https://www.cipherlab.com/en/a4-11160/Contact-CipherLab.html
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TO IMPORT NEW LICENSE SETTINGS

CipherLab will provide a .license file L

| for the user to import license settings.

After received the license setting file, follow the steps to import new license settings:

1. Click “License” to enter the “License Information” page.
2. Click the "Add New License” button.

CipherLab TE License Server

License Information

CH%ERE;E]

Smarter
vila f= ===
1

J

o ———— -

Status
g
License |

——

Configuration

Password

3. Click the “Choose Upload File” button on the "Add New License” setting page.

Next, select and open the .license file sent from CipherLab for uploading.

CipherLab TE License Server

Add New License

MRk

crr[TTY

Smarter

v1.1.2

Upload Register File | Choose Upload File

Status

@ Open

“ v 1

Add New License

License

> ThisPC > Desktop ? JLicense File

Organize ~ New folder \ ,

Configuration

~
Yd A -y

3t Quick access 1
| Licenscefile license I

Password @ OneDrive

- ——— -
& This PC

# 3D Objects
[ Desktop
[=] Documents
¥ Downloads
J‘ Music

&= Pictures

E Videos

#4005 (C)
¥ Network

<

Date modified

11/25/2022 10:30 AM

File name: | LicensceFile.license

-
[ |
L

O Search License File

=y m @

Type

LICENSE File

A s e o,

-

J

Size

Cancel

16
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4. When the file name is displayed next to the "Choose Upload File” button, the license
file is successfully uploaded and ready to be imported.

Click the "Add New License” button to import the uploaded license setting file.

CipherLab TE License Server
CIPI'R@ Add New License

v1.1.2 g e - ————— - -
Upload Register File License Settings_Test.license 1
Status —  mmmmem——-— -
(mm—————— -
. . !
LD | Y —— -I
The file is successfully uploaded.
Configuration

P Click to import the license settings.

5. When the file is successfully imported, a pop-up window will appear to notify the
user of the completion.

Click "OK" to close the pop-up window, and the user will be redirected to the “License
Information” page.

Message

@ Success

17
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6. The imported license settings will be demonstrated on the “License Information”
page, and the list of license assignment will appear.
-

For more details about license assignment, refer to License Management. m’

CipherLab TE License Server

CIPHER LAB License Information
Smarter
vi.1.2
Status ’—--—--—--—--—--—--—--\
: = [ 20221129140612 - 0/20 (20250517)  Disable }
Hizzmes 1 License name CipherLab
1 TE version 1.0 1
Configuration 1 License Quantity 20(20) 1
1 Expiration date 20250517 1
1 Site ID 418 1 . . .
Password \ 7/ License information

N ——————
G

h Y

Input keyword

——
‘ D 1- Unassigned

2- Unassigned

(]

3- Unassigned
4- Unassigned Device list for license assignment
5- Unassigned

6- Unassigned

7- Unassigned

8- Unassigned

9- Unassigned

10- Unassigned
11- Unassigned
12- Unassigned
13- Unassigned
14- Unassigned
15- Unassigned
16- Unassigned
17- Unassigned
18- Unassigned
19- Unassigned

20- Unassigned

o
OoOO OO oo o oo ooooo

\---------------------

18
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2.2 LICENSE MANAGEMENT

2.21 ASSIGN LICENSE TO DEVICE

TE License Server is designed to serve a pool of floating licenses to Android mobile
computers with CipherLab Terminal Emulation App installed.

®=  The minimum requirments for performing license assignment:
1. The Server and the device must have the same Domain networks settings.

2. The device has CipherLab Terminal Emulation App’s latest version installed.

Follow the steps to assign the license to a device:
1) Lauch CipherLab Terminal Emulation App on the device.

*
2) Click s to unfold the menu. Click “Register”.

= TerminalEm.. (& Q H =  Terminal I Full Screen

vt100, Session 1, IP:192.168.1.100 vt100, Session Screen Orientation
Option
Register
Export Settings
Import Settings
Session Details
About

Exit

3) On the “Register” page, click “"Register type” and select “License Server (Local)”.
< Register

Register Type
Activation Key

Activation Key

License Key

Server Settings Register Type

O Activation Key

@® License Server (Local)

CANCEL

19
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4) Click “IP” and enter the Server’s IP address. Click "OK”".

You can check the Server’s IP information on the “Status” page.

CipherLab TE License Server

[Ty Status

Smarter IP
v1.1.2
i IP Address
OverView ®
Status Server ID BOF7F7B6COB19AAB3D9135D27046FEALE5S6A0DIA (copy)
- - copy
P 192.168.243.73
License U e = ——— O Hostname

Computer Name  CNBK000262

. . Software Version 1.1.2
Configuration B B

License Quantity 0 CANCEL
License Assigned

Password

5) Click “Port” and enter the Server’s port number. Click "OK".

You can check the Server’s port number on the “Status” page.

CipherLab TE License Server

cirrer[TY) Status

Smarter

v1.1.2

OverView

Status Server ID BOF7F7B6COB19AAB3D9135D27046FEA4E56A0DIA (copy)
B o o e e e $2-168243.73

License Port 5000

Tr.ﬁpu erNAme T "CNEKOT0262

CANCEL OK
Software Version 1.1.2

Configuration

8 License Quantity 0
License Assigned
Password

6) Click “Site ID” and enter the Site ID you set for the license. Click "OK".

You can check the Site ID on the “License Information” page.

CipherLab TE License Server

CIPHER LAB License Information
Smarter
vli.1.2
===
Status
= [ 20221129140612 - 0/20 (20250517)  Disable

License License name CipherLab

TE version 1.0
Configuration License Quantity 20(20)

ERPIEA QNGO - e o e e e me?02500517

Site ID 418 CANCEL  OK
Password —————————— -

Input keyword c \

20
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7) The “User Number”is a number that allows you to distinguish the devices from each
other. You can choose a number from -2147483648 to 2147483647.

Each device’s User Number must not be the same.

Enter a number as “User Number” and click "OK".

User Number

22021130

CANCEL OK

8) After filling out the required information, click “Activate” in the top-right corner.

User Number

22021130

CANCEL OK

& Register ACTIVATE

Register Type
License Server (Local)

Activation Key

Server Settings
IP
192.168.243.73

Port
5000

Site ID
418

User Number
22021130

9) The activating process will be done in a second.

Terminal Emulator

‘ Connect to server...

21
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10)When the notification “register success” appears, the activation is completed.

When the license is successfully assigned to the device, the information of the device will
simultaneously be demonstrated on the device list on the “License Information” page.

S Registen CipherLab TE License Server
CIPHER| LAB License Information
Smarter
112
Activation Key v
Coeren ]
Status
= ) 20221130104207 - 1/20 (20250517)  Disable
Server Settings ;
License License naime CipharLab
TE version 10
Configuration License Quantity 20(20)
Expiration date 20250517
Site ID 418
Password
Input keyword 4 \
P
[ = D 1- Assigned (22021130) 1
1 Device ID  FW120A0002230 1
I User number 22021130 I
1 Device name  RS35 I
< Mac address  00:d0:17:b9:11:6b
- -1 P 192.168.243.85 1
reg!s(er success. '
\ Last connect  2022-11-30 17:05:56
N e e e e e e e e e -

11)If failed:

1. You can change the Windows Defender Firewall settings to allow access only to
the specified ports.

Access Control Panel > Windows Defender Firewall > Advanced settings

& Windows Defender Firewall - m} X
—— -

&« v 4 H « All Control Panel ltems > Windows Defender Firewall l ~ (@] Pl

N —————— -
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.

through Windows Defender

Firewall . . g
0 For your security, some settings are managed by your system administrator.

G Change notification settings
G Turn Windows Defender

Firewall on or off

3Pﬂmﬁﬂlﬁ - Windows Defender Firewall is not using the GUSE recommended settings
recommended settings to protect your computer.

Update your Firewall settings

G Advanced settings ’

—— - What are the recommended settings?
Troubleshoot my network

l W Domain networks Connected
Networks at a workplace that are attached to a domain

Windows Defender Firewall state: Off

Incoming connections: Allow all connections that do not have an exception
to block the connection

Active domain networks: [ cipherlab.com.tw
Natification state: Notify me when Windows Defender Firewall blocks a
new app
l Q Private networks Not connected
See also
Security and Maintenance l Q Guest or public networks Not connected

Network and Sharing Center

22
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2. Click “Inbound Rules”.

3. Click "New Rule...” on the action list for “*Inbound Rules”.

ﬂ Windows Defender Firewall with Advanced Security — x>

File Action View Help

o =) | 7|7 5|

& Nwwm&mriwall LLll Inbound Rules
[ 8 %g?;;;:%gg J MName Group Profile  Enal 2 @mm - -
®x Connection Security Rules G cipherlab_te licenss server.exe Public  Yes 1 3 NewRule.. |
8| Monitoring @ cipherlab_te_license_server.exe Public Yes - HMMI! N

@ Logi Options+ Agent All Yes
1% LogiOptionshMgr.EXE Al Yes T Filter by State »
@ Microsoft Office Outlook Domain  Yes ST Filter by Group L4
@ Microsoft Office Outlook Public Yes View »
¥ Microsoft OneNote Dormain  Yes =
@ Microsoft OneNote Domain  Yes (@ FRefresh
& Microsoft SharePoint Workspace Domain  Yes = Export List...
& Microsoft SharePoint Workspace Domain  Yes Help
() Networking - Address Mask Request (IC... Domain  Yes
/] Metwaorking - Echo Request (ICMPv4-In) Domain  Yes
V] Metworking - Echo Request (ICMPvG-In) Demain  Yes
@ MNetworking - Redirect (ICMPv4-In} Domain  Yes
® MNetworking - Redirect (ICMPvG-In) Domain  Yes
® MNetworking - Router Solicitation (ICMPyv... Domain  Yes
@ Networking - Timestamp Request (ICMP... Domain  Yes
@ Port 3306 All Ves
% Port 33060 Al Ves
® RemoteConsole Public Yes
[ nolie e e

< >« >

4. For “Rule Type”, select “Port” and click "Next.”

ﬂ ew Inbound Rule Wizard
b L R

)
Rule Type :
Select the type of firewall rule to create. 1
N ————— - -
Steps:
& Ruls Type What type of rule would vou like to create?
@ Protocol and Ports
@ Action Program
! Bk b it aad e b el S0 S S0 e e s
@ FPoofile | 1
@ Name 1 ® Port . :
1 Fule that controls connections for a TCF or TDF port. I

@Firewall&A P A1L,-80200
Rule that controls connections for a Windows experience.

() Custom
Custom mle.

——

I
Bk N[ mea> i

e ————

Canrel

23
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5. For “Protocol and Ports”, select “TCP” and enter the Server’s port number in the
“Specific local ports” field. Click “"Next".

You can check the Server’s port number on the “Status” page.

9 Mew Inbound Rule Wizard st

o o e e e e

Protocol and Poris 1
Specify the protocols and ports o which this mle appliss. |

4NN NN NN N N N N R S - ——
Steps a-——-——-——-——‘
@ Rule Type Dioes this rule apply to TCP or UDP? 1
1
4

-

1
& Protocol and Ports V@ Tcp
—b———————————
@ Action uD
@ Pmfile
@ Narme Dioes this rule apply to all local ports or specific local ports?

@ﬂl“w———————————————\
® Specific local ports- =000]
Escample: 80, 443, 5000-5010

| s S —

)
% o W]
[ ppp——
6. For “Action”, select “Allow the connection” and click “"Next”.
ﬂ‘ Mew Inbound Rule Wizard *
r-—--—--—--—--—--—--—--—--—--—‘
1 Action 1
| Specify the action to e taken when a connection metches the conditions specified in the nile. 1
A . R S RN N SN SN RN NN SN NN N SN SN RN N S
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
T ———————— —— —
@ Profocol and Ports
. 1 ® Allow the connection 1
& Aetion 1 This tncludes connections that are protected with [Psec as well as those are not. 1
& Profile o -
() Allow the connection if it is secure
@ MName Thiz includes only connections that have been anthenticated by using [Pec. Connections will
be secured using the settings in IPs=c properties and rules in the Connection Security Rule
node.

O Block the connection
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7. For “Profile”, select all, including “*Domain”, “Private”, and “Public”. Click “"Next".

JRNevyinbound Rule Wizard

1
1| Profile 1
: Specify the profiles for which this mle applies. :
T -
Steps:
@ Rule Type TWhen does thiz rule apply?
@ Protocoland Ports ----\‘
@ Action 1 Domain
——y 1 Applies wjen & computer iz connected o ite corporate domeain.
@ Pro 1
s Wame 1 Private 1
1 Applies ughen a computer iz connected to a private network location, such as a home or
1 work plack.
1 Public |
l\ Applies whhen a computer iz connected to a public network location.

—-——

1
<Back | [ Wet> || Cancel
i J

8. For “"Name”, enter a name as a mark for this port setting. Click “Finish”.

Diescription {optional):
TE License Server]

AR Newlnbound Rule Wizard | _ X
I'4 A
I | Name |
: Specify the name and description of thiz mle. :
N ————————— -
Steps:
@ Eule Tvpe
@ Protocol and Ports
+ b 0._________\
@ Proile [ W
1 |5l]DDp0rt
@ Name 1
1
1
\

- -

N o o e e e e e e e

> Y

< Back Cancel

o = —
%
N o
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9. When the new firewall rule is successfully created, the port number will be listed.

ﬂ Windows Defender Firewall with Advanced Security — O *
File Action View Help
L -] o NEN 7|
@ Windows Defender Firewall wit| R i Actions
Inbound Rul ~
: gu;)”o':m d“;{jes o bl e Group Profile  Ensbled  * || Inbound Rules -
Fa Connection Security Rule{ O W MNew Rule...
3 L:’ Monitoring rm_E_lcensa_seruer.exe Public Yes T Filter by Profile N
cipherlab_te_license_server.exe Public Yes
Logi Options+ Agent Al Yes W Filter by State >
¥ LogiOptionsMgr.| es ilter by Group
£ LogiOptionsMgr.EXE All e T Filterby G 4
Microsoft Office Qutleok Domain  Yes View »
Microsoft Office Outlook Public Yes
e . @] Refresh
Microsoft OneNote Domain  Yes
Microsoft OneNote Domain  Yes = Exportlist.
Microsoft SharePoint Workspace Domain  Yes E Help
Microsoft SharePoint Workspace Domain  Yes
@ Metworking - Address Mask Request (IC... Domain  Yes 3000 port -
Metworking - Echo Request (ICMPv4-In) Domain  Yes # Disable Rule
Metworking - Echo Request (ICMPv6-1n) Domain  Yes ‘&v Cut
&~ MNetworking - Redirect (ICMPvd-In) Domain  Yes By C
v MNetworking - Redirect (ICMPv6-In) Domain  Yes = -oPY
[y Metworking - Router Solicitation (ICMPv... Domain  Yes x Delete
MNetworking - Timestamp Request (ICMP... Domain  Yes D Properties
Port 3306 All Yes H Hep
Port 33060 All Yes
S T T, [, e
B A\ ”
10. Click “Outbound Rules”.
H A\ ” B H w ”
11.Click “"New Rule...” on the action list for "Outbound Rules”.
W Windows Defender Firewall with Advanced Securit - O *
File Action View Help
e AN NEN |
Windows Defender Firewall wit/) [aiTSAT S R
i sl Bl
=3 Name Group Profile  Enable QutEp R RIS my -
Outbound Rules
- HMMMM‘IUI&; ) Core MNetworking - Destination Unreacha... Domain  Yes &Y NewRule.. 1
3 L;‘ Monitoring ) Core Networking - Packet Too Big (ICMP... Domain  Yes P e N
) Core Networking - Parameter Problem (l... Domain  Yes
) Core Networking - Time Exceeded (ICMP... Domain  Yes W Filter by State ’
] Metworking - Destination Unreachable (1... Domain  Yes ST Filter by Group 4
@ Metworking - Parameter Problem (ICMPw... Domain  Yes View »
] Metworking - Redirect (ICMPv4-Out) Domain  Yes
. . . @ Refresh
&) Metworking - Redirect (ICMPvE-Out) Domain  Yes
] MNetworking - Source Quench (ICMPv4-0... Domain  Yes |z ExportList..
@Natworklng - Time Exceeded (ICMPv4-0... Domain  Yes ﬂ Help
@{Microsoft.BingWeather_4.25.20211.0_x... @{Microsoft.BingWeather_4.. All Yes
@{Microsoft.DesktopApplnstaller_1.0.302... @{Microsoft.DesktopApplns... All Yes
@{Microsoft.GetHelp_10.1706.13331.0_x6... @{Microsoft.GetHelp_10.17...  All Yes
@{Microsoft.Getstarted_9.8.31681.0_x64_... @{Microsoft.Getstarted_9.8... All Yes
@{Microseft.Microsoft3DViewer_6,1908.2... @{MicrosoftMicresoftaDVi.. All es
@{Microsoft.MixedReality.Portal_2000.19... @{Microsoft.MixedReality.P... All Yes
@{Microsoft. MSPaint_6.1907.29027.0 x64... @{Microsoft. M5Paint_6.190... All Yes
@{Microsoft.People_10.1902.633.0_x64_... @{Microsoft.People_10.1602... All Yes
@{Microsoft.StorePurchasefpp_11811.10...  @{Microsoft.5terePurchase..  All Yes
@{Microseft.Windows.Photos_2019.1907... @{Microsoft Windows.Phot...  All es v
e menai MRl de_. AR 1ARE A PP T ST oo
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12. For “"Rule Type”, select “Port” and click "Next".

Rule Type
Zelect the type of firewall mle o creats.

-

Steps:
@ Rule Type hat type of nide wonld you like o create?
@ Protocol and Ports
@ Action O Program
Rule that controls connections for a program.
@ Profile o
@ Name 1 ® Port

Rule that contols connections for a TCP or TDF port.

@ Firewallt P141L-80200
Rule that contrals connections for a Windows experence.

O Custom
Custom mle.

—————

<Back | : Caneel
i

——————

13. For “Protocol and Ports”, select “TCP” and enter the Server’s port number in the
“Specific local ports” field. Click "Next”.

You can check the Server’s port number on the “Status” page.

& New Outbound Rule Wizard X
T e
1 | Protocol and Ports 1
1 Bpecify the protocols and ports to which this rule applies. :
| = o
Steps: Y
@ Rule Type Dioes this rule apply to TCF or UDE? 1
& Protocal and Ports 1 ® TCP I
\_.o.__________l
@ Action ubpP
@ Profile
@ Name Dioes this mule apply to all remote ports or specific remote ports?
-(}”mm-——-——-——-——-—gl
@ Specific remote ports: [SDDD i J
1 Example: 80, 443, 5000-5010 ]

‘----------------------—

Bui'h

-

Cancel
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14. For “Action”, select “Allow the connection” and click “"Next”.

@& New Outbound Rule Wizard >
’-—-——-——-——-——-——-——-——-——-—-‘
I | Action 1
1 Bpecify the action to be taken when a connection matches the conditions specified in the mle. |
e ————

Steps:

@ Fule Type What action should be taken when a connection matches the specified conditions?

S S N N SN SN RN RN SN NN N SN S RN S

@ Protocol and Ports
I ® Allow the connection

@ hetion 1 This includes connections that are protected with IFsec az well ag those are not.
I N e e e e
O Allow the connection if it is secure
& MName Thiz mcludes only comnections that have been anthenticated by vsing IPsec. Connections will
be secured nsing the settings in [Psec properties and rules in the Connection Security Rule
node.

(O Block the connection

-

2 Back I: Cancel
\

—— -

15. For “Profile”, select all, including "Domain”, “Private”, and “Public”. Click “Next".

ﬂ New Cutbound Rule Wizard *

. )
Profile 1
Specity the profiles for which thiz rule applies. :

N N N N NN NS N RSN S R

o = = —

Steps:

@ Rule Type When does thiz mle apply?

@ Protocol and Ports =TT

@ Action 1 Domain |

i 1 A pplies whe)i a computer iz connected to itz corporate domadn.

& Pmofile 1

» Hame 1 Private |
1 A pplies whed a computer is commected to a private network location, such ag a home or
1 work place.
: Public
\ A pplies whey & computer is connected to a public network location.

- - -

O.....

I
<Beck | | Coce

-
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16. For "Name”, enter a name as a mark for this port setting. Click “Finish”.

0 Mew Outbound Rule Wizard

x

{.-__-_--__-_--__-‘
I Name 1
I | Specify the name and description of this mle. :
|

Steps:

@ Rule Type

@ Protocol and Ports

- o (] N—

@ Profil e

|SUUDp01‘t
@ Name

Description {optional):

L e e e

1

1

1

1

1 TE Licens Server
\N

L1

File Action View Help

e 2E

|| B

ﬂ Windows Defender Firewall witl
o e e T

E23 Inbound Rules
Outbound Rules

1 MName Group

1
P Connection Security Ruleh m%’t— J

'_Lﬂ' Menitoring

® Core Metworking - Destination Unreacha...
) Core Metworking - Packet Teo Big (ICMP...
) Core MNetworking - Parameter Problem (...
) Core MNetworking - Time Exceeded (ICMP..,
® MNetworking - Destination Unreachable (1.,
@ Networking - Parameter Problern (ICMPv...
& Networking - Redirect (ICMPwd-Out)

) Networking - Redirect (ICMPv6-Out)

® MNetworking - Source Quench (ICMPv4-0..,
[ Networking - Time Exceeded (ICMPv4-0..

> €

@ @{Microsoft.BingWeather_4.25.20211.0_x... @{Microsoft.BingWeather_d...
0 @{Microsoft.DesktopApplinstaller_1,0.302... @{Microsoft.DesktopAppins...
U @{Microsoft.GetHelp_10.1706.13331.0_x6... @{Microsoft.GetHelp_10.17...
@ @{Microsoft.Getstarted_9.8.31681.0_x64_... @{Microsoft.Getstarted 9.8....
& @{Microsoft.Microsoft3DViewer_6.1908.2... @{Microsoft.Microsoft3DVi...
@ @{Microsoft.MixedReality.Portal_2000.19... @{Microsoft.MixedReality.P...
@ @{Microsoft.MSPaint_6.1907.29027.0_x64... @{Microsoft.MSPaint_6.190...
V] @{Microsoft.People 10.1902.633.0 x64_... @{Microsoft.People_10.1902...
U @{Microsoft.StorePurchasedpp_11811.10... @{Microsoft.StorePurchase...

o RN e VA P b WAN AT IR A e oL WA o

T

Profile Enabled *
All Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes
Domain  Yes

All Yes

All Yes

All Yes

All Yes

All Yes

All Yes

All Yes

All Yes

All Yes

v

" v >

- ] X

Actions

Outbound Rules
Mew Rule...
Filter by Profile
Filter by State

< 4B

Filter by Group
View

|G| Refresh

= Export List...
Help

Disable Rule
Cut

Copy
Delete
Properties
Help

B @ X i o «

v v v v
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12)If still failed:

Server Settings

IP
192.168.243.73

Port
5000

Site ID
418

User Number
22021130

Failed to connect to /192.168.243.73:5000

1. Check if the Windows Defender Firewall settings allow access to specified

ports on your computer.
2. Check if the entered information, including IP, port, and Site ID, is correct.
Check if the requirements are all fulfilled.

Ultimately, follow the steps to turn off and disable the Windows Defender
Firewall:

(1) Access Control Panel > Windows Defender Firewall > Change notification

settings.
ﬂ Windows Defender Firewall — O *
e e
« - 1‘«' ﬂ‘« All Control Panel ltems » Windows Defender Firewall || v [ o

P ——

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help te prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.

through Windows Defender

== "---------| o For your security, some settings are managed by your system administrater.

E; Change notification settings ||

== e et o B e -/ Und Firewall setti
Firewall an or off pdate your Firewall settings
) Restore defaults Windows Defender.Firewall is not using the !;1 Use recommended settings
recommended settings to protect your computer,

E; Advanced settings _ o
What are the recemmended settings?

Treubleshoot my network

l g Domain networks Connected

Metworks at a werkplace that are attached to a domain

Windows Defender Firewall state: Off
Incoming connections: Allow all connections that do not have an exception
to block the connection
Active domain networks: |_:i] cipherlab.com.tw
Maotification state: Matify me when Windows Defender Firewall blocks a
new app
See also .
Private networks Mot connected
Security and Maintenance
Metwork and Sharing Centre l 0 Guest or public networks Not connected
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(2) For “Private newtwork settings”, select “Turn off Windows Defender
Firewall”.

(3) For “Public network settings”, select “Turn off Windows Defender Firewall”.

(4) Click "OK”" to carry out the changed settings.

@ Customise Settings - O X

« v ﬂ« Windows Defender Firewall » Customise Settings v [V] Search Control Panel »

c STt Defender Firevall (ngt recommended)
Private network settings \\

Customise settings for each type of network

You can modify the firewall settings for each type of network that you use.

o For your security, some settings are managed by your system administrator.

Domain network settings
o Turn on Windows Defender Firewall
Block all incoming connections, including those in the list of allowed applications

Matify me when Windows Defender Firewall blocks a new app

ndows Defender Firewall (not recommended)
-

' o (O Turn on Windows Defender Firewall 1
1 Block all incoming connections, including those in the list of Bllowed applications
1 9 9 PP
1 Motify me when Windows Defender Firewall blocks a new ap=
urn off Windows Defender Firewall (not recommende
1 T ff Wind Defender Fi I( ded)
1 1
1 Public network settings 1
1 o (O Turn on Windows Defender Firewall 1
: Block all incoming connections, including those in the list ofbllowed applications
1 Matify me when Windows Defender Firewall blocks a new ap
‘\ (® Turn off Windows Defender Firewall (not recommended) V4

N ————————————— -

0.---.|
QK | Cancel

! z

(5) The Windows Defender Firewall is successfully disabled.

0 Windows Defender Firewall — O X

« > v 4 0“ All Control Panel ltems > Windows Defender Firewall v | O e

Control Panel H

Allow an app or

through Windows Defender

Firewall

Restore defaults

e @&

Change notification settings

Turn Windows Defender
Firewall on or off

Help protect your PC with Windows Defender Firewall ~

ome

Windows Defender Firewall can help to prevent hackers or malicious software from gaining access to your PC
feature through the Internet or a network.,

o For your security, some settings are managed by your system administrator,

Update your Firewall settings

Windows Defender Firewall is not using the

. GU;e recommended settings
recommended settings to protect your computer,

Advanced settings
What are the recommended settings?
Troubleshoot my network I ittt
’ - N
Y4 . @ Domain networks Connected (- \‘
! MNetworks at a workplace that are attached to a domain :
1 i i 1
1 Windows Defender Firewall state: Off 1
1 Incoming connections: Allow all connections that do not have an exception
g P
1 to block the connection 1
: Active domain networks: i cipherlab.com.tw :
1 Notification state: Motify me when Windows Defender Firewall blocks a 1
1 new app 1
1 1
See also . N
1 l g Private networks Not connected (~)| |
Security and Maintenance 1 1
! 1 . — 1
Metwork and Sharing Centre Guest or public networks Mot connected ()
\ P U
\ V4 et
N 4

.
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2.2.2 DISABLE / ENABLE THE LICENSE

The “Disable” button on the “License Information” page will disallow the user to perform
license assignment.

After clicking the “Disable” button, the license icon will be marked with an x, suggesting
that the license is unavailable.

When the license is disabled, the “Disable” button will become the “Enable” button.

Click the “Enable” button to make the license become available for performing license
assignment.

CipherLab TE License Server

CIPHER LAB License Information

Smarter

PL L L TN = == —

1

' = [ 0221130106207 -3 20 (20250517}  Disable |

- !

License /-__Il.icense name Ci[}le-rls -“A

v1.1.2

Status

TE version 1.0
[The license is activated.| License Quantity Click for deactivation

Expiration date

Site ID
Password

Input keyword

(:s!!'::!l.sa Lm i Grmation
==

v1.1.2

Status Lk
1
: = B ltc::_'z11301{::4207 - 3/20 (20250517)  Enable
License === license name CipherLab
/ .
TE version 1.0
[The license is deactivated ] Licanss Quantity 20(20)
Expiration date 20250517

. . Sit_’e ID 418
Password The license is unavailable
_

N\

Input keyword

+ [_—_l 1- Assigned (20221201)

+ D 2- Assigned (20221130)
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crer[TY]

Smarter

vl.1.2

Status
License
Configuration

Password

License Information

= B8] 20221201150247 - 0/20 (20221130)

License name

TE version
License Quantity
Expiration date
Site ID

Input keyword

License Settings

When the license expires, the “Delete” button will appear next to the “"Disable” button for

the user to eliminate the expired license’s information.
CipherLab TE License Server

—-—— -

CipherLa‘b- D00
1.0

20(20)

20221130

418

Delete

Disable |

D 1- Unassigned

D 2- Unassigned

To delete the license:

1) Click the “Delete” button. A pop-up window, “Are you sure you want to delete the
license?”, will appear for the user to confirm deleting the license.

2) Click “Yes” to confirm deleting the license. Or, click "No” to make void.

License Information

= ————

Message

Are you sure you want to delete the
license?

p———

= @ 20221201150247 - 0/20 (20221130), Disable : Delete 1
License name CipherLa‘J-- ---!
TE version 1.0 -|
License Quantity 20(20)
Expiration date 20221130
Site ID 418

No

-

1

CipherLab TE License Server

Password

cirer[TYY

Smarter

Password
Status

Licenses

License is deleted.

N
T L

Configuration

Password
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224 SEARCH BOX

In the top-left corner of the “Device” page, there is the search box for the user to search for

specific devices.

The search box includes two parts, the text area for entering keywords and the
magnifying-glass button for executing the search.

Input keyword.

-
N

To search for a device:

1. Enter the keywords related to the device information.

2. Click the magnifying-glass button.

For more efficient reviewing, only the matching results will be displayed.

CipherLab TE License Server

CIPHR LAB License Information
et
vil2
arTre e
Status
= CipherLab TE License Server
= () 20221130104207 - 3/20 (20250517)  Disable
License License name Cipherlab
TE version 10 CIPHER LAB License Information
Configuration License Quantity 20(20) ‘Smarter
Expiration date 20250517 V112
w Status
Input keyword @ \ _
o ——————————— = () 20221130104207 - 3/20 (20250517)  Disable
4 License . )
Y2 = 7 [ 1- Assigned (20221201) \ License name CipherLab
' Device ID RF8MB1HBFTW ‘ TE version 1.0
User number 20221201 Configuration License Quantity 20(20)
1 Device name RS35_warehouse Expiration date 20250517
1 Mac address  D4:4D:A4:22:06:FE ey o
1 13 192.168.243.35 Password —_——
I Last connect  2022-12-01 11:00:54 1 p
I 202211 ' N
1 = 7 [J 2-Assigned (20221130) = - —-
: DovicelD, Aokl D123 = 7 [] 2- Assigned (20221130)
ser number Ny A
1 Device name  Zebra2312 a8 B e Ardipida'Ry1123
1 Mac address  A1:D2:F1:33:12:3G User number 20221130
13 192.168.1.122 "DeévicERame  Zebrazs12
1 Last connect 2022-12-01 11:35:23 Mac address  A1:D2:F1:33:12:3G
1 P 192.168.1.122
1 = 7 [J 3-Assigned (20221129) Last connect  2022-12-01 11:35:23
1 Device ID  cl12345678
1 :“f TP ;'gz;m = D 3- Assigned (20221129)
evice name
: Mac address  00:0A:F5:D8:67:22 =0arica e mm GL122345678
P 192.168.242.52 Usi"-“:“b_er 202211290y
1 Last connect  2022-12-01 11:35:42 "Bevice name  RROS
1 Mac address  00:0A:F5:D8:67:22
1 [] & Unassigned IP 192.168.242.52
\ y Last connect  2022-12-01 11:35:42
5- Unassigned
N [ 5-unassigne L/
T
All devices The matching results
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2.3 WIPE DEVICE

License Settings

Follow the steps to eliminate a device from the device list of license assignment:

e —

1) Click the dustbin button Il next to the device information.

2) Click "Download” on the pop-up window to download the .delete file.

CipherLab TE License Server

CIPHER LAB License Information
Smarter
v1.1.2
==
Status
= (@) 20221130104207 - 1/20 (20250517)  Disable
Hiezmee License name CipherLab
TE version 1.0 Message
Configuration License Quantity 20(20)
Expiration date 20250517
Site ID 418 Download the delete file and send the
Password
ot keyword I’ \ file to CipherLab. CipherLab will help you
== delete device.
1 I | 1- Assigned (22021130) 2
- - Device ID FW120A0002230 1
User number 22021130 1 I Cancel
Device name RS35 | g pp———
Mac address  00:d0:17:b9:11:6b
IP 192.168.243.85
Last connect 2022-11-30 17:05:56

The .delete file will be saved in the default download location.

| = | Downloads -
Download: O X
Home Share View o
3 4 cut T} New item + #| Open ~ Select all
S e« X =F - M 2o E
w Copy path £ | Easy access = Edit Select none
Pinto Quick Copy Paste Move Copy Delete Rename New Properties
access 7| Paste shortcut tor to~ - folder - & History EFInvert selection
Clipboard QOrganise Mew Open Select
» This » Local Disk (C:) » Users » EllieHuang > Downloads » v O Search Downloads
This PC » Local Disk (C:) » U EllieHuang » Download: [4] Search Download:
& Name Date modified Type Size &
# Quick access
. £ Vi =
& Downlosds 1 || CipherLab_20221201093919.delete 1 2022/12/1 47 09:39 DELETE File 1KB
[ |

3) Contact CipherLab and provide us with this .delete file.

4) We will send you a .deleteP file for wiping the device. As shown:

CipherLab Wipe
Device_Example.
deleteP
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36

5) Click "Wipe Device” to enter the deletion setting page.
6) Click “Choose file”. Select and open the .deleteP file.
7) Click “Upload” to import the .deleteP file.

CipherLab TE License Server

CIPHER License Information
Smarter
v1.1.2 =
Status |
= @ 20221130104207 - 1/20 (20250517) Disable
License License name CipherLab
TE version 1.0
Configuration License Quantity 20(20)
Expiration date 20250517
Site ID 418
Password
Input keyword (_\

CipherLab TE License Server

CIPHER L;‘ Upload the file for deletion settings

Smarter
vi.1.2 e e sssssssnsssnsssnsnnnnnnnnnnnnnn .
Upload .deleteP Fild | KCipherLab Wipe Device_Example.deletePE
Status |________J .................................. >
Upload
License
Click “"Upload” to import the .deleteP file.
Configuration
Password

8) A pop-up window will appear to notify you of the completion.
9) Click "OK” and you will be redirected to the “License Information” page.

10)The device is wiped successfully and removed from the device list.

CipherLab TE License Server

CIPHER |.AB License Information
Smarter
v1.1.2
 oepovice ] ~rureen ]
Status
= B 20221130104207 - 0/20 (20250517)  Disable
License License name CipherLab
TE version 1.0
RS Configuration License Quantity 20(20)
Expiration date 20250517
. Site ID 418
| \P/\ Success Password
) ’—--—\ Input keyword (\
1 1 e LSS
1 m 1 \I 1- Unassigned |
[ { ] 21 D g J
_____ -

N ——— -
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2.4 REFRESH

Click the “Refresh” button in the top-right corner of the “License Information” page to
update and receive the latest data.

A notification message “Refresh complete.” will appear to notify you that the data is

successfully updated.

CipherLab TE License Server

CIPHER LAB License Information
Smarter
v1.1.2 f======
== |
Status = ——
= @ 20221130104207 - 1/20 (20250517) Disable
License License name CipherLab
TE version 1.0
Configuration License Quantity 20(20)
Expiration date 20250517
Site ID 418
Password
Input keyword @ \
= D 1- Assigned (20221201)
Device ID RF8MB1HBFTW
User number 20221201
Device name RS35_warehouse
Mac address D4:4D:A4:22:06:FE
IP 192.168.243.35
| Last connect 2022-12-01 11:00:54

Password

CipherLab TE License Server

Sitg

CIPHER License Information
Smarter
v1.1.2
==
Status
= @ 20221130104207 - 1/20 (20250517) Disable

License License name CipherLab

TE version 1.0
Configuration License Quantity 20(20)

Expiration date 20250517

Refresh complete.

Input key\

Device ID
User number
Device name
Mac address
IP

Last connect

D 1- Assigned (20221201)
RFBMB1HBFTW
20221201
RS35_warehouse
D4:4D:A4:22:06:FE
192.168.243.35
2022-12-01 11:00:54
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Chapter 3

PORT CONFIGURATION

This chapter carries the introduction of how to change the port humber for TE License
Server.
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3.1 CHANGE PORT

TE License Server allows the user to easily change the Server’s port number.

Follow the steps to change the Server’s port number:
1) Click “Configuration” on the sidebar menu to enter the port setting page.
2) Enter the port number.

3) Click “Submit”. A pop-up window will appear for the user to confirm changing.

Status
OverView
Server ID BOF7F7B6COB19AAB3D9I135D27046FEALE56AODIA (copy)
IP 192.168.243.73
PR | R —— 1 -
| Port 5000 I The original port number
AN .

Computer Name "CNBK000262
Software Version 1.1.2

License Quantity 20

License Assigned

CipherLab TE License Server

CIPHER LAB Configuration
Smarter
v1.1.2
Port | 4999
Status
r ——— Message Message
[ submi_] 1
License ===
Are you sure you want to change the a Success
o (V) .
Configuration I port? i -
—————— gt o !
Password “1 HLAL “A U
~ 1 N -

CipherLab TE License Server

CIPHER Status
Smarter
v1.1.2
OverView
Status —
Server ID BOF7F7B6COB19AAB3D9135D27046FEALES6A0DIA (copy)
,Jf_______l?mﬁin
. Z.
License | Port 4999 <

4NN NN N RN R -
Computer Name

~&nBkoooze2 The port number is successfully changed.

" - Software Version 1.1.2
Configuration o

License Quantity 20

License Assigned
Password
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Chapter 4

PASSWORD

This chapter carries the introduction of how to set, change, and remove the password on TE
License Server.
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Password

4.1 SET THE PASSWORD

For data protection, TE License Server allows users to set password to avoid unauthorized
access.

“Password Settings” is the page that allows the user to set, change, and remove their
password for TE License Server.

If you forgot your password, please contact CipherLab Support: Support@cipherlab.com

Follow the steps to set the password:

1) Click “Password” on the sidebar menu to enter the “Password Settings” page.

2) Enter a password, at least 4 characters or digits.
3) Click “Submit”.

CipherLab TE License Server

CIPHER LAB Password Settings
Smarter
viitzl 0 L, ——— \
Status CipherLab Test1201| | :
—————— 4
case sensitive
License

Configuration

Password

When the password is successfully set, 3 text areas and 2 setting buttons "Remove
password” and “Submit” will appear on the Password Settings page.
For more details, refer to Change the Password and Remove the Password.

CipherLab TE License Server

CIPHER LAB Password Settings
Smarter
V112 o e o o o e S
I | oid password \
Status : :
: New password o :
License : 1
\\ Confirm password 55 ,ll
Configuration A 'S
Jl_Remove password | !
ST T
Password
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4.2 CHANGE THE PASSWORD

Follow the steps to change your password:
1) Input the original password.
2) Input the new password.
3) Input the new password again for confirming.
4) Click “Submit”.

CipherLab TE License Server

CIPHER LAB Password Settings
Smarter
v1.1.2
Old password HpC
Status | % —> Enter the original password.
New password % —> Enter the new password.
License
Confirm password % —> Enter the new password again.
Configuratio
seretion S
Password

A pop-up window will appear to notify the user of the completion.

Message

":’\ Success.
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Password

4.3 REMOVE THE PASSWORD

Follow the steps to change your password:
1) Click "Remove password”.
2) Input your password.
3) Click “Submit”.

CipherLab TE License Server

CIPHER LAB Password Settings
Smarter
v1.1.2
Old password
Status
New password
License
Confirm password ’5

Configuration

Password

CIPHER LAB L Password
Smarter
vl1l.1.2 fm—————— -|
Status 4 EEC |
IF ------ -
License

Configuration

Password

A pop-up window will appear to notify the user of the\;ompletion.

Message

'@ Success.
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