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Release Notes

RELEASE NOTES

Version Date Notes
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Add the description about “Policies Setting” in Profile settings
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Rename “Remote Desktop” as “Remote Control”

Add the attention in Section 3.2.1” ADC Settings for Devices
Enrollment Via WMDS”

h
1.2 Feb. 15", 2023 . Add the new description of “"Device Name"” parameter and new
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INTRODUCTION

EnDeCloud is a web-based project configuration web service. Due to the increasing number

of mobile computers in organizations, this web service can help administrators quickly set
up a large amount of devices and activate these devices to use the specified applications.
Thus, a lot of time spent in devising project configuration for your mobile computers can
greatly be saved.

Besides the original configuration deployment management and application configuration,
the enhancement of existing monitoring functions, such as the remote control, the
notifications sending from the system to mobile computers, and the ringing function to
locate the position of lost devices, are implemented in EnDeCloud web service.
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FEATURES

» The supported CipherLab Android mobile computers:

. Android 7.0 Nougat (RK25)

. Android 8.0 Oreo (RS51)

= Android 9.0 Pie (RK25 & RK95)

= Android 10 (RS35)

=  Android 11 (RK25 & RS35 & RS51)
=  Android 12 (RK26 & RK95 & RS36)

» Provide an easy management interface for the user to create/edit/save multiple
projects

» EnDeCloud features the remote control function

»  Support the ringing function in search of lost devices

»  Support the password protection function

»  Support the notification sending function from the system

»  Support WMDS (Wireless Mobile Deployment System) to enroll multiple devices to
EnDeCloud

» Integrate Agility Intelligence Sevice, the enterprise mobility analytics service provided
by CipherLab, for the data detecting and analyzing across all your mobile devices
enrolled onto EnDeCloud

» Allow to export and import the configuration for the system backup

»  Support the user accounts management

»  Support the devices management in groups

»  Support multiple methods of the devices enroliment
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Chapter 1

SIGN IN TO EnDeCloud

This chapter guides you to log in to EnDeCloud and get ready for the deployment of
configurating projects on your mobile computers.



Sign In To EnDecloud

1.1 LOGIN TO EnDeCloud

To log in to EnDeCloud, please initiate a web browser, such as Chrome or Firefox browser,
compatible with EnDeCloud and enter EnDeCloud server address and port number into the
location bar of your browser (e.g. http://192.168.100.100:18089).

Once you gain the access, the following login window will appear. Also input the default
username and password to log in to the main screen page. The default username and
password are as follows:

Username: admin

Password: P@sswOrd

(EnDeéigLTcD

Username

Password

SIGN IN
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After you log in successfully, the screen with the Main Menu will show up. There are 8 main
functions, including Enroll Device, Files, Profiles, Groups, Devices, Users, Agility
Intelligence and About on the left side of the webpage.

(EnDeCloud @ connected agmin

Enoll Device Devices

Show | 50 + |entries Search
Profiles

Device Name ' Serial Number Model os Build Number Battery (%) WiFi (dBm) Profile Group Status

Groups

No devices available

Showing 0 to 0 of 0 entries

Agility Intalligence

10
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1.2 Password Changes

For the purpose of security, we suggest that

you can change the password at the first ®
login. By clicking the user account located

at the top-right corner of the EnDeCloud web.

A drop-down menu which contains Change
Password and Logout items will appear for

the password changes and the logout from
EnDeCloud.

Now, select Change Password item, and
then a pop-up window will be shown. Input
the old password and the new password you

Change Password

Logout

Change Password X

Current Password

would like in sequence. Retype your new T I—
password for double-checking, and then click

Change when you complete. The password New Password

will be changed immediately. Enter new password

Password must be at Lleast B characters long and must contain at least a letter

and a number. Password can contain symhbols.
Confirm New Password

Enter new password again

To exit, choose Logout item from this
drop-down menu. And you will return to the | Ready to Leave?
sign in window when clicking Logout button
in the pop-up window. Please use the new
password to login EnDeCloud in case your
password has been changed successfully.

Select "Logout" below if you are ready to end your current

session.

11
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1.3 Reset Admin Password

In case you forget the admin password that you changed by yourself, you can reset the
admin password back to the factory default as we described in Section 1-1 “Login in
EnDeCloud”. To reset the admin password is quite easy, just follow the procedures listed
below step by step.

Also make sure that EnDeCloud service is running if you would like to reset admin password
back to the default value.

1) Click EnDeCloud item under CipherLab & EnDeCloud
folder from your Start Menu by clicking

Start button of your machine or directly i) Help

Reset Admin Password

right click on EnDeCloud shortcut icon
on the notification area of the taskbar and Export
choose Open EnDeCloud Server
Launcher from the pop-up menu, and '
EnDeCloud server launcher application will Exit —
be initiated. e e

unning

2) On this launcher, pull down the File menu START SERVIC
and choose Reset Admin Password item. '

STOP SERVICE

3) Follow the instructions, and you will complete the reset of the admin password easily.
Then, a message of "Admin password has been reset to default value successfully” will
be seen if the admin password returns to the default successfully.

12
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Chapter 2

DEVICE ENROLLMENT SETTINGS

EnDeCloud main screen is where you can deploy mobile computers. In the following
chapters, we will go through every part of the main screen and introduce how to manage
these enrolled devices. In this chapter, we will instruct you the ways of uploading ADC/APK
files, creating new profiles, and enrolling mobile computers first.

13
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2.1 FILE MANAGEMENT

You can easily access the resources of file management by just clicking Files item of Main
Menu on EnDeCloud web. In Files functionality, there are two supported types of files you
can add to EnDeCloud. One is ADC file, and the other is APK file. In the subsequent sections,
you will learn how to upload ADC and APK files.

211 UPLOAD ANADCFILE

Once you successfully log in to EnDeCloud, you are ready to configure the profile settings
for the enrollment of mobile computers.

If you already have an ADC project, you are required to compress your ADC project into a
zip file for the upload to EnDeCloud beforehand. (For more details on creating a new ADC
project, please refer to CipherLab’s ADC User Guide for Android.)

To upload your ADC zip file, please click Files item of Main Menu on EnDeCloud web. The
corresponding Files webpage will appear. On this webpage, click Upload ADC File button
after clicking ADC tab, and then an Upload ADC File window for you to select the ADC zip file
will pop up (see the figure below). Also click Browse button to locate the desired ADC zip
file and optionally enter the description for this file.

After all settings are completed, now click Upload button to start the file upload. A message
will be shown if the file has been successfully uploaded to EnDeCloud. And this ADC zip file
you upload will be listed on the table of ADC Files as well.

You may refer to more details described below about the parameters of ADC Files table.

Search:

File Name T Latest Version Description Update Time Action

Upload ADC File X

Agility Intelligence

Choose the zip file that you would like to upload.

About

Choose file Browse

File Description (Optional) 0/100 words

Enter deecrintion of this file
enter description or this nile

m

coa

14
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File Name: The filename of the ADC zip file you upload.
Latest Version: The file version(s) of the specific ADC zip file.

Description: The description of the specific ADC zip file (optional). Up to 100 characters
can be accepted.

Update Time: The latest time when you upload the specific ADC zip file to EnDeCloud.

Action: Clicking Delete button of the specific ADC zip file, the corresponding ADC zip file
will be immediately removed from the table. Please note that the ADC zip file cannot be
deleted if it is linked to the profile(s).

15
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2.12 UPLOAD AN APK FILE

To upload your APK file, also click Files item of Main Menu on EnDeCloud web. The
corresponding Files webpage will appear. On this webpage, click Upload APK File button
after clicking APK tab, and then an Upload APK File window for you to select the APK file will
pop up (see the figure below). Also click Browse button to locate the desired APK file and
optionally enter the description for this file.

After all settings are completed, now click Upload button to start the file upload. A message
will be shown if the file has been successfully uploaded to EnDeCloud. And this APK file you
upload will be listed on the table of APK Files as well.

You may refer to more details described below about the parameters of APK Files table.

1! Package Name Latest Version Description Update Time Action

Agility Intelligence

Upload APK File X

About

Choose the APK file that you would like to upload.

Choose file Browse

File Descripticn (Optional) 0/100 words

Enter description of this file

==

16
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App Name: The application name of the APK file you upload.

Package Name: The unique identifier of the Android package associated with the
application.

Latest Version: The application version of the specific APK file.

Description: The description of the specific APK file (optional). Up to 100 characters can be
accepted.

Update Time: The latest time when you upload the specific APK file to EnDeCloud.

Action: Clicking Delete button of the specific APK file, the corresponding APK file will be
immediately removed from the table. Please note that the APK file cannot be deleted if it is
linked to the profile(s).

17
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2.2 PROFILE MANAGEMENT

A profile contains the related settings for the enrollment of devices. In this section, you will
learn how to create a profile.

221 ADDAPROFILE

To create a new profile, please click Profiles item of Main Menu on EnDeCloud web. The
corresponding Profiles webpage will appear. On this webpage, click +New Profile button,
and then a New Profile window with General/ADC/Apps/Policies/Device Settings five
tabs for you to configure this new profile will pop up (see the figure below). Enter a unique
name of the profile in General tab.

The related configurations of the profile will be explained in subsequent sections.

Profiles
Show| 50 % |entries Search:
Profile Name T' Latest Version Device Count Last Update Time Action
New Profile X

Show

General = ADC  Apps Policies Device Settings

Profile Name

pr

18
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After all settings are completed, click Save button. A message will appear if your profile has
been successfully created. And this profile will be listed on the table of Profiles webpage as
well.

You may refer to more details described below about the parameters of Profiles table.
Profiles

+ New Profile

Show| 50 4 |entries Search:

T

Profile Name Latest Version Device Count Last Update Time Action

2023/05/11 15:00:17 = View Deployment
profile2 1 0 2023/05/11 15:00:27 = View Deployment
Showing 1 to 2 of 2 entries Previous Next

oy

profilet

Profile Name: The name of the specific profile. Click the specific profile name, its detailed
information, such as the latest version, the device count, the last update time, and the
related settings configured in this profile will be displayed.

Profile Detail - profile 1 X

Last Update Time: 2023/10/02 10:48:56

Latest Version: The latest version of the specific profile.
Device Count: The total amount of mobile computers enrolled in the specific profile.

Last Update Time: The time when the specific profile is created or the latest time when the
specific profile is updated.

19
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Action:

» Delete: Click this button of the specific profile, the corresponding profile will be
immediately removed from the table. Please note that the profile cannot be deleted if
it is linked to the specific device(s).

» View Deployment: Click this button of the specific profile, you can view the current
deployment status of this profile, such as the serial number, model, OS version and the
status of the enrolled device(s).

20
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2.2.2 ADCFILE SETTINGS

In ADC tab of the profile dialog, select an ADC zip file you uploaded and file version (if
necessary) from the drop-down lists if you would like to deploy it to the enrolled devices.

New Profile X

General ADC Apps Policies Device Settings

1 - project 1 v

2.2.3 APPS SETTINGS

Before you can configure the apps in the profile, you have to upload your APK files to
EnDeCloud. Once the APK files you would like to install on the device(s) have been uploaded,
you are ready to configure the apps of the profile.

To configure the apps that will be installed into the enrolled devices, click Apps tab in the
dialog of the profile. You can add app(s) that will be installed after the profile is deployed
into the list by clicking +Add Apps button.

In Add Apps dialog appeared, click on the checkbox in front of the preferred app(s) you
uploaded and respectively select the version of these apps from the Select Version
drop-down lists. Click Add button to add app(s).

Add Apps

Select apps and versions for this profile

] App Name 1 Package Name Select Version

21
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After you finish adding app(s), you will see that the app(s) you just added appear on Apps
list.

New Profile

General ADC Apps Policies Device Settings

Package Name Version Auto Permissions Action

On Apps list, you can change the version of the specific app, and switch on/off its Auto
Permissions for automatically granting the permissions. You can also remove the app from
the list by clicking the corresponding Remove button.

Note 1: If the version of the app is lower than the previous one that has been deployed,
the installed app will be uninstalled first and then the app with the lower version will be
installed. This will cause the data of the existing app to be lost.

Note 2: If you enable "Auto Permissions” to automatically grant permissions for the
app, and then disable this option after the profile has been deployed, the app
permissions will not be disabled when the permissions have been enabled.

22
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2.24 POLICIES SETTINGS

For the purpose of the security or other reasons, the users of the device are prohibited from
using specific apps by setting a series of blacklisted applications. In this section, you will
learn how to configure the blacklisted applications.

To configure a list of blacklisted applications, the steps are as follows:
(1) Click Policies tab in the dialog of the profile.

(2) Click +Add List button, and then a dialog of Add List of Blacklisted Applications will
appear.

New Profile X

General ADC Apps Policies Device Settings

Blacklisted Applications

+ Add List

List Name Last Update Time Action
blacklist music 2023/08/30 14:26:59
blacklist video 2023/08/30 1411:3

(3) Click +New List button.

(4) In a dialog of New List appeared, input the name for this new list of blacklisted
applications.

(5) Then, click +Add Application button. An entry with two editable text fields and a
removal button will be appended to this list of applications.

(6) Repeat Step 5 if you would like to add more applications.

New List
List Name
blacklist video
= Add Application
Application Name Package Name Action
Search application Enter package name m

23
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To specify the blacklisted application, now enter the keyword of the application into the text
field of “Search application”. You will see a series of recommended applications after
entering the keyword if any recommended application name or package name matches this
keyword.

Select the desired application from the list of the recommended applications, and both of
the application name and package name will be filled into the corresponding fields
accordingly.

Please note that if there are no results in the recommended list of applications after entering
the keyword, which means no applications are found within the limited data source. You can
manually enter the application name and package name.

To delete the specific application from the list, click Remove button belonging to this
application entry. After completing all settings of this application list, click Save button.

A message of “The list has been saved successfully” will be seen if the list is saved
successfully. Click OK button, you will notice that the list you just created will be listed on
the table of the application blacklists.

New List

List Name

blacklist video

Application Name Package Name Action

\'-:-u',ubc‘ Enter package name
YouTube Kids (com.google.android.apps.youtube kids)

YouTube Music (com google.android apps youtube music)

‘YouTube TV (com.gocgle.android.apps.youtube. unplugoed)

YouTube (com.gocgle android.youtube)

If you would like to modify/add/remove the applications of the list, just click the hyperlink
of the list name and follow the steps we mentioned previously in this section.

To establish another blacklists, just click the +New List button and follow the steps we
mentioned previously in this section. After completing the creation of all lists for the
blacklisted applications, click on the checkbox in front of the preferred list(s). These
selected lists will be added to the specified profile by clicking the Add button.

You can also delete the specific blacklist from the table of the blacklisted applications list
by clicking the corresponding Delete button.

Add List of Blacklisted Applications

List Name 1 Last Update Time Action

4]
o
i
&
3

24
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In Policies tab of the profile dialog, you will notice that the lists you just added will be listed
on the blacklist table.

New Profile X

General ADC Apps Policies Device Settings

Blacklisted Applications

+ Add List

List Name Last Update Time Action

blacklist music 2023/08/30 14:26:59 m
blacklist video 2023/08/20 14:11:31 M

25
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In Device Settings tab, you can configure the related Agility Intelligence settings. With

respect to the functions on Device Settings tab, please refer to Chapter 7 “Agility
Intelligence”.

New Profile

General ADC Apps Policies Device Settings

Allow Agility Intelligence Service
(Please verify Agility Intelligence account first)

Enable Agility Intelligence EnDeCloud Proxy Service

26
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2.3 ENROLL DEVICES

After a profile has been created, you can start to enroll devices.

To enroll the device, click Enroll Device item of Main Menu on EnDeCloud web. The
corresponding Enroll Device webpage will appear. On this webpage, please click Generate
Enrollment QR Code button, and then a Generate Enroliment QR Code window for you to
generate a QR code will pop up (see the figure below). Pull down Profile for enrolling
menu to choose the desired profile from the existing profiles for the devices enrollment.

For more details about the parameters of Generate Enrollment QR Code setting page,
please refer to the following description.

£2 Enroll Device Enroll Device

o enroll devices, click "Generate Enrollment QR Code” button,

8= Generate Enrollment QR Code

ety Generate Enrollment QR Code X

Profile for enrolling

Please select profile v

Enable Wi-Fi Provisioning

No v

Profile for enrolling: Select the desired profile for the enrollment of devices.

Enable Wi-Fi Provisioning: Enable or disable Wi-Fi provisioning settings. Select “Yes” to
enable Wi-Fi provisioning settings, and the further Wi-Fi settings will be displayed below.

SSID: Input SSID(Service Set Identifier) of the Wi-Fi network to which the enrolling
devices will connect.

Security Type: Either "WPA"” or "WEP” security type can be chosen.

27
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Password: Input the password of the Wi-Fi network to which the enrolling devices
will connect.

Note: The machine where EnDeCloud Server is running must connect to the same
network segment to which EnDeCloud Agents connect. The machine should be
discoverable by EnDeCloud Agents on the connected network.

A QR code for scanning with EnDeCloud Agent
App installed on the device you would like to
enroll will appear immediately after clicking
Generate button on this pop-up window.

Generate Enrollment QR Code X

Scan following QR Code to start enrolling device.

Download Enrollment File

Camel m

28
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23.1 ENROLLA DEVICE VIA EnDeCloud AGENT

After the enrollment QR Code has been generated, please follow the step-by-step instru-
ctions listed below to enroll the device. When the enrolled devices connect to EnDeCloud
sever successfully, EnDeCloud will automatically deploy the settings to these devices. The
deployment will automatically start when there is any change of the profile.

(1) Launch EnDeCloud Agent app on your mobile computer. You will notice that the device
status is “"Not Enrolled” on the main screen.

(2) Tap H more button at the top-right corner of the main screen and tap Enroll Device
function.

(3) After the initialization has been completed, now scan the enrollment QR Code with 2D
hardware reader or tap OPEN CAMERA if the device only has 1D reader.

(4) After the above enrollment process has been completed, the device will automatically
connect to EnDeCloud server, and you will also notice that the status of this device is
switched into “Online” on the main screen.

10:54 o 1054 B Q& a 10:57 & G

EnDeCloud EnDeCloud EnDeCloud

Enroll Device

About To start enrolling device, please scar

enrollment QR Code via reader or camera,
EnDeCloud Enuevivuu
Enpedioid Enumonsey

[
: & Not Enrolled I & Not Enrolled
1 I
D Model: RK25 D Model: RK25
S/N: FJ1191A000908 — S/N: FJ1191A000908 —
g IP: 192.168.243.44 ‘ g IP: 192.168.243.44 ‘
STEP 1 STEP 2 STEP 3

10:59 © G

EnDeCloud

(EnDeCloud)
: @ Online

O Model:Rk25
S/N: FJ1191A000908
[ Profile: ABC-5

Last Update: 2022/09/08
10:58:22

10

IP:192.168.243.44

STEP 4
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(5) Click Devices item of Main Menu on EnDeCloud web and you will see the device you just
enrolled appears on Devices table. For more details about this table, please refer to the
next chapter.

Note:

EnDeCloud server and the device(s) you would like to enroll must be in the same network
segment.
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2.3.2 ENROLL A DEVICE VIA SETUP WIZARD

In the previous section, you have learned how to manually enroll your device to EnDeCloud
via EnDeCloud Agent. Additionally, EnDeCloud also provides you with a convenient way to
enroll your device(s) to EnDeCloud via Setup Wizard.

Before starting to enroll your device to EnDeCloud via Setup Wizard, you have to generate
a enrollment QR Code on EnDeCloud web. Click Enroll Device item of Main Menu on
EnDeCloud web and click Generate Enrollment QR Code button.

(1) Select the preferred profile for enrolling devices
from the pull-down Profile for enrolling menu. PG G il

(2) Select Yes to enable Wi-Fi provisioning settings.

(3) Enter Wi-Fi SSID, select security type and enter = v
Wi-Fi password.(For more details on Wi-Fi

provisioning settings, please refer to Section 2-3.)

(4) After completing configuration, click Generate Security Type
button.

A QR code for scanning through Setup Wizard to

enroll the devices will appear immediately. Now Generate Enrollment QR Code *
you are ready to enroll your device via Setup
Wiza rd Scan following QR Code to start enrolling device.

Download Enrollment File

camel m
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In Setup Wizard, just tap START button to proceed. In the
next screen, you will see a dialog titled "Deploy with barcode”
displaying the status of the reader.

Hi there

ENGLISH (UNITED STATES) v

START

. ©

Emergency call  Vision Settings

As the status is shown as “Reader is ready”, you can start to
scan the EnDeCloud enrollment QR Code you just generated
to start enrolling your device.

Deploy with barcode

Reader is ready.
Scan the barcode to deploy.
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After scanning enrollment QR Code, the Setup Wizard will
show the status of enrolling device. This may take a while to
complete the enrollment process.
Deploy with barcode
Please note that once the enrollment process is started,
please do not tap NEXT button on the screen. The system start to enroll EnDeCloud.

Please wait a moment.

NEXT

You will see a successful message if your device is enrolled

to EnDeCloud. Once the device is enrolled to EnDeCloud, the

Setup Wizard will exit, and you can start to use your device.

Also note that if you see an error message during the device BRI
enrollment, please tap Back button of the device to return
to the first screen of Setup Wizard and tap START button to
restart the enrollment process.

The system enroll EnDeCloud success.

NEXT
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Chapter 3

ENROLL DEVICES VIA WMDS

This chapter guides you the alternative of enrolling multiple devices to EnDeCloud through
WMDS(Wireless Mobile Deployment System).
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3.1 DOWNLOAD WMDS APPLICATION

In case you decide to enroll the device(s) to EnDeCloud by means of WMDS (Wireless Mobile

Deployment System), a windows-based server program that can deploy the ADC configuration

projects to Android devices through the wireless network, please visit our WMDS official
website https://wmds.cipherlab.com/ to download the latest ADC and WMDS applications
before starting this enrollment.

Please note that users who are not the first time to enroll the devices using WMDS, also
make sure that your ADC version is 1.2.8 or later.

For more details about the installation of ADC or WMDS, please refer to their user manuals.

3.11 PREREQUISITES

Once ADC and WMDS applications are installed successfully on your PC, the following three
items require to be prepared for your devices enrollment beforehand. And in the next
section, we will instruct you how to obtain EnDeCloudEnrollment.json file.

» EnDeCloud Agent apk (The version must be 1.2.0 or later)
» EnDeCloud Migration apk
» EnDeCloudEnroliment.json file

3.1.2 GET EnDeCloudEnroliment.json FILE

To get the file named EnDeCloudEnroliment.json that is necessary for the devices
enrollment via WMDS from EnDeCloud web is quite easy. Please follow the step-by-step
procedures described below.

(1) Sign in to EnDeCloud web. Generate Enrollment QR Code X
(2) Make sure that there is one profile
existed at least in the profile table list. Scan following QR Code to start enrolling device.

For more details on creating a profile,
please refer to_Section 2.2.

(3) Click Enroll Device item of Main Menu
on EnDeCloud web.

(4) Click Generate Enroliment QR Code
button.

(5) Select the profile you would like for the
enrollment.

(6) Optionally configure Wi-Fi provisioning
settings based on your needs by
selecting Yes to activate Enable Wi-Fi

Provisioning function. _
(7) Click Generate button.
(8) Click Download Enrollment File

button under the generated QR code to
start to download

EnDeCloudEnroliment.json file.
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3.2 CREATE AN ADC PROJECT FOR THE DEVICES ENROLLMENT VIA WMDS

Once you have obtained EnDeCloud
Agent apk, EnDeCloud Migration apk | & NewProject X
and EnDeCloudEnrollment.json file, you ‘

can start to create an ADC project for &) x
enrolling devices to EnDeCloud through

WMDS. Project Name EnDeCloud Enrollment
Now, launch ADC application you install on Device Model R535 -
*
- - /"
PC, and click new pr(_)Ject £ buttonto |, L ol Android 10.0 .
create a new ADC project.
Reader Module MNone -

On the pop-up window, please name your
ADC project, select the device model and | keypad Type None -
the OS version of Android for this devices
enrollment in sequence. A new ADC project O UHF RFID

v

will be created after clicking Apply
button.

Once this new ADC project is established, click Configure... . button to enter the
Configure Device Settings page containing File Transfer, Apps, Button Assignment,
Wirelesss Manager, Cellular Data, System Settings, Software Trigger, Enterprise
Settings, SIP Controller, Customize, Advanced System Settings, and WMDS Agent
12 main options for device configuration.

JEHEH e BR®E / Nl 2 X

Specify your deployment task(s)

O All Device Cenfiguration

General Options Application Options
O File Transfer O Button Assignment
O Auto Installation O Terminal Emulation
2 Configure Device Settings - ml X
x @ = = umfi 'ﬁ‘
v B ([ e 28 ko)
File Transfer .
Apps
Button Assignment File Status .

Wireless Manager m

*  Wi-Fi Settings

Cellular Data Configure... Button
»  Terminal Emulation 12 Main 0ptions

»  Applock

System Settings

Software Trigger
Enterprise Settings

SIP Controller

Customize

Advanced System Settings

WMDS Agent
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3.2.1 ADC SETTINGS FOR DEVICES ENROLLMENT VIAWMDS

In ADC Configure Device Settings page, please enter File Transfer setting page by
selecting File Transfer main option. Follow the step-by-step procedures below to set
EnDeCloudEnrollment.json file you download from EnDeCloud web in this ADC project:

1. Click Add . button and a pop-up window will appear.

2. Click Browse . button to locate EnDeCloudEnroliment.json file.
3. Input /Download as the destination path of the device.

4. Click Apply v button, and EnDeCloudEnrollment.json file you add will be listed on
the file table(see the figure below).

; x @ E E T

File Transfer I #:

Apps

R — e Click “Add” buttoneus

Wireless Manager % o

> Wi-Fi Settings x \.'\‘

Cellular etz N Click “Browse” button.

> Terminal Emulation 3 M Di\tmp\EnDeClauodson .
Applock ;
’ ppLoc 0 ~ /Download Input” /Download” .

System Settings

i [~]
poiiwarclliing=g % Configure Device Settings - o %
Enterprise Settings @ E @ BT ==
SIP Controller
+ s 8=
Customize Apps
. [3 ”»
Advanced System Settings Cth Apply Eusmgger e SEE
WMDS Agent > Wi-Fi Settings I EnDeCloudEnroliment json I
Cellular Data

> Terminal Emulation
> Applock

System Settings
Software Trigger
Enterprise Settings

SIP Controller

Customize

Acdvanced System Settings

WMDS Agent

37



EnDeCloud User’s Guide

In ADC Configure Device Settings page, please enter Apps settings page by selecting
Apps main option. Also follow the step-by-step procedures below to set EnDeCloud Agent

apk in this ADC project:

1. Click Add . button and a pop-up window will appear.

2. Pull down Type list, and select Auto Installation & Auto Permission as the Type.

3. Click Browse . button to locate EnDeCloud Agent apk file.

4. Click the checkbox in front of All Permission option.

5. Click Apply v button, and EnDeCloud Agent apk file you add will be listed on the
apps table (see the figure below).

File Transfer

Apps I

Wireless Manager

*»  Wi-Fi Settings
Cellular Data

* Terminal Emulation
» Applock
System Settings
Software Trigger

*» EZConfig
Enterprise Settings
SIP Controller
Customize
Advanced System Settings

WMDS Agent

vXEDEEmE

Click “Apply” b

@

Chek “Add” button. =

Permission

&stalaton &

Select the Type.

ermission

~ CA\Users\iris.wang'Desktop\EnDeCloud\EnDeCloud-agent-v

- All Permission

O Device Admin

O Install Unknown

Check” All Permission” option.

Click Browse”

button.

¢ T||||||? Bze
B |3 5
File Transfer =
'Y
Apps
Button Assignment Name nstall in Permission
Wireless Manager I EnDeCloud-agent-vi.2 0.apk =) @ I

> Wi-Fi Settings
Cellular Data

> Terminal Emulation
> Applock

System Settings
Software Trigger
Enterprise Settings

SIP Controller
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Like you set EnDeCloud Agent apk as we mentioned above, in Apps settings page, please
also follow the step-by-step procedures to set EnDeCloud Migration apk in the same ADC
project:

1. Click Add . button and a pop-up window will appear.

2. Pull down Type list, and select Auto Installation & Auto Run & Auto Permission as
the Type.

3. Click Browse. button to locate EnDeCloud Migration apk file.

4. Click the checkbox in front of All Permission option.

ATTENTION: If the version of your ADC is 1.3.0 or later, you must set "Execution
Conditions” as Device Reboot and check the checkbox “Execute Once"”.

Execution Conditions  Device Reboot -

Exscute Once

5. Click Apply v button, and EnDeCloud Migration apk file you add will be listed on
the apps table as well (see the figure below).

= gure Device Sett — m] Py
& . “ ”
Bl Click “Add” button. KRN
File Transfer =
5]
Apps
Wireless Manager X fssion
> Wi-Fi Settings Select the Type
Cellular Data
»  Terminal Emulation Auto Installation & Auto Run & Al ission . “ ”
- Click "Browge button.
A Hkk “A 1 ’J T & rs\igewang)Desktop\EnDeCloud\EnDeCloud-migrat .
c pply| =bil =
System Settings
All Permissi
Software Trigger . .
R Ooeiceaamin —— Check™  All Permission” | option.
Enterprise Settings [ Install Unknown & Configure Device Settings - [m] X
= ’# == Gy ‘BRE
SIP Controller w x @ E I [pLiLy L@‘E‘J . .
Customize File Transfer . V. )
Advanced System Settings Apps
WMDS Agent Button Assignment Name nstall Run Permission
Wireless Manager EnDeCloud-agent-vi 2 0.apk @ @
*  Wi-Fi Settings
EnDeCloud-migration-v1.0.0.apk 9 ] ]
Cellular Data
*  Terminal Emulation
> Applock
System Settings
Software Trigger
Enterprise Settings
SIP Controller
Customize
Advanced System Settings
WMDS Agent
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6. Click Apply v button and return to the main screen.

7. In ADC main screen, click the checkbox in front of File Transfer, Auto Installation,
Auto Run, Auto Permission and Reboot after Deployment.

1
. Specify your deployment task(s)
8. Click Save Project B button to save the peeyy i

ve AD roj ings.
above ADC project settings [J Al Device Configuration

General Options
File Transfer
Auto Installation
Auto Run
Auto Permission
[ Wireless Manager
[ Wi-Fi Settings
(3 Cellular Data

O system Settings

Reboot after Deployment
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3.3 CONNECT TO WMDS SERVER

Once the ADC project you create is saved, you are ready to use WMDS to deploy this project
and enroll devices to EnDeCloud.

3.3.1 CONNECTING DEVICES TO WMDS SERVER

To connect your devices with WMDS server, just follow the step-by-step procedures listed
below. For further information with regard to WMDS registration and its basic usage, please
refer to WMDS user’s manual.

(1) Launch WMDS server you install on PC.

(2) To have your device connected to the network segment of WMDS server, please go to
App Drawer (All Apps)| Settings @ | Network & Internet °|Wi-Fi ' on
the device to search and add the network.

Wireless & networks

WLAN
v "Lullaby" v Lullaby
@ Connected
* Bluetooth
Disconnected Vs LAB-Guest
ccc
(S Ethernet ¥a
A A 1234
0 Data usage
0 B of data used
v 5888
More
V. test

Audio
+ Add network

(3) On your device, initiate WMDS Agent and tap on ﬂ icon on the top-right of the
screen.

(4) Manually input the IP address of WMDS Server and its port number in WMDS Agent.
And then tap on CONNECT TO SERVER button.
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127 AR W oD -+

Offline

00D017BCBEQOS

RK25

192.168.15.31

121 B WD -+

2 4
m =

& Server Locat... ||

¢Please Input Deployment Server Port

Please Input Deployment Server IP/URL |

192.168.15.31

4668

[

CONNECT TO SERVER

The WMDS Server’s IP address
and port number are shown at the
bottom-left corner of the WMDS
server main screen.

J
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(5) Once your device is successfully connected to WMDS server, the connection status will
be switched from “Offline” into “Online” in green color . You can tap the @ toggle
to

switch on located at the top-right corner to connect/disconnect this device rom the
WMDS server.

N0 e 615

RS Connect/Disconnect

R S

Device UID
00C059110937
Device Name
RS31
Deployment IP
192.168.43.114
Connected Date
Apr 17,2019 6:07:45 AM

(6) An entry of this device will automatically appear on Device Panel of WMDS server main
screen.

Note: The PC where WMDS Server is running must connect to the same network segment
to which WMDS Agents connect. The PC should be discoverable by WMDS Agents on the
connected network.
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3.3.2 DEPLOYADC PROJECTS

Once your devices are successfully connected to WMDS server, you can start the devices

enrollment to EnDeCloud via WMDS.

(1) In Project List of WMDS server main screen, click the designated the ADC project you

created previously for this EnDeCloud enroliment.

(2) Click the checkbox belonging to the devices you would like to enroll to EnDeCloud from

Device Panel of WMDS server main screen.

(3) Click Add Task E:: ~ button, and then click OK on pop-up task window. It will take a

few seconds to synchronize the project.

(4) In Task List of WMDS server main screen, click the checkbox belonging to the task you

just added in Step 3.

(5) Click Deploy "‘!/ button to deploy the selected task. As the figure shown below, your
devices will reboot automatically until the deployment completes. Once your device
completes booting, it will automatically start the process of enroliment. It will take a
while to complete the devices enrollment if this enrollment includes Wi-Fi provisioning.

| Task Status Manager

Deployment of the assigned task is completed.

A

[m] hed
) Redeploy m Delete :i_ Report
Device UID Device Name Task Name Progress The status of device deployment
00DOT7BCBEDS Iris test-RK25(Android 9) EnDeCloud Enrollment-Task | 10086 (100/100) Deploy succeeded and device restarts after deploy|

(6) You will notice that EnDeCloud notification will be changed as “Device is online”, and a

message will appear when your device is successfully enrolled to EnDeCloud.
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(7) Sign in to EnDeCloud web and click Devices item of Main Menu. The device you just
enrolled appears on Devices table if this enrollment is successfully.

ol L m P | L Ny
CIICK DCP1I0Y OUttoIr:

| | Task Name ontent Task Status Device Cnt Schedule The status of last task deployment
v EnDeCloud Enrollment-6-Task roject [EnDeCloud Enroliment-6] ‘Wait 1 No Schedule

Designate the task you would like to deploy.
Task List

......... Click__“Add Task” _button

@ General ‘ Task Detail 1

1
) Add Task pg m

Device

12/8/20|

& é Device Group | Al Bl 112nage Device Group 3E
Project Message @ | Device UID Devics rial Number Device Name Battery (%) WiFi Connected Project Cnt Ag
- = |+ oopor7BceEDs 192.1 11938003033 RK25(Android 9) 71 Good 58 Online | 1.1
P 0 s

9 Designate the device you would like to enroll.

-Project List
Q 5555

/;d\ 6565

W] EnDeCloud Enroliment 1

Device Panel

Designate the created ADC project for the device enrollment.
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Chapter 4

ENROLLED DEVICES MANAGEMENT

This chapter will guide you how to view and manage the devices enrolled by EnDeCloud.
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4.1. VIEWING AND MANAGING THE DEVICES

You are allowed to view and manage devices on the corresponding Devices webpage once
they are enrolled successfully when clicking Devices item of Main Menu on EnDeCloud web.

Each entry of the device table contains the enrolled device’s detailed information, such as
the serial number, the product model No., the operating system version, the remaining
power of battery(%), WiFi signal strength(dBm), the applied profile, and the current
connection status.

All of the enrolled devices can be viewed by 50/100/250/500/1000 entries per page, which
depends on your selection from Show entries pull-down menu. In addition, you may also
click Previous/Next located at bottom-right side of the device table to move to the
previous or next page of this table. Or click the page number to directly go to the desired
page.

Furthermore, there are five function buttons, including Send Message, Find Device,
Reboot, Unenroll and Delete offered to manage these devices through EnDeCloud. You
may refer to more details described below about the usage of these function buttons and
the parameters of this table.

Devices

Model os Build Number Battery (%) WiFi (dBm) Profile Group Status

RK25 Androide | Rk2s.GMsdaily2ozz0szt | (EEIEED 57 (Good 23 e

Adgility Intelligence

About
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Device Name: By default, the device name will be the model name of the device after the
device is enrolled. Optionally, you can assign a meaningful device name to the enrolled
devices respectively upon your needs.

To change the device name of the specific device, just click its hyperlink of the device name,
and then this device’s detailed dialog window will be shown.

At the bottom of the appeared dialog window, there is an editable text field of Device Name.
Enter the customized device name of the device into the text field and click Save button, a
message will be shown if this new device name is saved successfully. Please note that the
maximum length of the device name is 20 characters. Only alphanumeric characters(A~Z,
a~z, 0~9), dashes(-) and underscores(_) can be accepted.

Device Detail X

0 Remote Control

Serial Number: FJ118BA004000

Model: RK25

0S: Android 9

Build Number: RK25.GMS.daily.20230831

IP Address: 192.168.241.44

Group:
Status: @ Online

Device Name:

I MYDEVICE-0001 I

Device name can only include letters, numbers, dashes, and
underscores. Device name cannot exceed 20 characters.
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Once the device name has been saved successfully, you can notice that the device name
has been changed as the name you customize on the device list. It is particularly convenient
for you to quickly search for the target devices with specific keywords.

shaw | & + enries wEa| Il' F-DEVICE I

Device Namea Serial Numiber I Model a5 Battery (%) WiFi [dBm) Profile Status
DEVICE-O0 BTEIRA0ESS1 11000 REKG5 dro m Y &
, | 11 | PRE oo - o
CDEVICE-003 FWL20A0002038 S35 wndroid 1 m e &

Besides, the device name will be automatically synchronized with the target device. Go to

App Drawer (All Applications) | Settings E | About phone | Device Name, check if
the device name is synchronized on the device. Please also note that this feature only works
on Android 9 or later version.

535 8§ & h & - T

0

< About phone

Q

Owner

Device name
MYDEVICE-0001

Device ID

K111302111110111A00015534210001.24
0

Phone number (sim slot 1)
Unknown

Phone number (sim slot 2)
Unknown

Emergency information
Info & contacts for Owner

Legal information

SIM status (sim slot 1)
| ® [ |
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Serial Number: The serial humber of the specific enrolled device.

Model: The product model No. of the specific enrolled device.

OS: The version of operating system installed on the specific enrolled device.

Build Number: The version number of CipherLab OS image installed on the device.

Battery(%): The power of battery belonging to the specific enrolled device is left in
percentage.

WiFi(dBm): The WiFi signal strength(dBm) of the specific enrolled device.
Profile: The name of profile that is applied to the specific enrolled device.

Group: The name of the group where the specific enrolled device belongs. For more details
on this, please refer to Chapter 5 “"Group Management”.

Status: The current status of the connection between the specific enrolled device and

EnDeCloud. It shows & if it is at the “online” status. Or it shows if it is at the “offline”
status. The status will become empty once the specific device is unenrolled from
EnDeCloud.

Search: Enter the keyword in search of the enrolled device or devices that meet(s).

Send Message: Click the checkbox in front of the serial number belonging to the specific
enrolled device, you are allowed to input the message in order to send the notifications to
the selected device(s) by clicking on Send Message function button. When the input of the
message is completed, also click Send Message button on this pop-up window. A message
will appear if the notifications are successfully sent.

Please note that the selected device(s) whose status is “offline” will not receive the
notifications. This function is only available when the latest OS image is installed.

Input the message after
Send Message “Send Message” function
button is [clicked.

Message

Click “Send Message”
button.
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SUCCESS X
Message is

The assigned device will

%> EnDeCloud * now

Message
Hello! This is a message from RK..

I Message has bee t fully. 1
es5sage nas been sent successtully. I successfully se“t.

receive the message you sent.

Find Device: Click the checkbox in front of the serial number belonging to the specific
enrolled device, you can proceed the device finding for the selected device(s) by clicking on
Find Device function button. Also click Proceed button on the pop-up window. A message

of “"Device finding has been initialized successfully” will be appeared.
Then, the selected device(s) will ring to alert the user where it locates.

It is very helpful in search of the lost devices. Please note that the selected device(s) whose
status is “offline” will not proceed the device finding. This function is only available when the

latest OS image is installed.

Proceed device finding? X

Do you really want to proceed device finding of the selecte

devices (total: 1 device)?

SUCCESS

Device finding has been initialized successfully.
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Reboot: Click the checkbox in front of the serial number belonging to the specific enrolled
device, you can reboot the selected device(s) by clicking on Reboot function button.

Unenroll: Click the checkbox in front of the serial number belonging to the specific enrolled
device, you can remove the enrollment of the selected device(s) by clicking on Unenroll
function button. Both Profile and Status fields on this table will also become empty. You will
notice that the device status will be switched into “"Not Enrolled” as well on the main screen
of EnDeCloud Agent app installed on the selected device(s).

Delete: Click the checkbox in front of the serial number belonging to the specific enrolled

device, you can remove the enrollment and the entry of the selected device(s) from this
table at the same time by clicking on Delete function button.
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4.2. REMOTE CONTROL

Before running the feature of remote control on EnDeCloud web, make sure that the device
you would like to perform this feature is online.

In Devices webpage, directly click the hyperlink of the device name belonging to the device
that you would like to perform the remote control feature, and then this device’s detailed
dialog window will appear(see the figure below).

Just click on Remote Control button located at the top-left side of the device’s detailed
dialog window. It may take a few seconds to get this feature ready.

Device Name Serial Number Model os Battery (%) WiFi (dBm) Profile Group Status

ris

Device name can only include letters, numbers, dashes, and
underscores. Device name cannot exceed 20 characters.

You will see a remote control
screen of the specified device until
all preparations made by
EnDeCloud for remote control are
done, which stands that you can
get ready to perform any actions
on this device.

To exit the mode of remote control
is quite easy. Just click the X
button at the top-right corner of
the remote control screen, this
function will be closed
immediately.

Guogl.e Play Store

S50 B0
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Chapter 5

GROUP MANAGEMENT

This chapter guides you how to configure a group of devices, assign devices to the existing
group and assign a profile to a specific group.

54



Group Management

5.1 ADD A GROUP

In order to manage the enrolled devices more efficiently, you are likely to group these
devices according to their location, functionality, users, and so on. By using the group
management provided by EnDeCloud, it can be accomplished quite easily.

To create a new group, just click Groups item of Main Menu on EnDeCloud web and follow
the steps listed below step by step:

(1) Click +New Group button.

(2) A dialog of new group containing the devices that are not grouped presently.

(3) Enter the preferred group name into the field of Group Name.

(4) By clicking on the checkbox in front of the devices you would like to add to this new
group.

(5) Click Save button to have the new group settings taken effect.

Mew Group s

Group Name

qgroup

Select devices for this group

[} Device Mame Serial Number Model as Profile Group

After this new group is created successfully, you will notice that the group name of these
assigned devices will be immediately changed as the name of this new group on Devices
webpage. Now you can easily search for your devices by typing the group name into the
search box.

Devices
:.::IV:}(:
[ Device Name Serial Number Model 0s Battery (%) WIFi (dBm) Profile Group *+ Status
O RK95 B783640B59111000109  RK95 androido (D ¢ (xcellent) | cctest default| groupi @
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5.2 ADD DEVICES TO AN EXISTING GROUP

You may also very likely to assign the new device(s) to an existing group. The steps are as
follows:

(1) In Groups table, click the hyperlink of the group name that you would like to modify.

(2) A Group Detail dialog that contains the devices belonging to this group and the devices
not assigned to any groups will appear.

(3) By clicking on the checkbox in front of the unassigned devices to select the devices you
would like to add to this group.

(4) Click Save button to have the new settings taken effect.

Group Detail b

Group Name

Select devices for this group

Device Name Serial Mumber Model 0s Profile Group
RKO5 B7A354085911 1000109 T Android 9 ectest default

F F ir ect def I
F Fn N 1 f

R F11204A0 ir est def

Showing 1to 4 of 4 entries revious - Mext

On Devices webpage, you will notice that the group names of these devices you just added
to the specified group will be immediately changed as the name of the group you just
modified after these new devices have been added to this group successfully.

Devices

Show | 50 * entries Search:
O Device Name Serial Number Model 05 Battery (%) WiFi (dBm) Profile Group '+ Status
O RKoS B782640B59111000109  RK9S adoidd | (IEEHD - est defau 1 (]
O Rs3s FW120A0002038 R535 andieid 11| (B - = Jef i (]
O  RK35 FI1186A000783 RK25 mdoide | T - o defau (]
0O RKas FI1204A001173 RK25 Android 1 “ 7 (Good) cctest def group ]

Showing 1to 4 of 4 entries Pravious . MNext




Group Management

5.3 ASSIGN A PROFILE TO DEVICES VIA GROUP

To change the profile of devices via the group management, the steps are as follows:

(1) In Groups table, click the checkbox to select the groups in which you would like to
change the profile of devices.

(2) Click Assign Profile button. A dialog of assigning profile will appear.

(3) Pull down the list to select the profile you would like to assign and click Assign button.

(4) Click YES button to confirm the assignment and have the new settings taken effect.

Assign Profile X

On Devices webpage, you will also notice that the profile names of these devices are
immediately changed as the profile you just assigned after the profile is assigned
successfully. Meanwhile, the configuration of the new assigned profile will be automatically
deployed to the devices.

Devices
Show| so0 % |entries Search
0O  Device Name Serial Number Model os Battery (%) WiFi (dBm) Profile Group ' Status
O RK95 B783640B53111000109 | RK95 Androido  (HHETEED cctest 20m | group1 @
O RS3s FW120A0002038 535 Android 11 | (IEZHE 2 T cctest 20m | group!1 ]
O RK25 FJ1186A000763 RK25 Android 9 [ sax ] 55 (Excellent cctest 20m || groupt <
0O  RK25 FJ1204A007173 K25 Android 11 | (D 5 d) cctest 20m | group?
Showing 1 to 4 of 4 entries Previous . Mext
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Chapter 6

USER ACCOUNT MANAGEMENT

This chapter guides you how to create, edit and delete the user account(s).
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6.1 CREATE A USER ACCOUNT

EnDeCloud provides you with a handy management for multiple users. You can create users
with different roles upon your needs. To access the interface of user management, you have
to log in to EnDeCloud web with “admin” user, and click Users item of Main Menu on
EnDeCloud web to specify the access privilege level for the specific user account.

The “admin” user owns the full-access right to manage the user accounts, including viewing,
creating, modifying and deleting users.

Users

Sho 0 # |entrie Search
User T Role Action
userl Manager W Delete
user2 Viewer | EEE

Showing 1 to 2 of 2 entries Previous Next
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To create a new user account, the steps are as follows:
(1) Click Users of Main Menu on EnDeCloud web to access the user’s setting page.

(2) Click +New User button. A dialog of creating new user will appear.
(3) Fill in the fields of Username, Password and Confirm Password accordingly.

Note 1: Username can accept alphanumeric characters(A~Z, a~z, 0~9), dashes(-),
underscores(_), dots(.) and at(@) signs only.

Note 2: Password must be at least 8 characters in length and must contain at least a
letter and a number. The symbols can be accepted.

(4) Select the desired role of the user from the User Role pull-down menu for this user.
Two levels of user privilege are available on EnDeCloud:

- Manager: Own almost the same privileges as the “admin” user except managing
users.

- Viewer: Own the view-only privilege of viewing devices.

(5) Click Save button to create this user account.

New User X

Username

usert

Username can only include letters, numbers, dashes, underscores, dots and at
signs.

Password

Password must be at least 8 characters long and must contain at least a letter
and a number. Password can contain symbols.

Confirm Password

seevenee

Manager v
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The user you just created will appear on the user list if a user has been created successfully.

In the next section, you will learn how to modify a user.

Users

Show| 50 %  entries
User
user’
user2

Showing 1 to 2 of 2 entries

Role

Manager

Viewer

Search:

Action

W Delete
W Delete

Previous Next
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6.2 EDIT A USER ACCOUNT

To modify an existing user account, the steps are
as follows: Edit User

(1) Click the hyperlink of the username. A dialog | ™™

of editing user will appear. usert
(2) In this dialog, you can change the password
of the user by clicking Change Password

button. You can assign the different role for To—
this user as well.

(3) Once the modification is completed, just click
Save button to have the new settings taken

effect.

6.3 DELETE A USER ACCOUNT

If a user account is no longer used, you can remove this account from the user list by
clicking Delete button on the corresponding user entry and follow the instructions to
complete the deletion of this user.
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Chapter 7

AGILITY INTELLIGENCE

This chapter guides you how to configure Agility Intelligence with EnDeCloud for the data
detection and analysis of the enrolled devices to generate the chart analysis reports.

63



EnDeCloud User’s Guide

7.1 PREREQUISITES

Before getting started, two essential items needed to be prepared:
» An Agility Intelligence Account
»  Agility Intelligence apk (The version must be 1.5.0 or later)

If you do not have an Agility Intelligence account, please contact the local sales
representative of CipherLab.

7.1.1 VERIFY ACCOUNTS OF AGILITY INTELLIGENCE

Once you have obtained an Agility Intelligence account, the first thing you need to do is to
verify your Agility Intelligence account. Please click Agility Intelligence item of Main Menu
on EnDeCloud web, the webpage will show the account information of Agility Intelligence.

Now, enter your Agility Intelligence account username and password into the corresponding
fields accordingly, and then click Verify Account button. A message will be seen if the
account is verified successfully.

Agility Intelligence

Account Information

Input Agility Intelligence account username and
password

related reports of Agility Intelligence, please log in to Agility Intelligence website

L Agility Intelligence

Visit Agility Intelligence Website

About
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If your Agility Intelligence account username or password has been changed, please click
Change Account button to re-verify Agility Intelligence account.

Agility Intelligence

Account Information
Following account has been verified.

Iris.Wang@cipherlab.com.tw

Mote: if your Agility Intelligence account has been changed, please click "Change Account” button to re-verify Agility Intelligence account.
[# Change Account

For viewing related reports of Agility Intelligence, please log in to Agility Intelligence website.

Visit Agility Intelligence Website
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7.2 CREATE AN ADC PROJECT FOR AGILITY INTELLIGENCE INTEGRATION

Once your Agility Intelligence account is verified, you can start to create an ADC project
containing the Agility Intelligence apk and the related configuration for the integration of
Agility Intelligence.

Now, launch ADC application you install on | ‘& NewProject

PC, and click new project £ button to & x
create a new ADC project.

Project Name Agilitylntelligence
Also give it a project name, select Fhe device | po.jice Model RS35
model and the OS version of Android for your
devices in sequence. A new ADC project will Androidiversion Android 10.0
be created after clicking Apply button. el il None
. i . . Keypad Type None
Once this new ADC project is established,
UJ UHF RFID

click Configure... . button to enter the
Configure Device Settings page. For more
details about how to use ADC application, you may refer to the related manuals.
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7.2.1 ADC SETTINGS FOR DEVICES’ AGILITY INTELLIGENCE

In ADC Configure Device Settings page, enter Apps setting page by selecting Apps main
option. And follow the step-by-step procedures below to set Agility Intelligence apk in
this ADC project:

1. Click Add . button and a pop-up window will appear.

2. Pull down Type list, and select Auto Installation & Auto Permission as the Type.

3. Click Browse . button to locate Agility Intelligence apk file.

4. Click the checkbox in front of All Permission option.

5. Click Apply v button, and Agility Intelligence apk file you add will be listed on the
apps table as well (see the figure below).

| % Configure Device Settings - o X
vXEEE Click “Add” button. EECE
File Transfer ]

Apps I
Name nstall Run Permission

Button Assignment

‘Wireless Manager -
»  Wi-Fi Settings 5 r
Cellular Data

Type

> Ten@ﬂ&klatidepply’Aito Tyttt Aute Permission

> Applock _J - C\U g\Desktop\EnDeCloud\Agility_Intel

>

Select the Type.

Click “Browse” button.

System Settings
All Permissi

Check” All Permission | option.

Software Trigger
. ‘ O Device Admin | & con
Enterprise Settings

= == mmi 9zd'
— D nsaivnioon o JE (S [ | () 1f 288 -2
Customize File Transfer . /7 o]

Advanced System Settings Apps

Name nstall Permission

WMDS Agent Button Assignment

Wireless Manager Agility_Intelligence-v1.5.0.apk o 9

> Wi-Fi Settings
Cellular Data

»  Terminal Emulation
> Applock

System Settings
Software Trigger
Enterprise Settings
SIP Controller

Customize

Advanced System Settings

WMDS Agent
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6. Click Apply v button and return to the main
screen. Specify your deployment task(s)

7. In ADC main screen, click the checkbox in front of O] Al Device Configuration
Auto Installation, Auto Permission and Reboot
after Deployment. .
General Options

[ File Transfer

1
8. Click Save Project H button to save the above Auto Installation
ADC project settings.

[J Auto Run
9. After the project is saved, click Compress Project Auto Permission
iz O Wireless Manager
Files = button to generate a project zip file. O Wi-Fi Settings
O Cellular Data
Once you get the ADC project zip file for Agility [ system Settings

Intelligence, upload this ADC zip file to EnDeCloud. For
more details about how to upload an ADC zip file,

please refer to Section 2.1.1 “Upload An ADC File”. Reboot after Deployment
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7.3 ADD A NEW PROFILE FOR AGILITY INTELLIGENCE

Once the ADC zip file for Agility Intelligence is uploaded to EnDeCloud, you can start to
create and configure a profile.

Now, click Profiles item of Main Menu on EnDeCloud web, and then click +New Profile
button on this Profiles webpage appeared. To configure this new profile, please:

1.
2.

3.

4,

In General tab, input the desired profile name.

In ADC tab, select the ADC zip file you just uploaded and file version (if necessary) from
the drop-down lists for Agility Intelligence.

Configure the related configurations on other taps if necessary. For more details on
these settings, please refer to “"Section 2.2 Profile Management”.

In Device Settings tab, switch on the function of “Allow Agility Intelligence
Service” to activate Agility Intelligence service (see the figure below).

After all of the above settings are completed, click Save button. A message will appear if
your profile has been successfully created. And this profile will be listed on the table of
Profiles webpage as well.

New Profile X

General ADC Apps Policies Device Settings

Allow Agility Intelligence Service ()

Enable Agility Intelligence EnDeCloud Proxy Service

camel m

69



EnDeCloud User’s Guide

7.4 ENROLL DEVICES FOR AGILITY INTELLIGENCE

Once the profile is configured, you can enroll your devices to EnDeCloud with the profile you
just established for Agility Intelligence. For more details about how to enroll the device,

please refer to Section 2.3 “Enroll Devices”.

After your devices are enrolled to EnDeCloud successfully, EnDeCloud service will
automatically install Agility Intelligence app and deploy the related settings to these devices.
It may take a few time to complete before these devices restart.

After the configuration of Agility Intelligence is deployed
successfully, you will notice that Agility Intelligence is
automatically activated.

Besides, you can verify whether Agility Intelligence service
is activated or not on the notification list of the device by
swiping down from the status bar to open notifications
drawer.

At this time, the Agility Intelligence service is started and is

ready to monitor these devices’ resources, including battery
level, WiFi signal strength, and so on.
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7.4.1 VIEW THE DEVICE REPORTS

Agility Intelligence

After Agility Intelligence is activated, you will be able to view a variety of device-related
chart analysis reports, such as battery health analysis, battery temperature analysis, WLAN

weak signal, etc..

To view these devices’ reports provided by Agility Intelligence service, please click Agility
Intelligence item of Main Menu on EnDeCloud web. On the Agility Intelligence webpage
appeared, just click the hyperlink of Visit Agility Intelligence Website (see the figure below)
to directly reach CipherLab Agility Intelligence website.

EnDeCloud)

Agility Intelligence

Enroll Device

Account Information

Profiles
Agility Intelligence Username
Enter account username

Agility Intelligence Password

Devices
Enter account password

For viewing related reports of Agility Intelligence, please log in to Agility Intelligence website
1 Agility Intelligence
I Visit Agility Intelligence Website I

About

Once you gain the access, the following login window will appear. Enter your verified Agility
Intelligence account username & password, check to accept "Terms and Conditions” and
“Privacy Policy”, and click the button Login to log in to Agility Intelligence website.

Sign In

1 Account*
= johnsmith@cipherlab.com.tw
= Password*
s NN E NN SN IR R AR EEEEEENEEEEEEEEEEEEEEEEEEEEEEEEES
* The account and the password is identical to your ReMoCloud
account.

Please apply for a ReMoCloud account if you don’ t have one yet.

[} By clicking Submit button to login Agility Intelligence Service of
CipherLab,you acknowledge that you consent to the Terms
and Conditions and CipherLab’ s Privacy Policy.

Clear
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Password*

* The account and the password is identical to your ReMoCloud
account.
Please apply for a ReMoCloud accountif you don’ t have one yet.

By clicking Submit button to login Agility Intelligence Service of
CipherLab,you acknowledge that you consent to the Terms
and Conditions and CipherLab’ s Privacy Policy.

Clear
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Due to the generation of Agility Intelligence reports that will take a few hours, please be
patient for it during this period of time.

For more details about how to view chart reports of your devices and use on Agility
Intelligence website, please refer to CAI(CipherLab Agility Intelligence) user manual.

72


https://www.cipherlab.com/en/download-c2317/CAI-CipherLab-Agility-Intelligence.html

Agility Intelligence

7.5 CONFIGURE AGILITY INTELLIGENCE EnDeCloud PROXY SERVICE

In general, a network firewall exists for the security inside the enterprise, which may block
the network communication with internet services on devices, and consequently you may
not be able to view any Agility Intelligence reports.

If you have already activated Agility Intelligence service and you still cannot view the
related reports of Agility Intelligence in many hours later, the network packets sent to
internet may be blocked on your devices due to the network firewall.

To reduce the network risk of internet access, you can configure EnDeCloud server as a
proxy of Agility Intelligence, which means that EnDeCloud server is responsible for
communicating with Agility Intelligence related services via internet, and the only thing you
need to do is to allow EnDeCloud server to access the related CipherlLab internet services
through a specific port.

To use Agility Intelligence EnDeCloud Proxy service, both (a) and (b) are required to be
configured:

(a) The machine where your EnDeCloud server is installed must be able to resolve
domains of *.cipherlab.com via DNS service.

(b) Allow the machine to access the related CipherLab internet services through Port
28081.
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Once you have configured the firewall settings mentioned above for Agility Intelligence
EnDeCloud Proxy, please click Profiles item of Main Menu on EnDeCloud web and select
the profile that contains Agility Intelligence settings.

In Device Settings tab of the selected profile, switch on the function of “"Enable Agility
Intelligence EnDeCloud Proxy Service” and click Save button to have the new settings
taken effect.

New Profile X

General ADC Apps Policies Device Settings

Allow Agility Intelligence Service

88

Enable Agility Intelligence EnDeCloud Proxy Service
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After enabling Agility Intelligence EnDeCloud Proxy 1155 & & Ih
Service, you can check if EnDeCloud Proxy is enabled on

the device by tapping n more button at the top-right
corner of the main screen and viewing About
information of Agility Intelligence app.

If you still cannot view any report of Agility Intelligence,
please make sure that the aforementioned network . .
firewall configuration is configured properly for the Hé Agility Intelligence
EnDeCloud Proxy.

Agility Intelligence (release) 1.5.0

ad by EnpeCloyd
EnDeCloud Proxy enabled

Copyright @ CipherlLab Co., Ltd
https://www.cipherlab.com
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Chapter 8

ABOUT

This chapter guides you to upgrade the license of EnDeCloud server for the extention of date

and time in the usage before it expires as well as the increase of devices that EnDeCloud can
accept.
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8.1 ABOUT

Not only the version of EnDeCloud that is being used but also a series of license information,
such as EnDeCloud server UUID, the maximum number of devices that are allowed, the
expired time of EnDeCloud server, etc. can be viewed on the corresponding About webpage
when you click About item of Main Menu on EnDeCloud web.

Besides the aforementioned items, an auto update of EnDeCloud license is also provided
here for you to extend the expired time of EnDeCloud and/or increase the number of
devices that can be accepted. For more detailed information with respect to the upgrade of
EnDeCloud license, you may refer to the following section.

About

CipherLab EnDeCloud

Version: 1.4.1

License Information

Server UUID: 4C4C4544-0058-5610-804C-B4C04F303332

Maximum device all

£ Update License

Copyright @ Cipherlab Co., Ltd.

https://www.cipherlab.com

This product includes softwares developed by other open source projects
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8.1.1 LICENSE UPGRADE

In this section, we will teach you how to extend your EnDeCloud expired time and/or
increase the number of devices that can be accepted by your EnDeCloud through the license

upgrade.

Before this upgrade, please contact the local sales representative of CipherLab and provide
us with your EnDeCloud server UUID in order to obtain the license file that is needed to

proceed the license update.

When the license file is obtained, click Update License button located on this About
webpage. And then an update license window will pop up. On this pop-up window, click
Browse button to locate the license file that you would like to upload. Also click Update
button when completing. If the license file is valid and the authentication succeeds, it will
automatically extend the expired time of your EnDeCloud and/or increase the number of

devices that your EnDeCloud can accept.

Update License

Choose the license file that you would like to upload.

Choose file

Browse
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