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RELEASE NOTES

Version Date Notes
1.0 Jan. 6%, 2022 Initial release
1.1 Aug. 4", 2023 Add the description about "RK95 OS Upgrade from Android 9

to Android 12" and simplify the architecture of the manual to
improve user’s reading efficiency.
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Introduction

INTRODUCTION

CipherLab OS Upgrade is a handy application for upgrading the OS of CipherLab mobile
computers.

It's simple and convenient, and it can be used to work with ADC, WMDS, and ReMoCloud for
upgrading multiple devices.
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FEATURES

Supports CipherLab RK25 mobile computer (Android 9) to upgrade to Android 11.
Supports CipherLab RS35 mobile computer (Android 10) to upgrade to Android 11.
Supports CipherLab RK95 mobile computer (Android 9) to upgrade to Android 12.
Works with ADC, WMDS, and ReMoCloud for multiple devices upgrade.



Prerequisite

Chapter 1

PREREQUISITE

This chapter guides you all the things need to be done before upgrading the OS image of
your mobile computers.
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1.1 PREREQUISITE FOR UPGRADING OS IMAGE
To upgrade the OS of your mobile computer, the following items are demanded.

1.1.1 ACTIVATION KEY
To acquire the activation key, please contact the sales representative and provide the below

information to the representative:

1) Device Serial Number
2) Software Part Number

In the following illustration, we take RK25 mobile computer for example to demostrate how
, swipe to find Model &

DEVICE SERIAL NUMBER
to check the Serial Number of your device. The process may vary slightly upon different

0K

models of your mobile computers.

Go to App Drawer | Settings E | About phone

hardware, and tap on it. The “Serial Number” is shown on the popup.

Q. Search apps Q,  Search settings < About phone Q
ri- > | 4 {5 _ .
Emergency information
Photos Play Movi..  Play Store  ReaderCo Accounts Info & contacts for Owner
Managed Account
PY E | & ey Legal information
— — 9 Accessibility
Screensh.. |  Settings ignature..  SIP contr... Screen readers, display, interaction Regulatory labels
” Digital Wellbeing & parental contr..
\ @ E @ SC?@@H time, app Iﬁnerz, bedtime sc.. SIM status
Not available Model & hardware
Software. SoundRe..  Terminal Velocity
Google
o) oy @ Services & preferences Model & hardware Model
S g &3 Model: RK25 RK25
Videos WMDSAg.. WMDSIns... YouTube System ‘ T Serial number
Languages, time, backup, updates FJ1186A000760
@ About phone Android version
YT Music RK25 9

[ ]

10



Prerequisite

SOFTWARE PART NUMBER

Please confirm the software part number of your RK25/RS35/RK95 mobile computer:

. RK25 Mobile Computer (Android 9):

LTE GMS A90W025GL0301
WIFI only GMS A90W025GW0301
LTE Non-GMS A90WO025NL0301
WIFI only Non-GMS A90W025NW0301
LTE GMS RUSSIA A90WO025RL0301
WIFI only GMS RUSSIA A90W025RW0301

- RS35 Mobile Computer (Android 10):

Model  PartNumber

LTE GMS / WIFI only GMS | AS0W035GL0401

LTE GMS RUSSIA /

LTE Non-GMS /

WIFI only Non-GMS ASOWO35NLO401

. RK95 Mobile Computer (Android 9):

WHEECARE-RK95-AN9/12

GMS-WIFI A90W095GW0601

WHEECARE-RK95-AN9/12

_GMS-WIFL-RU A90WO095RW0601

11
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WHEECARE-RK95CC-ANY/

12-GMS-WIFI

WHEECARE-RK95CC-ANY/
12-GMS-WIFI-RU

A90W95CGWO0601

A90W95CRW0601

1.1.2 CIPHERLAB OS UPGRADE APK

Once the information (device serial number, sofware part number, etc.) you provide is
confirmed, you will get the upgrade pacakage which contains CipherLab OS Upgrade APK

from CipherLab.

To manually upgrade the device OS, please copy this .apk file to your device(s) and install
it. As the figures below shows, we take RK25 mobile computer (Android 9) for example to

demostrate how to manually upgrade the OS of your mobile computer.

= CipherLabOSUpgrade_v1.0.3.apk
" Nov 17 3.07 MB Androi
a Full-RK25.GMS.8040.20211108...

Nov 17 1.56 GB Zip arc

Your phone and personal data
are more vulnerable to attack
by unknown apps. By installing
this app, you agree that you are
responsible for any damage to
your phone or loss of data that
may result from its use.

CANCEL

CONTINUE

CipherLab OS Upgrade

Do you want to install this
application? It does not require any
special access.

CANCEL | INSTALL

(ot

A-Demo

5

BT Printer...

©

Camera

Contacts

Q_ search apps

e [

Airlock Br... AppLock BarcodeT...

% @ m

Button As..  Calculator Calendar

ld

Device He... Drive Duo

o O

12




Prerequisite

1.1.3 DEDICATED OS IMAGE

The dedicated OS image is also in the upgrade package. You can obtain the upgrade
package after the provided serial number and sofware part number are confirmed.

To manually upgrade the device OS, please copy the dedicated OS image to your device(s)
or a removal SD card.

13
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1.2 IMPORTANT NOTICE

Please read this section carefully before you start to proceed OS upgrade.

121 BATTERY POWER LEVEL

The main battery power level of the mobile computer should be more than 50%. Ifitis lower
than 50%, make sure to connect your device with the charger during the upgrade process.

The application CipherLab OS Upgrade will prompt you to connect with the charger for
charging if the battery power is lower than 50% and without connecting the device with a
charger.

Low battery

The battery capacity has less
than 50%. Please connect the
charger to charge the device.

CANCEL

14



Prerequisite

1.2.2 DEVICE STORAGE

It requires at least 5GB free storage for proper OS upgrade process. In the following
illustration, we take RK25 mobile computer for example to demostrate how to check your
remaining storage space on the device to be upgraded by accessing AppDrawer |
Settings | Storage to check your free storage, and free up space if necessary.

Q,  Search settings < Storage Q
Display
Wallpaper, sleep, font size ‘I 3
(@) Voice
ke 834%
Used of 16 TR

Headset Playback

GB
Sound

@
il
FREE UP
SPACE
@ Volume, vibration, Do Not Disturb
St
d SR Storage manager

83% used - 2.70 GB free

Photos & videos 0.00 GB

(3]

Security & location

Screen lock

m Music & audio 0.00 GB

The application “CipherLab OS Upgrade” also checks whether the device free storage space
is enough once you start to upgrade the device OS. A warning message pops up to remind
you if the storage is insufficient for OS upgrade.

Insufficient storage results in OS upgrade process stops. Please tap on EXIT to leave and
close “CipherLab OS Upgrade”, and free up your device storage before you proceed OS
upgrade again.

Storage space not enough

The free space of storage in this
device is not enough for system
upgrade. Please free up space
first before starting upgrade.

EXIT

15
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123 2G/16G SKU OF RK25 MOBILE COMPUTER

If your RK25 mobile computer is with 2GB RAM/ 16GB ROM, make sure that its remaining
RAM is more than 300MB after running all applications.

1.24 DATA BACKUP

The device data won't be deleted after the OS upgrade, however, it is suggested that back
up the critical data on the device in case of upgrade failures.

In order to restore the settings on your device, make sure to back up your important
information stored on your device before proceeding OS upgrade.

16
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125 ADC/WMDS

To upgrade OS by through ADC (Android Deployment Configurator) or WMDS (Wireless
Mobile Deployment System), please confirm the followings:

=  The program (ADC or WMDS) is already installed on your PC.
. For working propperly, your PC must have at least 8 GB RAM or greater.
=  The ADC program version should be 1.2.8 or later.

Note:

For the details about Android Deploy Configurator and Wireless Mobile Deployment System,
please refer to the latest "ADC User Guide for Android” and "WMDS User Guide for Android”
which can be downloaded from:

(1) ADC:
http://wmds.cipherlab.com/ADC/UserGuide/Latest
or
https://www.cipherlab.com/en/download-c2223/ADC-Android-Deployment-Configurator.html

(2) WMDS:
http://wmds.cipherlab.com/WMDS/UserGuide/Latest
or
https://www.cipherlab.com/en/download-c2233/WMDS-Wireless-Mobile-Deployment-System.h
tml

17
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126 REMOCLOUD

ReMoCloud is a cloud-based web system for enterprise user to manage CipherLab mobile
computers. If you would like to upgrade multiple devices by ReMoCloud, make sure that
you have a ReMoCloud account.

To apply a ReMoCloud account, please contact your local sales representative for account
application via the page: https://remocloud.cipherlab.com/AccountRequestForm

o (ﬁeMoCloud)

verified by Google EMM

ReMoCloud Account Request Form

E-mail Job Title
Name Phone
Company Country

*Warning: Please do not use a personal email or an email tied to one individual.
Once the account has been set up it is locked to the activation email and can not be changed.

Note:
To learn more about ReMoCloud, please refer to ReMoCloud User Guide for Android.

18
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Manual/Automatic Upgrade

Chapter 2

MANUAL/AUTOMATIC UPGRADE

This chapter will walk you through the steps of upgrading the OS image by the application
“CipherLab OS Upgrade”.

19
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2.1 COPY FILES TO THE DEVICE

To upgrade the OS of your device, the .apk file of “CipherLab OS Upgrade” and the OS image
file need to be deployed to the device(s) to be upgraded in advance.

You may copy CipherLab OS Upgrade apk file and the dedicated OS image file to the
device(s) by:

- USB File Transfer:
Please connect your device with PC by the supplied USB cable or snap-on cable depending
on your device model to read the device internal storage.

. The Removable SD Card:
Copy the files to a removable SD card and install the SD card to the device.

Note:

As to how to install SD card onto your device, please refer to the reference manual:
1) RK25 Mobile Computer Reference Manual for Android Pie

2) RS35 Mobile Computer Reference Manual

3) RK95 Mobile Computer Reference Manual

AUTOMATIC UPGRADE ON MULTIPLE DEVICES

To upgrade multiple devices automatically, except of CipherLab OS Upgrade apk file and

the dedicated OS image file, the activation keys file named CLOSUpgradeKeys.txt should be
copied to the device(s) as well.

20
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Manual/Automatic Upgrade

All of the three files can be copied and transferred to the root path of internal storage
through USB, or save them to the root path of a removable SD card and install the SD card
to the device.

For using CLOSUpgradeKeys.txt to upgrade multiple devices, the content of the text file
should be each activation key per each line as the below figure shows:

| *CLOSUpgradeKeys.txt - Notepad — O X

File Edit Format View Help

XXXXXXXXXXXXXX
1111111111111
222222222222272
33333333333333
44444444444444
55555555555555
66666666666666

Ln 7, Col 15 100%  Windows (CRLF) UTF-8

21
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2.2 INSTALL CIPHERLAB OS UPGRADE

On your device to be upgarded, please locate CipherLab OS Upgrade file named

CipherLabOSUpgrade_vx.x.x.apk, and tap on it to start the installation.
In the following section, we take RK25 mobile computer for example to demostrate how to

install CipherLab OS Upgrade. Also follow the same procedures to proceed the installation of
CipherLab OS Upgrade on different models of your mobile computers.

221 FOR RK25 MOBILE COMPUTER

Step 1: Confirm to manually install the application CipherLab OS Upgrade which is regarded
as an unknown app with tapping on "CONTINUE".

Name A

’

lil CipherLabOSUpgrade_v1.0.3.apkI
Nov 17 3.07MB Androil

Your phone and personal data
are more vulnerable to attack

a8 Full-RK25.GMS.8040.20211108... by unknown apps. By installing

Nov 17 1.56 GB Ziparc this app, you agree that you are

responsible for any damage to
your phone or loss of data that
may result from its use.

CANCEL | CONTINUE

Step 2: CipherLab OS Upgrade

Tap on “"INSTALL" to carry out the installation. ) )
Do you want to install this
application? It does not require any

special access.

CANCEL | INSTALL

22
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Step 3:
It takes a few seconds to complete the installation. After the installation is done, tap on
“OPEN" to launch the application CipherLab OS Upgrade.

CipherLab OS Upgrade CipherLab OS Upgrade
Installing... App installed.
DONE OPEN

23
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Or go to App Drawer and find the app CipherLab OS Upgrade. Tap to launch it.

Q, Search apps

~ o B &

A-Demo Airlock Br... ApplLock BarcodeT...

e % B

BT Printer..  ButtonAs..  Calculator Calendar

a @

Camera Chrome
Contacts Device He... Drive Duo

B ow W O

24
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2.3 LAUNCH CIPHERLAB OS UPGRADE

After successfully installing CipherLab OS Upgrade, launch it by tapping on "OPEN” on app
installed page, or tapping on the app in App Drawer.

In the following illustration, we take RK25 mobile computer for example to demostrate how
to launch CipherLab OS Upgrade you installed.

CipherLab OS Upgrade Q, Search apps

™ [
s @& [ I
A-Demo Airlock Br..  AppLock BarcodeT...
. . . ® - x
Permissions required E Gl e

This application requires storage
and phone permissions. To work

BT Printer..  ButtonAs..  Calculator Calendar

correctly, please allow these
permissions.

=)

App installed.

CANCEL oK
Camera

Contacts Device He... Drive Duo

E ow w O

You may see several on-screen dialogs prompt for permissions. In order to work properly in
CipherLab OS Upgrade, you have to tap "ALLOW" button to grant related permissions.

DONE OPEN

Permissions required D Allow CipherLab 0S

This application requires storage Upgrade to access L Allow CipherLab 0S
and phone permissions. To work photos, media, and Upgrade to make and
files on your device? manage phone calls?

CANCEL i ) 2 of 2

carrectly, please allow these
permissions.

25
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You are now enter the main screen of CipherLab OS Upgrade.

CipherLab OS Upgrade

This application is used to upgrade
system. Please make sure that battery
capacity has more than 50% or you
can connect the charger to the device.
Do not remove battery or turn off the
device during installation. You will

not be able to use the device while
upgrading.

Please select image file which is to be
upgraded.

SELECT IMAGE FILE

26
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231 MAIN SCREEN OF CIPHERLAB OS UPGRADE

On main screen, it gives the precautions about the required battery power level of the
device and a “SELECT IMAGE FILE” button for you to select the dedicated OS image. Make
sure you follow the precautions and then start to carry out the upgrade.

To check the app version information, please tap on the more button n on the action bar.

CipherLab OS Upgrade I About J

This application is used to upgrade
system. Please make sure that battery
capacity has more than 50% or you
can connect the charger to the device. CipherLab OS Upgrade
Do not remove battery or turn off the
device during installation. You will
not be able to use the device while CipherLab OS Upgrade 1.03
upgrading.

Copyright © CipherLab Co., Ltd.

Please select image file which is to be
g https://www.cipherlab.com

upgraded.

SELECT IMAGE FILE
0K

27
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2.4 UPGRADE

Before you start to upgrade your device, be sure to back up the critical data in case of

upgrade failures.

24.1 MANUAL UPGRADE

Follow the steps to upgrade the device manually:

1) On CipherLab OS Upgrade main screen, tap on “SELECT IMAGE FILE” to choose the
dedicated OS image stored on the device/ SD card.

After selecting image file, the main screen shows the device current OS version and the OS
version you choose for upgrade. Confirm the OS version is the one you'd like to upgrade.

CipherLab OS Upgrade

This application is used to upgrade
system. Please make sure that battery
capacity has mare than 50% or you
can connect the charger to the device.
Do not remove battery or turn off the
device during installation. You will

not be able to use the device while
upgrading.

Please select image file which is to be
upgraded.

Name A

- CipherLabOSUpgrade_v1.0.3.apk
" Nov 17 3.07 MB Androil
B Full-RK25.GMS.8040.20211108...

Nov 17 1.56 GB Ziparc

28

CipherLab OS Upgrade B

This application is used to upgrade
system. Please make sure that battery
capacity has more than 50% or you
can connect the charger to the device.
Do not remove battery or turn off the
device during installation. You will

not be able to use the device while
upgrading.

Please select image file which is to be
upgraded.

Before starting upgrade, please make
sure that the upgrade version listed
below is correct. Once confirmed,
please tap upgrade button to start
installation.

Current version:

RK25.GMS.5270.20210616
(Android 9)

Version to be upgraded:

Full-RK25.GMS.8040.20211108
(Android 11)

SELECT IMAGE FILE

UPGRADE
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2) Confirm the OS image and then tap on “Upgarde” to start.
A dialog appears for the activation key. Manually input the activation key for this device and

confirm by tapping on UPGRADE.

CipherLab OS Upgrade

upgraded.

Before starting upgrade, please make
sure that the upgrade version listed
below is correct. Once confirmed,
please tap upgrade button to start
installation.

Enter activation key

Current version:

RK25.GMS.5270.20210616 Enter activation key
(Android 9)

Version to be upgraded: CANCEL UPGRADE
Full-RK25.GMS.8040.20211108

(Android 11)

SELECT IMAGE FILE

UPGRADE

|

If the activation key you entered is incorrect, it shows “Invalid activation key. Please check.”
Please check the activation key and enter again.

Enter activation key

Invalid activation key. Please check.

123654789

CANCEL UPGRADE

3) CipherLab OS Upgrade checks whether the device free storage space is enough for OS
upgrade. If it doesn’t fullfill the minimum storage requirement (5GB free storage space),
CipherLab OS Upgrade prompts a warning message and stops the OS upgrade process.

29
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Storage space not enough

The free space of storage in this
device is not enough for system
upgrade. Please free up space
first before starting upgrade.

EXIT

4) The upgrade automatically starts after you enter the activation key and tap on
“UPGRADE" button. It will take a while to complete the progress.

Enter activation key 0 0/0

834567890
—

CANCEL

Full-RK25.GMS.8040.20211108
Checking validity...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.

CipherLab OS Upgrade CipherLab OS Upgrade

55%

Full-RK25.GMS.8040.20211108
Preparing for installation...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.

30
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Please note that the upgrade will not start if the device
battery power level is lower than 50%.

A warning message prompts to remind you to connect
your device with a charger for charging. The upgrade
automatically starts once the device is being charged.

Low battery

The battery capacity has less
than 50%. Please connect the
charger to charge the device.

CANCEL

Note:
Once the upgrade starts, stay on CipherLab OS Upgrade main screen. DO NOT switch to

another app or screen.

5) The device will install the necessary pacakges, shut down, update system, and then
reboot automatically after the installation is completed.

CipherLab OS Upgrade

100%

Full-RK25.GMS.8040.20211108

Being processed...
Device will shut down.

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.
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SUCCESSFULLY UPGRADED

The device restarts after the installation. The upgrade is completed, and the OS of your
device is now the version you would like to upgrade. For example, if your device is upgraded

to Android 11, then you can check it by accessing App Drawer | Settings E)] | About

Phone | Android version (see the figure below). Different device models may have a
little different accesses.

[ -

controls
< About phone Q < Android version
) Voice
= Android version
SIM status 1
Not available
ﬂ Headset Playback
e Android security update
Model October 5, 2021
RK25
Digital Wellbeing & parental
controls Google Play system update
Screen time, app timers, bedtime IMEI August 1,2021
schedules
Android version Baseband version
E Google 1 Unknown
Services & preferences
Device ID Kernel version
System B01129211211022194001111111000-1.20.8 4.9.227-perf
Languages, gestures, time, backup #1 Mon Nov 8 17:02:03 CST 2021
IP address
E About phone 172.16.1.179 Build number
RK25 fe80::eedf:125:647c:f38a RK25.GMS.8040.20211108
Note:

After successfully upgrading the device by manual upgrade, the dedicated OS image for
upgrade you stored on the device will be removed to free up the space.

32



Manual/Automatic Upgrade

24.2 AUTOMATIC UPGRADE

For automatic upgrade, make sure that you follow the instructions of Automatic Upgrade on
Multiple Devices to copy the necessary files to the root path of internal storage/ SD card.

- | = | Internal shared storage — O X
Home Share View o
« v 4~ o » ThisPC » RS35 » Internal shared storage v D ' Search Internal shared storage
B RS35 " Name B Type Size Modified Created ~
~ Internal shared RfidService_Data File folder 9/22/2021 7:05 P...
ADC Ringtones File folder 9/22/2021 7:05 P...
Alarms SAMService_Data File folder 9/22/2021 7:05 P...
Android ScreenshotTouch File folder 12/8/2021 3:51 P...
DCIM sipcontroller_Data File folder 9/22/2021 7:05 P...
Download SoftwareTrigger_Data File folder 9/22/2021 7:05 P...
system_update File folder 9/22/2021 7:05 P...
EnterpriseSet || CipherlabOSUpgrade v1.0.3.apk APK File 2,997 KB  11/17/2021 4:43 ..
Movies ] CLOSUpgradeKeys.txt Text Docurne... 1KB  12/8/2021 4:01 P...
Music w & RS35.GMS.5020.20210818 data.zip WInRAR ZIP .. 1,532,521 KB 11/17/2021 1:33 ..
23 items 3 items selected 1.46 GB

Install the app CipherLab OS Upgrade on your device to be upgraded and launch it. The
upgrade will automaticaly start right after you launch it and allow the permissions.

CipherLab OS Upgrade

(]

Permissions required Allow CipherLab OS Upgrade O %

) - ) to access photos, media, and
This application requires storage

and phone permissions. To work files on your device?

correctly, please allow these
permissions.

RS35.GMS.5020.20210818
Checking validity...

To avoid upgrade failure, please stay on this screen
and do not remove battery or turn off the device
during upgrade.

If the device free storage space is less than 5GB, a warning message appears and the OS
upgrade process stops. Please free up the storage space to fullfill the minimum storage
requirement before you start to upgrade the OS again.

33



CipherLab OS Upgrade Instruction Manual

Storage space not enough

The free space of storage in this
device is not enough for system
upgrade. Please free up space
first before starting upgrade.

EXIT

The upgrade process takes a while to install the necessary pacakges, shut down, update
system, and then reboot automatically after finishing installation.

CipherLab OS Upgrade CipherLab OS Upgrade

50% 100%

‘ Your phone will shut down...

RS35.GMS.5020.20210818 I —— R535.6MS.5020.20210818
Preparing for installation Being processed...
paring Device will shut down.

To avoid upgrade failure, please stay on this screen
and do not remove battery or turn off the device
during upgrade.

To avoid upgrade failure, please stay on this screen
and do not remove battery or turn off the device
during upgrade.

Note:
Once the upgrade starts, stay on CipherLab OS Upgrade main screen. DO NOT switch to

another app or screen.
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Manual/Automatic Upgrade

The device restarts after the installation. The upgrade is completed, and the OS of your
device is now the version you would like to upgrade. For example, if your device is upgraded

to Android 11, then you can check it by accessing App Drawer | Settings E)] | About

Phone | Android version (see the figure below). Different device models may have a

little different accesses.

[

(@

&

controls

Voice

Headset Playback

Digital Wellbeing & parental
controls

Screen time, app timers, bedtime
schedules

Google

Services & preferences

System
Languages, gestures, time, backup

About phone
RK25

< About phone Q

SIM status
Not available

Model
RK25

IMEI

Android version
11

Device ID
B01129211211022194001111111000-1.20.8

IP address

172.16.1.179
fe80::eedf:125:647c:f38a

<« Android version

Android version
11

Android security update
October 5, 2021

Google Play system update
August 1,2021

Baseband version
Unknown

Kernel version

4.9.227-perf
#1 Mon Nov 8 17:02:03 CST 2021

Build number
RK25.GMS.8040.20211108

Note:

If you choose “Automatic Upgrade” to upgrade the device, the dedicated OS image file will
still exist on the device/ SD card for later use.
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Chapter 3

UPGRADE BY ADC PROJECT

This chapter specifies how to upgrade the device OS image through ADC (Android
Deployment Configurator) project.
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3.1 PRELIMINARY

ADC (Android Deployment Configurator) is a computer program for users to create
configuration projects and deploy the projects to their CipherLab mobile computers. With
ADC, you can create a project which contains the activation keys, the dedicated OS image
file, and CipherLab OS Upgrade apk file, and deploy this projet to the devices to be
upgraded. The device(s) will automatically carry out the upgrade once it applies the project.

To upgrade your device OS to Android 11 through ADC, the followings are required:

. ADC Program

Make sure that you’ve installed ADC on your PC, and the version of your ADC program must
be 1.2.8 or later.

The latest version of ADC program and the user guide can be downloaded from:
https://wmds.cipherlab.com/ADC

= CLOSUpgradeKeys.txt
Create a .txt file named CLOSUpgradeKeys to save all your activation keys, and the
content of the text file should be each activation key per each line.

""" | *CLOSUpgradeKeys.txt - Notepad — O x

File Edit Format View Help
XXXXKXXKXXKXX
ITTT1T11111111
22222222222222
44444444444444
55555555555555
66666666666666

Ln 7, Col 15 100%  Windows (CRLF) UTF-8

= CipherLab OS Upgrade apk file
The file is in the upgrade pacakage. You can get the upgrade pacakage after your device
serial number and sofware part number is confirmed.

. The dedicated OS image file
The file is in the upgrade pacakage.
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Note:

(1) You don't have to manually transfer the activation keys, the dedicated OS image file,
and CipherLab OS Upgrade apk file to your devices in advance. All these files will be
transferred to your devices through ADC, and the application CipherLab OS Upgrade will
be automatically installed onto your devices.

(2) The ADC program version and the supported device model and OS can be checked from:
https://wmds.cipherlab.com/ADC/Application
Please check your ADC version and device OS version before executing OS upgrade by
ADC.
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3.2 DEVICE SETTINGS

For the device to be upgraded, Developer Options, USB debugging and File Transfer
three settings on the device need to be enabled before you start the OS upgrade by ADC.

In the following sections, we take RK25 mobile computer for example to demostrate how to
configure the aforementioned settings. Also follow the same procedures to proceed
CipherLab OS Upgrade by ADC on different models of your mobile computers.

. Developer Options . USB Debugging . File Transfer

<  Developer options Q <  Developer options Q

@ Memory Quick settings developer tiles
Avg 1.3 GB of 2.0 GB memory used

Use USB for

(O Charge this device

Debugging @ Transfer files

Take bug report

USB debugging

Debug mode when USB is
connected

Desktop backup password . (O Transfer photos (PTP)

Desktop full backups aren’t currently
protected

Stay awake

Screen will never sleep
while charging

Enable Bluetooth HCI
snoop log

Capture all Bluetooth HCI

Adb over WiFi
debugging

Debug mode command :
adb connect

Revoke USB debugging
authorizations

39

(O Use device as MIDI
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3.2.1 DEVELOPER OPTIONS

To enable “"Developer Options”, please:

1) Go to App Drawer (All Apps) | Settings E | About Phone

number”.

Messages

g

Play Movi..  PlayStore  ReaderCo..  Screensh..
I::I Ej (:m HWI
=
Settings Signature..  SIP contr..  Software...
SoundRe..  Terminal... Velocity Videos
n =
Yy & ©O
= ot
WMDSAg.. WMDSIns... YouTube YT Music

Q, Search apps

. W

Music Phone Photos

P Iz e

Q

Search settings

Accounts
Google

Accessibility
Screen readers, display, interaction ..

Digital Wellbeing & parental contr..

Screen time, app timers, bedtime sc...

Google
Services & preferences

System
Languages, time, backup, updates

, and swipe to find “Build

< About phone

9

IP address

fe80::2d0:17ff:febe:caf7
172.16.1.179

Wi-Fi MAC address
00:d0:17:be:ca:f7

Bluetooth address
cc:f5:da:00:00:00

Build number
RK25.GMS.5290.20211014

Device ID
B011292112110221

About phone

RK25

> 94001111111000-
1.20.9

2) Tap on “Build number” 7 times to enable it. During the process, you’ll see a prompt with
a countdown reading “You are now X steps way from being a developer.”

About phone Q

9

IP address

fe80::2d0:17ff:febe:caf7
172.16.1.179

Wi-Fi MAC address
00:d0:17:be:ca:f7

Bluetooth address
cc:f5:da:00:00:00

Build number

& About phone Q

9

IP address

fe80::2d0:17ff:.febe:caf7
172.16.1.179

Wi-Fi MAC address
00:d0:17:be:ca:f7

Bluetooth address
cc:f5:da:00:00:00

RK25.6MS.5290.20211014

> Build number

Device ID
B011292112110221
94001111111000-
1.20.9

RK25.GMS.5290.20211014

eNEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE)
= You are now 3 steps away from being a
= developer.

-
. o A
EEEEEEEESIEEEEEEEEEEEEEEEEEEEEEEE
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< About phone

9

IP address

fe80::2d0:17ff:febe:caf7
172.16.1.179

Wi-Fi MAC address
00:d0:17:be:ca:f7

Bluetooth address
cc:f5:da:00:00:00

Build number
RK25.GMS.5290.20211014

eNEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
=You are now 1 step away from being a
wdeveloper.

.

2 v
AEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

v

Yummmms
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3) Once the prompt “You are now a developer!” showing up, you have succeeded in
entering developer mode.

< About phone

9

IP address

fe80::2d0:17ff:febe:caf7
172.16.1.179

Wi-Fi MAC address
00:d0:17:be:ca:f7

Bluetooth address
cc:f5:da:00:00:00

Build number
RK25.GMS.5290.20211014

U NNENENEEEEEEEEEEEEEEEEEEE,

Nevice 1IN

You are now a developer!

(BVRVEE)

eUNENEEE NN

assEssEsEEEEEEEEEEEEEnEmnn?

Q

4) You can find Developer options { } is now enabled in System page.

Q

Search settings

Accounts
Google

Accessibility
Screen readers, display, interaction ...

Digital Wellbeing & parental contr..

Screen time, app timers, bedtime sc..

Google
Services & preferences

System

Languages, time, backup, updates

@060 © @ O

About phone
RK25

System Q

Languages & input
Gboard

Gestures

Date & time
GMT+08:00 Taipei Standard Time

Backup
& off
Advanced
s

Reset options, Multiple users, Devel..

é
u.

System Q

Gestures

Date & time
GMT+08:00 Taipei Standard Time

Backup
off

Reset options
Network, apps, or device can be reset

Multiple users
Signed in as Qwner

Developer options

System updates
Updated to Android 9
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5) Enter Developer options { } and make sure it’s On.

& Developer options Q

:E]: Memory
Avg 1.3 GB of 2.0 GB memory used
Take bug report

Desktop backup password

Desktop full backups aren’t currently
protected

Stay awake

Screen will never sleep
while charging

Enable Bluetooth HCI
snoop log
Capture all Bluetooth HCI
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Upgrade by ADC Project

To enable “USB debugging” mode, you have to enable “Developer options” in advance.

1) Go to App Drawer (All Apps) | Settings E | System | Developer options { }

Search settings

Accounts
Google

Accessibility
Screen readers, display, interaction ...

Digital Wellbeing & parental contr..
Screen time, app timers, bedtime sc..

Google

0 © © ©

& System

(Wl Gestures

® Date & time
GMT+08:00 Taipei Standard Time

Backup
S o

0 Reset options

Network, apps, or device can be reset

Multiple users

& Developer options Q

Quick settings developer tiles

Debugging

USB debugging

Debug mode when USB is
connected

Adb over WiFi
debugging

Debug mode command :

Services & preferences 2

Signed in as Owner
System
Languages, time, backup, updates { Developer options
About phone System updates
RK25 = Updated to Android 9

> adb connect

Revoke USB debugging
authorizations

2) Swipe to find "USB debugging” which is under “Debugging” and switch it on. Tap on “OK"”
on the confirmation window.

<

Developer options Q

Quick settings developer tiles

Debugging

USB debugging

Debug mode when USB is
connected

Adb over WiFi
debugging

Debug mode command
adb connect

Revoke USB debugging
authorizations

Allow USB debugging?

USB debugging is intended for
development purposes only. Use
it to copy data between your

computer and your device, install
apps on your device without
notification, and read log data.

CANCEL
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Debug mode when USB is .
connected
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Debug mode command
adb connect

Revoke USB debugging
authorizations
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3.23 TRANSFER FILES

1) Connect your device with PC by a USB cable or the supplied snap-on cable, and you may
see a dialog prompt for confirmation about USB deugging permission. Please confirm by

tapping on "ALLOW".

Allow USB debugging?

The computer's RSA key fingerprint
is:
24:BE:D0:80:E2:25:AF:C1:C3:B9:4F:
3C:83:76:59:48

|:| Always allow from this computer

CANCEL | ALLOW

Then, the USB options menu shows up.

Use USB for

(® Charge this device

O Transfer files

(O Transfer photos (PTP)

(O Use device as MIDI

CANCEL
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You may also swipe down from the status bar to reveal Notifications Drawer, and tap on the
Android System notification “Charging this device via USB” to enter USB options menu.

o u

6:55 u 47%

Tue, Dec 14 e v @

° o © ¥ S Use USB for

(® Charge this device

p Android System

USB debugging connected O Transfer files
Tap to turn off USB debugging

(O Transfer photos (PTP)

p Android System ~

Charging this device via USB |
Tap for more options. (O Use device as MIDI

Manage notifications

CANCEL

Choose “Transfer files”, and now you will find the disk content is readable from PC client.
Please make sure the USB cable is properly connected while transferring files over USB
connection.

6:53 u 47%

Tue, Dec 14 i v ¢

Use USB for ° o © ¥ <

(O Charge this device

p Android System

@ Transfer files USB debugging connected
Tap to turn off USB debugging

(O Transfer photos (PTP)

P Android System ~

USB file transfer turned on
O Use device as MIDI Tap for more options.

Manage notificatiohs

CANCEL
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N s | RK25

Home Share View
« v 1 W » ThisPC » RK25 v O 2O Search RK25

~
v W This PC Internal shared storage

B 3D Objects W 5 85 GB free of 8.54 GB

I Desktop
Documents
¥ Downloads
J5 Music

&= Pictures
< RK25

Y ¥V ¥V ¥V VvV VvV Vv

1 item
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3.3 CREATE A NEW ADC PROJECT

Upgrade by ADC Project

Please follow the steps to create a new project for OS upgrade:
1) Launch ADC program, and on the startup dialog, click on "New Project” to start devising

a project.

Project Name

Project 1

Project 10

Project 11

Project 12 (no sync)

Project 2

& Android Deployment Configurator

X|Z

Select an existing project:

Project location

C\CipherLab\ADC\Project 1
C\CipherLab\ADC\Project 10

C\CipherLab\ADC\Project 11

C\CipherLab\ADC\Project 12 (no sync)

C\CipherLab\ADC\Project 2

Show dialog at Startup

2) Enter the project name, select all the necessary fields (Device Model, Android version,

Reader Module, & Keypad Type), and

% New Project
Project Name
Device Model
Android version
Reader Module

Keypad Type

O UHF RFID

>
RK25 OS Upgrade (9 to 11)
RK25 o i
Android 9.0 >
None =
28 Key -

click on “Apply v
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3.4 ADC: CONFIGURE DEVICE SETTINGS

Once the new project is created, you will enter ADC main screen. Click on “Configure....”
to open “Configure Device Settings” window.

%% RK25 OS Upgrade (9 to 11)

Android Deployment Configurator

3 =ah ‘\ N = e, A =
ZEBH s R®E& / RQEO9
Specify your deployment task(s)

[ All Device Configuration

General Options Application Options
[ File Transfer (J Button Assignment
[J Auto Installation (J Terminal Emulation
[J Auto Run [J AppLock
[J Auto Permission [J software Trigger
[J wireless Manager [J Enterprise Settings
[J wi-Fi Settings O sip Controller

[ cellular Data

[ system Settings

% Configure Device Settings - O J

¢ x @ — | wmi Bze
) | P g
File Transfer .

Apps

Button Assignment File Status

Wireless Manager
> Wi-Fi Settings
Cellular Data
> Terminal Emulation
> Applock
System Settings
Software Trigger
Enterprise Settings
SIP Controller
Customize

Advanced Systemn Settings
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3.4.1 FILETRANSFER

On “Configure Device Settings” window, click to enter “File Transfer” page. In this step, the
files CLOSUpgradeKeys.txt and the dedicated OS image will be uploaded to this project.

1) Directly drag-and-drop the file to be uploaded to “File Transfer” page, or click on the

button “Add . to browse your computer to locate the file.

% Configure Device Settings _ O X

vX(EEmE o

File Transfer

Apps

Button Assignment Status

Wireless Manager
> Wi-FiSettings
S
Cellular Data W
% Terminal Emulation _
i i -
> Applock

System Settings
D v /Download
Software Trigger

Enterprise Settings
SIP Controller

Customize

Advanced System Settings

2) Select J for your file path, and click on “"Browse... " button to find the file
“CLOSUpgradeKeys.txt” through PC folders.

%%
1 \B\X};

3 ~ C)\_CipherLab\_Android 11\CipherLab OS Upgrade Instructio .

v /Download

X

2

3) For device path D, input a slash “/” into the field.
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4) Click on “Apply J” to add this file to your file tranfer list.

: Pl

“' x ‘ Apply

3 v C\_CipherlLab\_Android 11\CipherLab OS Upgrade Instructio .

g -

g2

1/255

5) Repeat the aforesaid steps to add the dedicated OS image file to your file tranfer list.

App

%% Configure Device Settings
vX 3 |
E [ 4 8 'E.l
File Transfer . . . .

Apps

Iy Button Assignment File Status
Wireless M
e CLOSUpgradeKeys.txt

> Wi-Fi Settings
Full-RK25.GMS.8040.20211108.data.zip
Cellular Data
» Terminal Emulation
> Applock
System Settings
Software Trigger
Enterprise Settings
SIP Controller

Customize

Advanced System Settings

O

X

6) Click on “Apply ¢ before you close the Configure Device Settings window.
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342 APPS

Upgrade by ADC Project

To add “CipherLab OS Upgrade apk file” to your project for OS upgrade:
1) On “Configure Device Settings” window, click to enter "App” page, and then click the

button “Add

" to open the window to select the action you’d like to dictate.

& Configure Device Settings

vXEE

File Transfer

Apps

Button Assignment
Wireless Manager
Wi-Fi Settings
Cellular Data
Terminal Emulation
Applock

System Settings
Software Trigger
Enterprise Settings
SIP Controller
Customize

Advanced System Settings

[~ oo 3
1L %E

PR 2,

— ] X

ermission

Delay Time(second) : 0

2)

For "Type” field, select “"Auto
Installation & Auto Run & Auto
Permission” from the drop-down

menu.

]

X

Type
None

Auto Installation

Auto Run

Auto Permission

Auto Installation & Auto Run

Auto Run & Auto Permission

Auto Installation & Auto Permission

Auto Installation & Auto Run & Auto Permission
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3) Select a for file path, and click on “Browse... " button to locate “CipherLab OS
Upgrade apk file”.

-

i >
Type

Auto Installation & Auto Run & Auto Permission -

g ¥ CACipherLab\CipherLabOSUpgrade_v1.0.6.apk .

[J All Permission
[ Device Admin

[ Install Unknown

4) Check the checkbox “All Permission”, and click on “"Apply “”.

-
=

>
o s B
Type
Auto Installation & Auto Run & Auto Permission v
g * CACipherLab\CipherLabO5Upgrade_v1.0.6.apk .

All Permission

O Device Admin

(] Install Unknown
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ATTENTION: If the version of your ADC is 1.3.0 or later, you must set "Execution
Conditions” as Device Reboot and check the checkbox “Execute Once"”.

Execution Conditions

Execute Once

Device Reboot

5) Now CipherLab OS Upgrade apk file is on the app list, and all its settings “Auto

Installation”, “"Auto Run”, and “Auto Permission” are enabled.

Make sure to save your changed settings by clicking “Apply ¢ before closing the
Configure Device Settings window.

% Configure Device Settings

vX3BE @

File Transfer
Apps

Wireless Manager

> Wi-Fi Settings

Cellular Data

— O *
= il oz . .
AL -}
0 :
MName nstall Permission
CipherLabOSUpgrade_v1.0.6.apk - -

> Terminal Emulation

>  Applock

»  System Settings
Enterprise Settings
Customize

Compilation

Delay Time(second): 0 v
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3.4.3 SAVE YOUR CONFIGURATION

After completing File Transfer and Apps settings, click on “Apply V on Configure Device

Settings window to save your settings and return to ADC main screen.
& Configure Device Settings - O X

Update

Do you want to close the window after
updating the changes?

%% RK25 OS Upgrade (9 to 11)

Android Deployment Configurator

EEBJ=ER® & / 2 E09

Specify your deployment task(s)

O All Device Configuration

General Options Application Options
O File Transfer [ Button Assignment
O Auto Installation [ Terminal Emulation
O Auto Run (] AppLock
[ Auto Permission [ software Trigger
[ Wireless Manager [ Enterprise Settings
[J wi-Fi Settings [ sIp Controller

[ cellular Data

[ system Settings .

([ Reboot after Deployment
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3.5 SETTINGS ON ADC MAIN SCREEN

On ADC main screen, please check the checkbox of the following items:

¥ RK25 OS Upgrade (9 to 11)

Android Deployment Configura

JEHB o R ® &/

Specify your deployment task(s)

(J All Device Configuration

General Options Application Options
File Transfer [J Button Assignment
Auto Installation [J Terminal Emulation
Auto Run [J AppLock
Auto Permission [J software Trigger
[J wireless Manager [J Enterprise Settings
[J Wi-Fi Settings [J sip Controller

[J cellular Data

[J system Settings

Reboot after Deployment

GENERAL OPTIONS

For “General Options” in “Specify your deployment task(s)”
area, make the selections by checking the checkbox:

. File Transfer

By checking “File Transfer”, the files
(CLOSUpgradeKeys, the dedicated OS image file, and
CipherLab OS Upgrade apk file) will be copied to the
device while deploying.

55
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File Transfer
Auto Installation
Auto Run
Auto Permission
[ Wireless Manager
(] Wi-Fi Settings
[J Cellular Data
] System Settings

J customize
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. Auto Installation
The apk file of CipherLab OS Upgrade will be copied to device while deploying and
CipherLab OS Upgrade will be automatically installed upon completion of deployment.

= Auto Run
The application CipherLab OS Upgrade will be executed automatically when the device
restarts.

. Auto Permission

To control over what is allowed to do and access for the application CipherLab OS
Upgrade.

REBOOT AFTER DEPLOYMENT

By enabling “Reboot after Deployment”, the devices will
automatically start the reboot process upon completion
of the deployment.

& RK25 OS Upgrade (9 to 11)

Android Deployment Configuratc

Va=l=1~-1P1=2"I

Specify your deployment task(s)

(J All Device Configuration

General Options
File Transfer
Auto Installation
Auto Run
Auto Permission
(] wireless Manager
(] Wi-Fi Settings
(J Cellular Data

(] system Settings

Reboot after Deployment
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| SAVE PROJECT
After completing configuring the settings details on Configure Device Settings window and

1
ADC main screen, remember to click on “Save Project ” on toolbar to save your project.

Save Project

%% RK25 OS Upgrade (9 to 11)

Android Deployment Configurator

® &/

Specify your deployment task(s)

e

\,

[ All Device Configuration

General Options Application Options
File Transfer B [ Button Assignment
Auto Installation (0 Terminal Emulation
Auto Run O AppLock
Auto Permission [ software Trigger
[0 wireless Manager ([ Enterprise Settings
[ wi-Fi Settings [ sip controller

[ cellular Data

[ system Settings 3 .

-

\,

Reboot after Deployment
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3.6 UPGRADE OS BY DEPLOYING THE ADC PROJECT

Before deploying this project, make sure that the settings on your device are done:

] Developer options
] USB debugging
] Transfer files

After completing your project configurations and enable the necessary settings on your
device to be upgraded, confirm that the USB connection between your PC and device is
proper, and then you can start to upgrade the device OS by deploying the ADC project. The
below figures take RK25 mobile computer as example:

»>

1) Click on the button “Deploy I'\_/i” to deploy the current project to the connected device

via USB connection.

Deploy

& RK25 OS Upgrade (9 to 11)

Android Deployment Configura

ZEHH ¢ &

Specify your deployment task(s)

(J All Device Configuration

General Options
File Transfer
Auto Installation
Auto Run
Auto Permission
[ wireless Manager
[J wi-Fi Settings
[ cellular Data

[ system Settings

Reboot after Deployment

¥z

Application Options
[J Button Assignment
[J Terminal Emulation
[J Applock
[J Software Trigger
[ Enterprise Settings

[ sip Controller
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2) It takes a while to deploy the necessary files and configurations to the device. Once the
deployment is done, the device will reboot automatically.

& RK25 OS Upgrade (9 to 11) - O X
Android Deployment Configurato
General Options Application Options
CLOSUpgradeKeys.txt
1/7
% RK25 OS Upgrade (9 to 11) — | X

Android Deployment Configurator

p— e -
B of H®E / NQEO@Q

Specify your deployment task(s)

[ All Device Configuration

General Options
File Transfer
Auto Installation
Auto Run
Auto Permission
[J wireless Manager
[J wi-Fi Settings
[J cellular Data

[J system Settings

Reboot after Deployment

Deployment complete! Please check your device.

Application Options
(J Barcode Reader
[ Button Assignment
[ Terminal Emulation
(J AppLock
(J software Trigger
[ Enterprise Settings
[J siIp Controller
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3) On your device, swipe down from the status bar to reveal Notifications Drawer, and you
will see the notification from ADCClient which indicates the deployment status. The
device will reboot upon ADCClient notification shows “SetSettingAll”.

1:42 H75% 2:06 k 78% 2:06 H 78%
Wed, Dec 15 v + 9 Wed, Dec 15 e @ Wed, Dec 15 LA 4
T W\ ™\
4 ADCClient 4 ADCClient 4. ADCClient
V1.3.10, Finish(SUCCESS) | ADC Deploy | | v1.3.10, Finish(SUCCESS)
GetSettingDescription Deploying SetSettingAll

P Android System

USB debugging connected
Tap to turn off USB debugging

P Android Syste... + USB file transfer turned on v

CLEAR ALL

Manage notifications

P Android System

USB debugging connected
Tap to turn off USB debugging

P Android Syste... » USB file transfer turned on v

Manage notifications CLEAR ALL

P Android System

USB debugging connected
Tap to turn off USB debugging

P Android Syste... + USB file transfer turned on v

Manage notifications CLEAR ALL

4) The device boots up and the application CipherLab OS Upgrade automatically launches
to start the upgrade process.

CipherLab OS Upgrade CipherLab OS Upgrade CipherLab OS Upgrade

0%

Full-RK25.GMS.8040.20211108
Checking validity...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade

77%

Full-RK25.GMS.8040.20211108
Preparing for installation...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.

100%

Full-RK25.GMS.8040.20211108

Being processed...
Device will shut down.

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.
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Note:

(1) Once the upgrade starts, stay on CipherLab OS Upgrade main screen. DO NOT switch to
another app or screen.

(2) The app "CipherLab OS Upgrade" checks for the device free storage space at the very
beginning. if it doesn't meet the minimum storage requirement (5GB free storage
space), a warning message appears and the OS upgrade process stops. Free up the
space before launching "CipherLab OS Upgrade" for OS upgrade again.

Storage space not enough

The free space of storage in this
device is not enough for system
upgrade. Please free up space
first before starting upgrade.

EXIT

5) The upgrade process takes a while to install the necessary pacakges, shut down, update
system, and then reboot automatically after finishing installation.

Android system update
(, Processing the update package...

Your phone will shut down.. | ]

61



CipherLab OS Upgrade Instruction Manual

SUCCESSFULLY UPGRADED

he device restarts after the installation. The upgrade is completed, and the OS of your
device is now the version you would like to upgrade. For example, if your device is upgraded

to Android 11, then you can check it by accessing App Drawer | Settings E)] | About

Phone | Android version (see the figure below). Different device models may have a
little different accesses.

[

controls
< About phone Q < Android version
(m) Voice
b4 Android version
SIM status 1
Not available
ﬂ Headset Playback
il Android security update
Model October 5,2021
RK25

Digital Wellbeing & parental

controls Google Play system update
Screen time, app timers, bedtime IMEI August 1,2021
schedules

Android version Baseband version

E Google 1 Unknown
Services & preferences

Device ID Kernel version
System B01129211211022194001111111000-1.20.8 4.9.227-perf
Languages, gestures, time, backup #1 Mon Nov 8 17:02:03 CST 2021
IP address
About phone 172.16.1.179 Build number
RK25 fe80:ee4f125:647c:f38a RK25.GMS.8040.20211108
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Chapter 4

UPGRADE THROUGH WMDS TASK

This chapter gives the detailed description about the steps of OS upgrade by WMDS
(Wireless Mobile Deployment System).
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4.1 PRELIMINARY

WMDS (Wireless Mobile Deployment System) is a windows-based server program that can

deploy the configuration projects created by ADC (Android Deployment Configurator) to
Android devices through wireless network.

The followings are required if you'd like to upgrade the device OS through WMDS:

= WMDS Program

Please install the latest version of WMDS program on your PC, and confirm that your PC
have at least 8 GB RAM or greater for WMDS to propperly work.

Download the latest version of WMDS program and the user guide from:
https://wmds.cipherlab.com/WMDS

= ADC Program

Make sure that you’ve installed ADC on your PC, and the version of your ADC program must
be 1.2.8 or later.

The latest version of ADC program and the user guide can be downloaded from:
https://wmds.cipherlab.com/ADC

. ADC Project for OS Upgrade

The ADC project for OS upgrade must contains CLOSUpgradeKeys.txt, CipherLab OS
Upgrade apk file, and the dedicated OS image file. Please refer to Creat a New ADC
Project, Configure Device Settings, and Settings on ADC Main Screen for how to configure an
ADC project for OS upgrade.
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4.2 CONNECT THE DEVICES TO WMDS SERVER

To successfully upgrade the device OS to Android 11 through WMDS task, you need to build
up the connection between WMDS server with the devices to be upgraded.

& WMDS - [} X —
=  WMDSAgent R
i Mobile Deplo System
i e
7
! | Task Name Task Content Task Status Device Cnt Schedule The status of last task deployment |
—5 General | Task Detail
% é Device Group | All Ml Manage Device Group
Pt — 00DO17BECAF7
o Message o] | Device UID | Device IP Serial Number | Device Name
| 1 ODDD17BECAF7 192.168.162.102 RK25(Android 11
o Project 1 = . RK25
9 Project 10
. [ The device is connected to the server l
Q Project 11 - -
R ss—— Dy EO BRI O ST
Server [P 19216816273 - [4668 BroadcastTo @ 0.0.00 | Maximum device allowed @ g

4.21 WMDS APPLICATIONS ON DEVICE

£
3

Through the app "WMDSAgent { " on the device, the co

nnection to WMDS server can be

established. Please check whether the version of your WMDSAgent is up-to-date by

=,

“WMDSInstaller ’@

" in advance.

WMDS INSTALLER

The built-in application "WMDSInstaller” is for obtaining the latest WMDS Agent version
over the Internet and then perform auto-installation of “WMDSAgent":

~ o

1) Launch the built-in app “WMDSInstaller ]£
allow the permission request.

(g

" and
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Allow WMDSInstaller to update WMDSAgent by tapping on “OK” within the countdown

2)
time limit.

WMDSInstaller

WMDSAgent has new version! Do
you allow to upgrade Agent?

[LL@J

OK

CANCEL (12)

3) The update process starts, and your device will automatically restart right after the

update.
< =  WMDSInstaller <

=  WMDSInstaller
® Connect to Server

® Connect to Server

® Download Agent ® Download Agent
10% 100%

-~ ® Install Agent
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Launch the app "WMDSAgent 7 after its update. You may have to grant the permission

first.

.

Allow WMDSAgent to make
and manage phone calls?

ALLOW

DENY

Please enable the notification

background.

©

Allow WMDSAgent to access
this device's location?

ALLOW ALL THE TIME

ALLOW ONLY WHILE USING THE APP

DENY

O

Allow WMDSAgent to access
photos, media, and files on
your device?

ALLOW

DENY

settings of WMDSAgent, and allow WMDSAgent to run in the

& Settings

)
~
[

WMDSAgent

CATEGORIES

Allow notification dot

battery life.

67
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Now you enter the main screen of WMDSAgent, and the connection status shows as Offline.
The status turns to be Online once you establish the connection to WMDS server by setting
Server Location and Wi-Fi Setting.

=  WMDSAgent Q &

RS35
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4.2.2 CONNECT TO NETWORK

To connect the device to the network segment of WMDS server, you can search the Wi-Fi
network on your device and add the network.

The path to Wi-Fi network configuration on RK25 mobile computer is as follows. Different
device models may have a little different accesses.

App Drawer (All Apps) | Settings ﬂ | Network & internet o | Wi-Fi '

OR
1) Generate a set of barcodes from WMDS Server as a Wi-Fi profile.

JIW| WiFi Barcode

=3

Barcode
Network Name
Barcode 1
Testing
Security Type
WPAZ-Persanal -
Encryption Type Barcode 2

AES [-]
1
Network Security Key i
| ...... 1 | B

Show Characters

| Clear |

4| lil
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2) Tap to open WMDSAgent menu and select "WIFI Setting”. Scan the Wi-Fi profile
barcodes to get the Wi-Fi settings done.

I
D)
R

=

Wireless Mobile Deployment System
(Agent)

Device Info

1oG Device Log

Offline o

(I Server Location(Barcode)

Server Location

| WIFI setting

~ DeviceName
RS35
- ConmectedDate
& WIFI Setting a & WIFI Setting B
Please Scan WiFi-Setting Barcode Please Scan WiFi-Setting Barcode
|
2/2
o 1 (L0 R

e 2 (IR

——
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To manually input the WMDS Server address in WMDSAgent:

1) On your device, tap on the button 9 on the action bar to enter Server Location page:

=  WMDSAgent v M& Server Location 11l

Please Input Deployment Server IP/URL

ah
-

4668

Please Input Deployment Server Port

Offline

RS35

CONNECT TO SERVER

2) Check “Server IP” on the bottom left corner of WMDS program screen, input the server
IP into the fields “Please Input Deployment Server IP/URL” and “Please Input

Deployment Server Port”.

& WMDS

&

Server Location

SEEEEEEEEEEEEEEEEEEEEEEEEEER
:Pleaselnput Deployment Server IP/URL
.

2 192.168.162.73

= 4668

.
: Please Input Deployment Server Port

BT

) | Task Name Task Content | Task Status ]l

I'i General | Tosk Detail

é Device G
Project Message | E

. ) é] ' 00D
. Project 10

Server IP [192.168.162.73 B
J

CONNECT TO SERVER

% I

last task deployment

Device Nai

allowed @
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3) Tap on “CONNECT TO SERVER”, and the connection status becomes Online with a hint
message “The device is connected to the server” shown on the main screen.

& Server Location 1]} = =  WMDSAgent &

Please Input Deployment Server IP/URL
192.168.162.73

Please Input Deployment Server Port

4668

CONNECT TO SERVER

00D017B9765F

RS35

- The device is connected to the server -

[ VP B VRV RV N T

You can check your WMDS program on PC, and now this device is on the device list.

& WMDS — O x

) | Task Name Task Content | Task Status Device Cnt Schedule The status of last task deployment

& seereeers 2

.3 Q DEViCEGrDUF‘ ‘A" I:’-':-“-:f" Jevice G H
Project Message ?.[Dm.“.um.]Dm“.lp..{.sﬂa.mum].w““‘m.,‘
-] =] 00DO17BECAF7 192.168.162.102 RK25(Android 11) :
. Project 10 I ‘,E
Server IP {192.168.162.73 |: 4668 | BroadcastTo @ [0.0.00 | Maximum device allowed @
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Also, you may generate a set of barcodes from WMDS program as a server IP profile for the
device to scan to apply.

|| Server Barcode pY
)
=3
General Barcode
Barcode 1
Deployment Server
@ Use the default settings
192.168.162.73 =
Use the custom settings
4 Barcode 2
[= £
b ‘ “ HHHHH ||“|‘||“H‘“ |“ ““H““H“N““N““ “ ‘“
4| I »
'?/ & Server Location = = & Server Location = = =  WMDSAgent &
[
Please Scan Server Barcode Please Scan Server Barcode _
Wireless Mobile Deployment System
(Agent)
1/2
Device Info 1 ||I””|III||II |II” IIII
Lﬁ Device Log
9 Server Location
H'"" Server Location(Barcode) y
.
> WIFI Setting
o About
Device UID
[T " 00D017B9765F
Device Name
RS35
Deployment IP
The device is connected to the server
Note:

(1) The PC where WMDS program is installed and the devices should connect to the same
network and the PC should be discoverable by other devices on the connected network.

(2) Please refer to WMDS User Guide for Android for the details about how to build up the
connection between the device and WMDS server if there is more than one WMDS server

in a network.
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4.3 ADD A WMDS TASK

Please follow the steps below to add a new WMDS task for OS upgrade:
1) On WMDS program, synchronize your ADC (Android Deployment Configurator) projects

by locating ADC location from Preferences | Preferences | General tab page.
[ Preferences *

v X

General = Network

Choose a display language

English []

[ Add || update || Delete

Data Location

CACipherLab\WMDS | Browse.. |
ADC Location
C:\CipherLab\ADC ‘ Browse... ‘

Auto clear Task-Status at Startup
Auto clear generated reports
@ Auto backup WMDSData 20[5

Read only

2) Once synchronization is completed, all your ADC projects are displayed on Project panel
under General.

& WMDS — O X

Wireless Mobile Deployment System

Tock % I
Task Name Task Content Task Status Device Cnt Schedule The status of last task deployment
=TT A

@2 General | Task Detail ]
g @ é l Deé{ice Group |All Ml Manage Dewvice Group -
E Rt Message ] DE Device UID Device IP Serial Number Device Name
i’ — i - ﬂ:lE 00D017B9765F 192.168.162.117 FW12130001142 RS35{Android 10)
H = £ 00D017B99261 192.168.162.147 FW12150001063 RS35(Android 10)
0 Project 10 CIE 00D017B890593 192.168.162.56 FW12090000525 RS35{Android 10)
Server IP |192.168.162.73 ‘ : 4668 BroadcastTo @ !b.C.C.C Maximum device allowed & 3z
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3) From Project panel, select the ADC project which is for OS upgrade, and then select the
device(s) you’d like to upgrade from the device list.

& WMDS O X
MVireless Mobile Deployment System
- B - -6 -
"2 B
| TaskName | TaskContent | TaskStatus | Device Cnt ' Schedule | The status of last task deployment
=TT A
|. General ITask Detail
E;d g Device Group |All -
e Message  1® | Device UID | Device P | Serial Number _ Device Name
. Project 9 Y17 oopo17B9765F 192.168.162.117  FW12130001142 RS35(Android 10)
£ 00D017B99261 192.168.162.147  FW12150001063 RS35(Android 10)
@ RK250SUpgrade 9o £1 00DO17B90593 192.168.162.56 . 2
6 RS35 Configuration — |‘
4| il | »
Server|P [192.168.162.73 |: 4668 | BroadcastTo @ [0.0.00 | Maximum device allowed @ A

=15

4) Click on the button “Add Task ” to open “Task” window.

Tl | Task Name | Task Content | Task Status | Device Cnt  Schedule | The status of last task deployment
L
|. General I Task Detail
-33« g Device Group |All v
Progect Message  1® | Device UID | Device P | Serial Number Def 4 oz —
@ rrojecto a5 ocopot7Bo7eSF 192168162117 FW12130001142 RS3 , Q We | [V 3
00D017899261 192.168.162.147  FW12150001063 RS3 ﬁ

e RK250S Upgrade (9t 7 . 000017890503 192.168.16256  FW12000000525 RS3 =
é E— 4 00DO17BECAFT 192.168.162.102  FJ1186A000760 RK25(Android 9)
q i | » Al

Server IP [192.168.162.73

|« [4668

BroadcastTo & I 0.0.0.0

Maximum device allowed @
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5) On Task tab page of “Task” window, enter the £ Task O X
Task Name and select "ADC Project” as “Task v x
Type”. : "
Task ‘De\m:e Option  Schedule
You may go through other tab pages to: Task Name
- Add more devices into Task-Device RK25 OS Upgrade (9 to 11)-Task
Select List. [oskType |
- Define whether this task will perform —
configuration deployment to one device Mg il
after another or to all at the same time.
= Arrange this task to be performed at a i’
particular time. | RK25 OS Upgrade (9 to 11)
Name Value
PropectNune RK25 OS Upgrade (9 to 11)
Device Model RK25
Operating System Android
Reader Module 2D Reader (MR4750)
Keypad Type Eu(28 Keys)

6) After specifying this task, click on the button “"OK V to synchronize the project.
Please wait a moment while synchronization.

= WMDS - Il X
i Mobile Deployment System
- Task O X
= v X h
Task ‘Device Option  Schedule
Task Name
| 2
= | Task Name | Task Content | Task Status | Device ( IOS Upgrade for RK25 l
[0S Upgrade for... ADC-Project [RK... Wait
|TaskType I
F T Y Message ® ADC-Project
: /1, Waming: Synchronize Project(s) =
'T_- -Genml-{-TaskDeuﬁ----------" ADC-Project
e RK25 OS Upgrade (9to 11 v
| Y : é Device Group | All ' Rl ‘ |
‘ Project | Message " | Device UID Tp| M e B
@ proiecto ~ 2| F1 00D017B976SF 19| Project Name E—
Device Model RK25
1| 00D017B99261 19 o . Fereer
! perating System ndroi
@ RK25 OS Upgrade (9 to 1 00D017890593 19
Reader Module 2D Reader (MR4750)
il ﬁ RS2S Confinuratinn M “ m ] Keypad Type Eu(28 Keys)
Server IP {192.168.162.73 |- [4668 | BroadcastTo @ [0.0.0.0 Maximum device allowed €@ =
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7) Synchronization is finished, and the setting buttons “Synchronize Project(s) @” and

“Deploy @” on toolbar are available. Now the task is ready for deploy.

— O K
2y SLEm
B-T-0-
: i3
©1 | Task Name | Task Content Task Status | Device Cnt | Schedule | The status of last task deployment
| OSUpgradeforRK25 ADC-Project [RK25 OS Upgrade (9to 11)] Wait ) No Schedule
T
r. General | Task Detail
f:d é Device Group | All = Manage Device Group
Repect Message “ | Device UID Device IP Serial Number ' Device Name '
_-— § - . [] 00DO17B9765F 192.168.162.117 FW12130001142 RS35(Android 10)
6 Project 9 [l  00D017B99261 192.168.162.147 FW12150001063 RS35(Android 10) =
[ 1l  00D017B90593 192.168.162.56 FW12090000525 RS35(Android 10)
'RK25 OS Upgrade (9 to 11 :
i - ) 1 ODDO17BECAFT 192.168.162.102 'FJ1186A000760 'RK25(Android 9)
il
@ Rs35 confiauration st

Server P [192.168.16273

| {4668

| BroadcastTo & |0.0.D_0

Maximum device allowed & q =

77



CipherLab OS Upgrade Instruction Manual

4.4 0OS UPGRADE BY DEPLOYING WMDS TASK

To upgrade the device OS by deploying WMDS task:
1) On WMDS program, select the task which is for OS upgrade by checking the checkbox,

and than click on “Deploy L’) on toolbar.

& WMDS - O X

s|ess Mobile Deployment System

B 2
[ Th
¥ | Task Name Task Content Task Status | Device Cnt | Schedule The status of last task deployment
W Upgrade for RK25  ADC-Project [RK25 OS Upgrade (9 to 11)] Wait 1 No Schedule

@ General | Task Detail

Ej é Device Group | All Al Manage Device Group | ;‘
Project Message | | Device UID Device IP Serial Number Device Name
- : : 00D017B9765F 192.168.162.117 FW12130001142 RS35({Android 10)
O Project 9 00D017B99261 192.168.162.147 FW12150001063 RS35(Android 10)
00D017B90593 192.168.162.56 FW12090000525 RS35{Android 10)
e P — = " DDDO17BECAF7 192.168.162.102 FJ1186A000760 RK25(Android 9)

L) RS35 Configuration

Server 1P [192.168.162.73 |: (4662 | BroadcastTo @ [0.0.00 | Maximum device allowed @ | 1 ‘—1
2) A Task Status Manager window pops out. This window displays the deployment progress

as well as their results by device. You can have certain tasks performed on selected
devices again by clicking on “Redeploy” or simply stop a deployment task by clicking on

“Stop”.
7] Task Status Manager | X
{FJ Redeploy m Delete L Report
Device UID Device Name Task Name Progress The status of device deployment
O0DO17BECAF7  RK25(Android9)  OS Upgrade for RK25 ! 0% | (Not allowed) ]

L . ]
3) It will take some time to deploy the task.
The task duration is affected by those variables:

®=  Task device amount
. The network bandwith in your enviroment
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. The hardware level of your WMDS server

4) The device will automatically reboot upon deployment is completed. After booting up,
the application “CipherLab OS Upgrade” is launched for automatic OS upgrade process.

Please note that CipherLab OS Upgrade checks for

the device free storage space at the very beginning. Storage Space not enough

If it doesn't meet the minimum storage

requirement (5GB free storage space), a warning The free space of storage in this

message appears and the OS upgrade process device is not enough for system

stops. Free up the space before launching upgrade. Please free up space

"CipherLab OS Upgrade" for OS upgrade again. first before starting upgrade.
EXIT

L.

5) The upgrade process takes a while to install the necessary pacakges, shut down, update
system, and then reboot automatically after finishing installation.

CipherLab OS Upgrade CipherLab OS Upgrade

0% 100%

H Your phone will shut down...

Full-RK25.GMS.8040.20211108

Being processed...
Device will shut down.

Full-RK25.GMS.8040.20211108
Checking validity...

To avoid upgrade failure, please stay on this ) ) )
screen and do not remove battery or turn off To avoid upgrade failure, please stay on this
the device during upgrade. screen and do not remove battery or turn off
the device during upgrade.

Note:

Once the upgrade starts, stay on CipherLab OS Upgrade main screen. DO NOT switch to
another app or screen.

SUCCESSFULLY UPGRADED

The device restarts after the installation. The upgrade is completed, and the OS of your
device is now the version you would like to upgrade. For example, if your device is upgraded

to Android 11, then you can check it by accessing App Drawer | Settings ﬂ | About
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Phone | Android version (see the figure below). Different device models may have a

little different accesses.

WA controls

[ D) Voice
&
(ﬁ[} Headset Playback

Digital Wellbeing & parental
controls

Screen time, app timers, bedtime
schedules

B Google
Services & preferences

System
Languages, gestures, time, backup

E About phone

& About phone Q

SIM status
Not available

Model
RK25

IMEI

Android version

11

RK25

Device ID
B01129211211022194001111111000-1.20.8

IP address

172.16.1.179
fe80::eedf125:647c:f38a

& Android version

Android version
11

Android security update
October 5, 2021

Google Play system update
August 1, 2021

Baseband version
Unknown

Kernel version

4.9.227-perf
#1 Mon Nov 8 17:02:03 CST 2021

Build number
RK25.GMS.8040.20211108
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Chapter 5

UPGRADE WITH REMOCLOUD

This chapter introduces how to upgrade your device OS to Android 11 by deploying the ADC
project through ReMoCloud.
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5.1 PRELIMINARY

ReMoCloud is the EMM (enterprise mobility management) service provided by CipherLab.
By enrolling your device(s) to ReMoCloud, the default applications “CipherLab OEMConfig”
and “CipherLab ADC Module” will be installed onto your enrolled device(s). With these 2
apps, you are able to deploy the ADC (Android Deploy Configurator) project settings to your
enrolled devices through ReMoCloud. Please refer to ReMoCloud User Guide for Android
and CipherLab OEMConfig SOP for further introduction.

The necessary items for upgrading OS through ReMoCloud are:

. ReMoCloud Account

Please contact your local sales representative for account application via
https://remocloud.cipherlab.com/AccountRequestForm and login to ReMoCloud website
(https://remocloud.cipherlab.com/login ) after getting your ReMoCloud account and
password.

. ADC Program

Make sure that you’ve installed ADC on your PC, and the version of your ADC program must
be 1.2.8 or later.

The latest version of ADC program and the user guide can be downloaded from:
https://wmds.cipherlab.com/ADC

. ADC Project for OS Upgrade

The ADC project for OS upgrade must contains CLOSUpgradeKeys.txt, CipherLab OS
Upgrade apk file, and the dedicated OS image file. This ADC project should be
compressed and then uploaded to your cloud storage.

Please refer to CipherLab OEMConfig SOP for how to create the URL for downloading the zip

file you uploaded to the cloud storage.
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5.2 ADC PROJECT SETTINGS

Follow the steps described in Creat a New ADC Project, Configure Device Settings, and
Settings on ADC Main Screen to configure the ADC project for OS upgrade.

& Android Deployment Configurator
1) Launch your ADC program on _on 3
PC and load the project for OS L x 7 @
upgrade. B

Select an existing project:
Project Name Project location

Project 7 C:A\CipherLab\ADC\Project 7

Project 8 (for RS51) CA\CipherLab\ADC\Project 8 (for RS51)

Project 9 C\CipherLab\ADC\Project 9

RK25 OS Upgrade (9 tc  C:\CipherLab\ADC\RK25 OS Upgrade (9 to 11)

RS35 Configuration CA\CipherLab\ADC\RS35 Configuration

Show dialog at Startup

2) Please pay attention that if the version of your ADC is 1.3.0 or later, you must set
“"Execution Conditions” as Right Away and check the checkbox “"Execute Once”.

.

v X

Type
Auto Installation & Auto Run & Auto Permission -

Bl - CiCipherlab\CipherLabOSUpgrade _v1.0.6.apk .

All Permission
O Device Admin

O Install Unknown

Execution Conditions  Right Away -

Execute Once
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3) On ADC main screen, uncheck the checkbox of “Reboot after Deployment”.

<% RK25 OS Upgrade (9 to 11) - m} X

©0 e

Android Deployment Configurator:

JEBEBJER®E / b

Specify your deployment task(s)

D>

O Al Device Configuration

General Options Application Options
File Transfer [ Barcode Reader
Auto Installation [ Button Assignment
Auto Run [ Terminal Emulation
Auto Permission O Applock
O wireless Manager O software Trigger
O wi-Fi Settings ] Enterprise Settings
O cellular Data [ sip Controller

[ System Settings .

[0 Reboot after Deployment

4) Save the project by clicking “Save B on toolbar, and then click “Compressed Project

Files ™" to open “Compressed project files” window.

%% RK25 OS Upgrade (9 to 11)

Andro’ i"\eployment Configurator

HE o R (@

Specify your deployment task(s)

©09e

o

A

[ All Device Configuration £ Compressed project files.~ b

General Options x

File Transfer

Auto Installation Enter a name for the new compressed file

Auto Run

Auto Permission 0/128

[ Wireless Manager Choose the type of execution

O wi-Fi Setti .
T eerings ® Only compress files
[ cellular Data

O Compress files and upload Google drive .

Use exist credentials 3

[ system Settings

The upload and download file strategy was defined by

[ Reboot after Deployment - ) !
Google and it cannot be ruled out that disabled in the future. &
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5) On “Compressed project files” window, % Compressed project files X
enter the file name, choose “Only

compress files”, and click on “OK v U x

Enter a name for the new compressed file

RK25 OS Upgrade

15/128

Choose the type of execution

® Only compress files

O Compress files and upload Google drive
Use exist credentials

The upload and download file strategy was defined by
Google and it cannot be ruled out that disabled in the future.

“~
6) After the compression is done, click on “Open ADC Folder |” to find and access the
folder of the project for OS upgrade.

%% RK25 OS Upgrade (9 to 11) — | X

Android Deployment Configurator

Specify your deployment task(s)

D All Devire Canfiauration

+ | ADC — U X
Home Share”  View v o
. 1T < Windows (C:) » Cipherlab » ADC v [&] £ Search ADC
v
I Desktop ~ Name Date modified Type Size ~

Documents Frojece 11 IfL N UL T L1044 FIVE rue romaer
Project 12 (no sync) 5/27/2021 2:13 PM File folder

= ¥ Downloads J Y )
0 _ Project 14 5/26/2021 2:23 PM File folder
O & Music Project 22 5/27/2021 2:33 PM File folder
g = Pictures Project 23 12/10/20212:17PM  File folder
& Videos Project for RK25 5/11/2021 1:34 AM File folder
O+ ...,fl Windows (C:) RK25 OS Upgrade (9to 11)  12/20/2021 10:11 AM File folder
) RS35 Configuration 5/19/2021 11:42 PM File folder

¥ Network .
W ToBarcodel og.txt 6/11/2021 12:52 AM Text Document 204 KB v

18 items 1 item selected
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7) The zip file you just created is in the project folder. Upload this zip file to a server where
you can access it on the internet. For example, put this file to a web server and then you

can access it via HTTP/HTTPS protocol.

== B RK25 OS Upgrade (9 to 11) — O X
Home Share View Compressed Folder Tools o
&« v P « ADC » RK25 OS Upgrade (9 to 11) v (&} /2 Search RK25 OS Upgrade (9 to 11)
s
I Desktop “ Name Date modified Type Size "
Documents || Frogrdrmnme.json 1£f VUL 00U FIVI JOUN e I KD
[ ] ReaderSettings.json 12/17/2021 6:30 PM JSON File 1KB
& Downloads
BB RK25 0OS Upgrade zip 12/17/2021 6:45 PM WIinRAR ZIP ... 1,521,604 KB
d Music {7 sIpjson 12/17/2021 6:30 PM JSON File 2K8
=] Pictures [ SoftwareTrigger.json 12/17/2021 6:30 PM JSON File 1KB
E Videos D SystemSetting.json 12/17/2021 6:30 PM JSON File 2 KB
£ 7 Windows (C:) D TE_settings.json 12/17/2021 6:30 PM JSON File 12 KB
) 0 WiFijson 12/17/2021 6:30 PM JSON File 4 KB
¥ Network
v D WirelessManager.json 12/17/2021 6:30 PM JSON File 1KB v
29 items 1 item selected 1.45 GB =
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5.3 REMOCLOUD PROFILE FOR OS UPGRADE

Log in to your ReMoCloud account and then go to “Profile” page to configure your profile
settings or create a new profile for OS upgrade.

verified by Google EMM

O Remember Me
By clicking SUBMIT button to login CipherLab ReMoCloud, you
acknowledge that you consent to the Terms and Conditions and
CipherLab's Privacy Policy.

SUBMIT

Request Account

Forget Password

Hi,JohnSmith @A M &

Profile remocioud profile List

Add Profile Assign Profile Copy Profile

DEPLOYMENT
Profile Name Enroll Device Status Version Last Edit Time

O Profile Number
ENROLL
_ Profile_1 2 Activated 3 2021/12/09 10:26
& Enroll D

ml Profile_2 0 Inactivated 2 2021/12/16 16:12
MONITOR
] m]' Profile_3 0 Inactivated 1 2021/12/16 16:14
¥ Group ml Profile_5 0 Inactivated 0

W Testing 0 Inactivated 0

SUB ACCOUNT

USER LOG

=
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You may edit an existed profile or create a new one for OS upgrade.

To create a new profile:

1) On Profile page, click on the setting button “Add Profile”:

Hi,JohnSmith @& K& & ?

# Profile remocloud Profile List

)
Add Profile Assign Profile Copy Profile

Profile Name Enroll Device Number Status Version Last Edit Time
s Sy

.‘a‘-
- Profle_1 Please input profile name

ﬁ Profile_2
B ﬁi Profile_3 Profile Name: ‘ ‘

ﬁ Profile_5

i

m] Testing

2) Enter a profile name in “Please input profile name” pop-up window, and then “Submit”
to create it.

Please input profile name

Profile Name:  |Upgrade_to_Android_11 |

_
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3) The profile is now created. Click on the profile name to enter its “Profile Information”
page for further editing this profile.

Hi, John Smith @ [

& Profile remocloud Profile List

O
Add Profile Assign Profile Copy Profile
=

0 Profile Name Enroll Device Status Version Last Edit Time
Number
[+ Profile_1 2 Activated 3 2021/12/09 10:26
at w Profile_2 0 Inactivated 2 2021/12/16 16:12
E ——
m Profile_3 0 Inactivated 1 2021/12/16 16:14
‘m Profile_5 0 Inactivated 0
m Testing 0 Inactivated 0
[m Upgrade_to_Android_11 0 Inactivated 0

Hi, John Smith @ M

o ¥ ..
L Profile Information reMocloud Profile Information
= Profile: Upgrade to Android 11 version:

- App  Device Settings
0
I e =
.‘_2
a
=
App Name Package Name App Permissions Manage Config
CipherLab com.cipherlab.oemconfig.common Edit Edit
OEMConfig
CipherLab Device sw.programme.devicehealth Edit
Health

89



CipherLab OS Upgrade Instruction Manual

5.3.2 EDIT THE PROFILE FOR OS UPGRADE

On “Profile Information” page, you have to get the necessary configurations of “Device
Settings” and the default app “CipherLab OEMConfig” done:

DEVICE SETTINGS

The profile should set as "Unmanaged Mode” for “Play Store Mode”, and you also have to
allow the device(s) which applies this profile to install unknown apps:

1) Click to enter Device Settings | Functionality:

HiJohnSmith # & & ? @

Profile Information remoCloud profile Information
Profile: Upgrade to Android_11 Version:

App Device Settings b
I

Functionality Permissions Applications Bluetooth User Setting Wallpaper

Time Setting UsB Network Lock Task Security

Allow Screen Capture: @ o«

Allow Camera: @ «©

Allow Adjust Volume: @ o«

Allow Keyguard: @ O

Keyguard Disabled Features: @ OCamera
ONotifications
OTrust Agents

OUnredacted Notifications
URemote Input

Lnock @rraan Maccana: [
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2) On “Functionality” tab page of “Device Settings”, scroll down to find “Play Store Mode”,
and select “Unmanaged Mode"” from the drop-down menu.

HiJohnsmith #W & & ? @

E

Profile Information remoCioud Profile Information

= Profile: Upgrade to_Android_11 version:
- App  Device Settings

|
I
."5
~ Permissions Applications Bluetooth User Setting Wallpaper
& Time Setting USB Network Lock Task Security
=

AIVW SRIP FIT2L W28 M. v

¢ Play Store Mode: @ Managed Mode  vEManaged Mode
PR NN R R R RN NN EE AN NN NN EEEEENEEEEENEENEEEEEEEEEEEEEEEEEEEES) Unmanaged Mode
Allow Mount Physical Media: @ [ @)

Allow Remote Desktop: (i}

Sync Profile Information to Device: @ 0

3) Go to “Security”, and click to turn on the switch of “Allow Install Unknown Apps”:

HiJohnsmith # & & ? @

E

Profile Information remocloud Profile Information

= Profile: Upgrade to_Android 11 version:
- App Device Settings

0

Functionality Permissions Applications Bluetooth User Setting Wallpaper

[
& Time Setting usB Network Lock Task
55
WIdA 1THIE WU SuUIcell LUGR [DELUNIU). © Nohne hd
Allow Factory Reset: @ ©
: Allow Install Unknown Apps: @ o« :
Location Mode: @

Compliance Rules Block After Days: €@ ‘

Compliance Rules Wipe After Days: @
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4) Before leaving this profile by clicking on “Back” button, make sure to click on “Save”

button to save the changes, or arrange the effective time by “Schedule” to make the
settings take effect.

HiJohnsmith @® & & ? @

bl Profile Information renocioud profile Information
Profile: Upgrade_to_Android_11 version:
= App Device Settings
o : :
& ", ;
o Functionality Permissions Applications Bluetooth User Setting Wallpaper
& Time Setting usB Network Lock Task
B
WIdA 11INE 10U Suleell LUGA [SELUliU). v None A
Allow Factory Reset: @ «©
Allow Install Unknown Apps: € [ @)
Lnecatinn Maorda-: £ L1 ol PN
OEMCONFIG

Through “CipherLab OEMConfig”, the derived ADC project settings can be deployed to your
enrolled devices which apply this profile.

Hi,JohnSmith @# K~ & ? @

* Manage App Conflg Manage App Canfig

CipherLab OEMConfi

v  DeployFromZip

Deploy From Zip Control ()

v Control Options

Deploy From Zip Control

https-//drive google com/file/d/1anYum45gV1uUjn64IMhGYmhUKENKVSOy/view?usp=sharing|
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1) On “App” tab page, click on “Edit” under “Manage Config” of the default application
“CipherLab OEMConfig” from the application list.

Hi,JohnSmith @A & & ? @

Profile Information remocioud profile Information
= Profile: Upgrade to Android_11 version:

= App Device Settings

a0
Add App WildCard Settings Schedule

Installed Apps Block List Apps

E Y

e

& Notice: To hide the app and restrict its installation from Google Play Store on the enrolled

B device(s), please add it to "Block List App".
App Name Package Name App Permissions Manage Config
CipherLab OEMConfig com.cipherlab.oemconfig.common Edit Edit
CipherLab Device Health  sw.programme.devicehealth Edit

2) You will enter *Manage App Config” page of “CipherLab OEMConfig”, and here you can
expand the functions for further settings.

Hi, Johnsmith @A &M & ? @

® Manage App Config Manage App Config
= CipherLab OEMConfig

;

>  DeployFromZip

> Wireless

>  Wi-Fi Advanced

> Display

b Suetoam | annnana
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3) Expand “DeployFromZip”, and enable the switch of “Deploy From Zip Control”.

v DeployFromZip

Deploy From Zip Control ()

>  Control Options

4) Expand “Control Options” to enter the link for accessinng the zip file of your ADC project
for OS upgrade to the field “Deploy Settings from Zip File”.

v DeployFromZip

Deploy From Zip Control ()

~  Control Options

Deploy From Zip Control

:]https:a'a'd rive.google.com/file/d/1anYum45gV1 uUjn64IMh GYmhUKENKVS Oy/view?usp=sharing|
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5) Click on "OK” to save the settings and return to “Profile Information” page. Be sure to
“Save” or “Schedule” the changes of this profile.

Hi JohnSmith # & & ? @&

&

Manage App Config manage app config
CipherLab OEMConfig

N

v  DeployFromZip

Deploy From Zip Control ‘:)

m

~  Control Options

Deploy From Zip Control

https://drive.google.com/file/d/1anYum45gV1uUjn64IMhGYmhUKENKYS Oy/view?usp=sharing|

Hi,JohnSmith @® &M & ?

Y

Profile Information RremoCloud Profile Information

Bl Profile: Upgrade_to_Android_11 version:

= App Device Settings

) 4

eUENNEEEEEEEEEEEEEENEEENEN,

L ‘sssssssssssssEmEnnnnnnn?
o Installed Apps Block List Apps

& Notice: To hide the app and restrict its installation from Google Play Store on the enrolled
device(s), please add it to "Block List App".

E
App Name Package Name App Permissions Manage Config
CipherLab Device Health  sw.programme.devicehealth Edit
CipherLab OEMConfig com.cipherlab.oemconfig.common Edit Edit

95



CipherLab OS Upgrade Instruction Manual

5.4 DEPLOY CONFIGURATIONS TO DEVICE FOR OS UPGRADE

The device(s) which applies the profile makes use of the profile configurations, and
therefore the profile you set for OS upgrade helps you to easily upgrade multiple enrolled
devices at a time. If the device you'd like to upgrade its OS doesn't utilize the profile you set
for OS upgrade, you may:

= Enroll the device:

The device to be upgraded is not on your ReMoCloud device list, and you can get this device
to be enrolled in with the profile you set for OS upgrade. This device will apply this profile
right after it is successfully enrolled, and the upgrade configurations will be deployed
automatically.

Please note that the device to be enrolled should be reset to factory default for enrollment
purpose, thus remember to back up the important information stored on your device
beforehand.

= Assign the profile to the enrolled device:

For the enrolled device which doesn’t apply the profile you set for OS upgrade, please
assign the profile to this device, or assign the profile to the group this device belongs to.
For the detailed functions and operation, please refer to ReMoCloud User Guide for
Android.

96


https://www.cipherlab.com/en/download-c2230/ReMoCloud.html
https://www.cipherlab.com/en/download-c2230/ReMoCloud.html

Upgrade with ReMoCloud

5.4.1 ENROLL DEVICES

If you would like to upgrade the device OS through ReMoCloud, confirm that your device to
be enrolled is with GMS certificated. ReMoCloud is not applicable for non-GMS devices.

ON REMOCLOUD

You have to get the enroll code for your device to enroll. Please click to enter “Enroll Device”
page, and follow the on-screen steps:

verified by Goagle EMM

HOME

# Dashboard

DEPLOYMENT

O Profile

—R A
(TR .

2 Enroll Device

VI U

Hi,JonsSmith @® & & ? @
Enroll enroll Device

QR Code Generator
Step 1.Please select a profile:
|Upgrade_to_Andr: v |

Step 2.Enable the default system apps:
|Yes v]

Step 3.Select whether the device to be enrolled is
with camera:
|Yes v]

Step 4.Enable Mobile Network:
No v

Step 5.With the default Wi-Fi (Only support Android

SUB ACCOUNT 9.0+):
|Yes v]
& Manage
USER LOG SSID: |Tm-ng |
B Use SECURITY_TYPE:
PASSWORD: @ | |®
Enroll Code:
HIDDEN SSID: OFF v

Step 6.Click the button below to generate QR code
for enrollment.

Show Enroll Barcode

Generate

1) Select the profile you set for OS upgrade from the drop-down menu.

2) Decide whether to enable the default system apps.

3) Choose whether the enrolled device is with camera.

4) Enable device mobile network if necessary. Please note that by enabling device mobile
network, you cannot set up the default Wi-Fi network for the device.
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rStep 4.Enable Mobile Network: Step 4.Enable Mobile Network: ) y
‘ No v ‘ |Ye5 v
‘ | ‘ Step 5.With the default Wi-F1 (Only support Android 9.0+):
o hd No v
oSl SSID:
SECURITY_TYPE: | Wpapsk SECURITY_TYPE:  [WPAPSK v
PASSWORD: @ PASSWORD: €
HIDDEN SSID: ON v HIDDEN SSID: v

If you choose to disable mobile network, you can decide whether to set the default Wi-Fi
network. Depending on the profile you choose, the field “"SSID” may be blank or a drop-down
menu which displays all the pre-configured Wi-Fi networks set on “Device Settings” tab
page of the profile. Please refer to ReMoCloud User Guide for Android for the detailed
instructions about enrollment.

Upgrade_to_Android_11
5) Click on “Generate” to get the enroll code to be scanned

by your device(s) with the device camera. Validity:
. QR Code: 2022-03-20 17:05:51
The QR Code is used for being scanned by your device
camera during the enroliment.
. Enroll Code:
Instead of QR Code or “Enroll Barcode”, you can
manually input the "Enroll Code” to your device for
enrollment.
. Show Enroll Barcode/ Hide Enroll Barcode:
To display or conceal the barcode to be scanned by your
device scanner (but not camera).
. Enroll Barcode:
The barcode which is for being scanned by your device
scanner during the enroliment.

Enroll Code:
ERAVKSCFPGYRHOYBFCRZ

Hide Enroll Barcode

ERAVKSCFPGYRHOYBFCRZ
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ON THE DEVICE

Please perform factory reset for your device to be enrolled before enroliment. In the
following illustration, we take RK25 mobile computer for example to demostrate how to
perform factory reset for your device to be enrolled before enrollment. The process of the
factory reset may vary slightly upon different models of your mobile computers.

Go to App Drawer | Settings E | System | Reset options {'“), and tap to select
“Erase all data (factory reset)” or “Erase all data (factory reset with enterprise)”.

Confirm the action by tapping on the button “RESET PHONE" or “Erase all data” and input
the verification code (please contact with support@cipherlab.com.tw to obtain your
verification code). Finally, tap OK to perform a factory reset.

& Settings <  Reset?
This will erase all data from your Erase all your personal
phone’s internal storage, including: information and downloaded

apps? You can't undo this action!
* Your Google account PP

» System and app data and settings

* Downloaded apps

« Enterprise partition ERASE EVERYTHING 'nput verify code:
s Music

» Photos 23058518

* Other user data

CANCEL

You are currently signed into the
following accounts:

~#~ at.walpurgis.night@gmail
' purg ght@g

RESET PHONE >
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As the mobile computer boots up for the first time after the reset, the Welcome wizard
shows up. Next up we will take RK25 mobile computer as example to walk you through the
enrollment.

. Step 1: Select your desired system language.

Choose your language

e IRGEE

Suggested

English (United States)

ENGLISH (UNITED STATES) ~

Espafiol (Estados Unidos)
All languages

START

Afrikaans

Azarbaycan (latin)

e @

Emergency call  Vision Settings

CANCEL

= Step 2:
Tap on the same spot on the screen for 6 times to enter QR code setup process.

Hi there

ENGLISH (UNITED STATES) ¥ )

START

2 more taps to start QR code setup
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= Step 3:

Upgrade with ReMoCloud

Please aim the QR code you generate on ReMoCloud by the mobile computer camera
(but not the scan window).

[

AR ACT

= Step 4:

Tap to turn on Wi-Fi and select the Wi-Fi network to connect. This step is absent if you

enable the default Wi-Fi settings on Enroll Device page of ReMoCloud.

|
Wi-Fi é
To see available networks,
turn Wi-Fi on.
To improve location accuracy,
turn on Wi-Fi scanning in
scanning settings.
Wi-Fi preferences
Wi-Fi doesn't turn back on
automatically
BACK NEXT

Wi-Fi

CcC

LAB

LAB-Guest

Lullaby

CcC

S-Internal

BACK

|
é Wi-Fi
a8 LAB-Guest
v Connected
LAB-Guest ccc
Password
Lullaby
CcC
7] show password
LAB
Advanced options v
P880

CANCEL

CONNECT

b

NEXT

101




CipherLab OS Upgrade Instruction Manual

. Step 5:

Tap on "ACCEPT & CONTINUE" to confirm that this device will be controlled by your
ReMoCloud administrator as a work device. Wait for a few minutes to set up work

device.

Set up your device

This device will be managed,
monitored, and kept secure by your
organization. Terms from Google will
apply. View terms

ACCEPT & CONTINUE

Setting up work device...

This device will be kept secure and
managed by your organization

This may take a few minutes

7224 M @

Just a sec...

| &
e

4

v4

= Step 6:

Enrollment will be completed in the final steps.

If éou need to reset this device, please tap the more button & and select “Reset Device”.

Updating device...

This may take a few minutes

Help & feedback

Reset device
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The enrollment is done, and you will enter the default
home screen / Cipherlab Home / Multi App Mode set by
the applied profile.

Google Play Store
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Now you can find this enrolled device listed on “Device” tab page of “Monitor” on

ReMoCloud. The device starts to install the apps and deploy the configurations which the
applied profile contains.

Hi,JohnSmith @M & & ? @
# Device it of devices
; e e N N
—
Total Device(s) - 3 Last update - 2021-12-20 18:49-55
0 Move/Show/Hide Column
& Model User-Defined Serial Group Profile Profile Profile Build IMEI Command
Name Number Current Latest Version Status
& Ver Ver
O
F9
B () RS35 &  Fwi2o None Profle_ 1 3 3 RS35G._ 3545761
E 0 RK25 s FJ1186. .. MNone Upgrade... 1 1 RK25.G... None i
0 RS50 # 012345 . None Profile_1 3 3 SAT.GM... 354648 .
Check the notification on the enrolled device by swiping down from the status bar, and you
can see ADCClient shows the progress of downloading the ADC project.
1:29 m 69% 1:58 m 64% 1:58 m 64%
Tue, Dec 21 v +9 Tue, Dec 21 IR 2 Tue, Dec 21 i0e v
Y JORMESE I - JORESE I - Y TR
= ROTCTe 2. ADCClient (é, ADCClient
ADC Deploy ADC Deploy I A ADC Deploy

Downloading (0.0)

Downloading (99.0)

£ OEMConfig v

Manage notifications

£ OEMConfig v

CLEARALL

Manage notifications CLEARALL
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It takes a while to deploy the ADC project configurations, and after the deployment is done,
the application “CipherLab OS Upgrade” will be automatically launched for OS upgrade.

2:07 1S &)
2:01 m 64%
CipherLab OS Upgrade

Tue, Dec 21 ide v 9
Y JORE

A ADCClient

9

V1.3.10, Finish(SUCCESS) I (o)

DeployFromZip

£33 OEMConfig v

Full-RK25.GMS.8040.20211108
Manage notifications CLEARALL Checking validity...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.
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5.4.2 ASSIGN THE PROFILE
For the enrolled device whose applied profile is not the one you set for OS upgrade, please

assign the profile contains the OS upgrade configurations to the device, or to the group the
device(s) belongs to.

ASSIGN TO A DEVICE

To assign the OS upgrade profile to the device to be upgraded:

1) Enter “Profile” page, and click on the setting button “Assign Profile” to open “Please
choose a group or device to assign” window.

HiJohnSmith M & & ? @

verified by Google EMM

HOME Profile ReMoCloud Profile List
# Dashboard Add Profile Copy Profile
DEPLOYMENT
Profile Name Enroll Device Status Version Last Edit Time

O Profile Number
ENROLL
. Praofile_1 2 Activated 3 2021/12/09 10:26
= Enroll Device
MONITOR Please choose a group or device to assign.

—_—
0 Device un
& Group ﬁ Assign Type:
O App

G 'ual']' Profile Name: | Profile_1 v

SUB ACCOUNT

— Group Name:
& Manage un
e
B Userlog
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2) On “Please choose a group or device to assign” window, select "Device” for Assign Type
from the drop-down menu.

Please choose a group or device to assign.

Aspign Type:
Group

T ~

Pro

olf

Group Name:

3) Select the profile for OS ugrade, designate the device to apply the assigned profile, and
finally submit the assignment.

Please choose a group or device to assign.

Assign Type:

Profile Name: \ Upgrade_to_Android_11 v \

Devices:
|RK25 / F11186A000760 v |

L

Note:
Only the devices belong to no group are listed for profile assignment.
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The device will apply the assigned profile after the assignment is completed. You can check
Device page for the designated device’s profile and profile status.

Hi, John Smith @ &

# Device List of devices
(im]
(=]
Total Device(s) : 3 Receiving Data...
0 Move/Show/Hide Column
= Model User-Defined Serial Group Profile Profile Profile Build Command
Name Number Current Latest Version Status
a Ver Ver
O
i
B O RS35 ¢  FW120A000... Android_11 Profile_2 2 2 RS35.GMS.2...
O RS50 & 0123456789... None Profile_2 2 2 SAT.GMS.U....
E'E]";{plesm'""""'"'""}:"?J??ééx&{')c')o'_'_'"Aﬁér&'ﬁ?"'"D;JZ;Fa'd'e:?c::_.'.'"c'h'a'n'gé"'"'"2'"'"'"""ﬁklzé_'én'n'sgf_""""""'E
The notification on the device also shows the download progress. Once downloading is
completed, the device starts to deploy the ADC project. The application “CipherLab OS
Upgrade” will be automatically launched for OS upgrade after the deployment is done.
2:07 i+ H
1:58 # 64% 2:01 # 64%
CipherLab OS Upgrade
Tue, Dec 21 e » 9 Tue, Dec 21 i v @
0O 1568 OO T s
4 ADCClient 4k ADCClient
o
ADC Deploy I V1.3.10, Finish(SUCCESS) [ (o)
Download SUCCESS DeployFromZip
{7 OEMConfig v £33 OEMConfig v

Full-RK25.GMS.8040.20211108
Manage notifications CLEARALL Manage notifications CLEAR ALL Check]ng validity...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade
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ASSIGN TO A GROUP

To upgrade a group of enrolled devices, please choose “"Group” for Assign Type on “Please
choose a group or device to assign” window.

Please choose a group or device to assign.

Assign Type:

Profile Name: ‘ Profile 1 v

Group Name: ‘Androidill V‘

Choose the profile for OS upgrade and the designated group from the drop-down menu, and
then click on “Submit”.

Please choose a group or device to assign.

Assign Type:

Profile Name: | Upgrade_to_Android_11 v

Group Name: ‘Androidfll V‘

Please note that the assignment fails if the designated group contains no device. After
completing the assighment, the device(s) belongs to this group will apply the designated
profile immediately.
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You can check the group information by accessing “"Group” tab page of “Monitor” and
clicking the group name.

4
Hi, Jonsmith @M & & ? @
# GrOUp Settlng Setting Group
& Group : Android_11
= Profile : Upgrade_to_Android_11
3 RN - N o | e |
203 Total Device(s) : 2 Receiving Data
o
Model Name  User-Defined  Serial Number Group Profile Profile Profile IMEI Command
2 Current Latest Status
: Ver Ver
E C]
J RK25 & FJ118AAD03377 Android_11 Upgrade_to_An...  Change 3 None
(0 RK25 #  FJ1186A000760 Android_11  Upgrade_to_An... Change 3 MNone
You can also swipe from the status bar to reveal Notifications Drawer to check the the
download progress on the device. After downloading and deploying the ADC project, the
application “CipherLab OS Upgrade” will be automatically launched for OS upgrade.
2:07 1S 2]
1:58 m 64% 2:01 m 64%
Tue, Dec 21 e v Tue, Dec 21 e v 9 CipherLab 0S Upgrade
0O s 8l OO @ @
4. ADCClient A ADCClient 0
ADC Deploy 1 V1.3.10, Finish(SUCCESS) I O /o

Download SUCCESS

&34 OEMConfig v

CLEARALL

Manage notifications

DeployFromZip

£33 OEMConfig v

Manage notifications
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Full-RK25.6MS.8040.20211108
Checking validity...

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.
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5.5 0OS UPGRADE

Once the ADC project is downloaded and deployed to the device through ReMoCloud, the
application “CipherLab OS Upgrade” on your device automatically launches for OS upgrade.

2:07 1S 2]
1:58 u64% 2:01 u 64%
CipherLab OS Upgrade
Tue, Dec 21 e + ¢ Tue, Dec 21 e » @
¥\ ¥\
0O - - 0O - -
a8 ADCClient & ADCClient
o)

ADC Deploy V1.3.10, Finish(SUCCESS) (o)

Download SUCCESS DeployFromZip

£33 OEMConfig v £33 OEMConfig v

Full-RK25.6MS.8040.20211108
Checking validity...

Manage notifications CLEAR ALL Manage notifications CLEAR ALL

To avoid upgrade failure, please stay on this
screen and do not remove battery or turn off
the device during upgrade.

The upgrade process takes a while to install the necessary pacakges, shut down, update
system, and then reboot automatically after finishing installation.

CipherLab OS Upgrade CipherLab OS Upgrade

1% 100%

Your phone will shut down...

Full-RK25.GMS.8040.20211108

Being processed...
Device will shut down.

Full-RK25.6MS.8040.20211108
Checking validity...

To avoid upgrade failure, please stay on this ) ) )
screen and do not remove battery or turn off To avoid upgrade failure, please stay on this
the device during upgrade. screen and do not remove battery or turn off
the device during upgrade.
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Note:
(1) Once the upgrade starts, stay on CipherLab OS Upgrade main screen. DO NOT switch to
another app or screen.

(2) The app "CipherLab OS Upgrade" checks for the device free storage space at the very
beginning. If it doesn't meet the minimum storage requirement (5GB free storage
space), a warning message appears and the OS upgrade process stops. Free up the
space before launching "CipherLab OS Upgrade" for OS upgrade again.

Storage space not enough

The free space of storage in this
device is not enough for system
upgrade. Please free up space
first before starting upgrade.

EXIT
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SUCCESSFULLY UPGRADED

The device restarts after the installation. The upgrade is completed, and the OS of your
device is now the version you would like to upgrade. For example, if your device is upgraded

to Android 11, then you can check it by accessing App Drawer | Settings E)] | About

Phone | Android version (see the figure below). Different device models may have a
little different accesses.

[

controls
< About phone Q < Android version
(m) Voice
= Android version
SIM status 1
Not available
ﬂ Headset Playback
e Android security update
Mode| October 5, 2021
RK25
Digital Wellbeing & parental
controls Google Play system update
Screen time, app timers, bedtime IMEI August 1,2021
schedules
Android version Baseband version
E Google n Unknown
Services & preferences
Device ID Kernel version
System B01129211211022194001111111000-1.20.8 4.9.227-perf
Languages, gestures, time, backup #1 Mon Nov 8 17:02:03 CST 2021
IP address
About phone 172.16.1.179 Build number
RK25 fe80:ee4f:125:647c:f38a RK25.GMS.8040.20211108
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