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1.1  

1.1.1  
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Google Chrome ReMoCloud Google 
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https://www.google.com/intl/zh-TW/chrome/ 

 

 

 

GOOGLE PLAY  

ReMoCloud Google Play
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Android ReMoCloud Google Play

Play  

Play   Android for Work   
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▪ RS31 (Android 7) 

▪ RS35 

▪ RS50 

▪ RS51 

▪ RK25 (Android 7) 

▪ RK25 (Android 9)  

▪ RK95 

▪ HERA51 

https://www.google.com/intl/zh-TW/chrome/
https://support.google.com/googleplay/android-developer/answer/6112435?hl=zh-Hant
https://support.google.com/googleplay/android-developer/answer/6112435?hl=zh-Hant
https://support.google.com/googleplay/work/answer/7042221?hl=zh-Hant
https://support.google.com/googleplay/work/answer/7042221?hl=zh-Hant
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1.1.2 GOOGLE PLAY  

ReMoCloud (https://remocloud.cipherlab.com/login) Login
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SUBMIT CipherLab

CipherLab  

 

▪ Terms and Conditions  

https://remocloudregister.cipherlab.com.tw/static/Terms%20and%20Conditions.pdf 

▪ Privacy Policy  

https://www.cipherlab.com/en/a4-10996/Privacy-Policy.html 

 

ReMoCloud Edit Account ( )  

https://remocloud.cipherlab.com/login
https://remocloudregister.cipherlab.com.tw/static/Terms%20and%20Conditions.pdf
https://www.cipherlab.com/en/a4-10996/Privacy-Policy.html
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https://play.google.com/work
https://play.google.com/work
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2) Chrome Google Get Started

Google Sign In   
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Get Started
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3) Contact details Managed 

Google Play agreement Confirm  

 

  

 

 

4) Complete Registration ReMoCloud  

 

Google (EMM; enterprise mobility management)

ReMoCloud Google

1 

2 
3 

https://www.android.com/enterprise/terms/
https://www.android.com/enterprise/terms/
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2FA ReMoCloud
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Next 2 Scan QR Code & Input digital code (
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 2 

 4  3 
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DOWNLOAD & INSTALL ( ) 

1 Download & Install ( )

OR code Google Authenticator
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OR code Google Authenticator
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Next 2 Scan QR Code & Input digital code

 

 



21 

 

SCAN QR CODE & INPUT DIGITAL CODE ( ) 
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Authenticator ReMoCloud 2 OR code

Google Authenticator
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ReMoCloud Google Authenticator
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ReMoCloud Remember Me

ReMoCloud

ReMoCloud Email
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1.1.5  (FORGET PASSWORD) 

Forget Password ( )

Forget Password ( ) ReMoCloud email SUBMIT

  

 

 

 

 

  

1 

2 

3 



25 

 

ReMoCloud email ReMoCloud

Edit Account ( )   

 

 

 

Forget Password email ReMoCloud Error
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1.1.6  (REQUEST ACCOUNT) 

ReMoCloud Request Account ( )

ReMoCloud Account Request Form SUBMIT
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1.2 PROFILE ( ) 

Google ReMoCloud ReMoCloud Profile

Add Profile ( ) profile ( )

 

 

Add Profile ( ) Please input profile name (

) profile ( )  

 

  

Profile Name profile  

Submit Submit profile  

Cancel Please input profile name  
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Submit

profile ( )

OK  

 

 

 

profile ( ) Deployment ( ) Profile ( ) 

Inactivated ( )  

 

 

profile ( ) Activated ( )

ReMoCloud profile ( ) 

profile ( ) (profile)  
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1.3.1  

ReMoCloud 5

HOME ( ) 

Home Dashboard ( ) profile 
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MESSAGE ( ) 

Message ReMoCloud

 

 

 

Message
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User Info Edit Account

Edit Account ( )  
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Help  Help Page ( ) ReMoCloud FAQ

OEMConfig SOP ReMoCloud Issue Report 

and Suggestion   
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ISSUE REPORT AND SUGGESTION ( ) 

Issue Report and Suggestion  

RELEASE NOTE ( ) 

Release Note ReMoCloud  
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Exit ReMoCloud  
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ReMoCloud Device

  

 

▪ HOME ( )  

 Dashboard ( ) :  

profile ( )  

 

 

▪ DEPLOYMENT ( ) 

 Profile ( ) :  

profile profile ( )  
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▪ ENROLL ( ) 

 Enroll Device ( ) : 

profile ( )  (QR code)

CipherLab ReMoCloud  

 

 

▪ MONITOR ( ) 

 Device ( ) : 

ReMoCloud  

 

 Group ( ) : 

 

 

 App ( ) : 

User Installed Apps ( )

 

 

 

▪ SUB ACCOUNT ( ) 

 Manage ( ) : 

ReMoCloud ( )  

 

 

▪ User Log ( ) 

 User Log ( ) :  

 

 

 



37 

 

ReMoCloud

 

 

 



38 

ReMoCloud User Guide 

 

 

 

 

  



39 

 

1.3.3  

ReMoCloud
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Dashboard ( )  

 

 

2.1 Dashboard ( )   ................................ 41 

2.2   .................................................................................. 43 
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HOME: DASHBOARD ( ) 
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2.1 DASHBOARD ( )  

2.1.1  

Dashboard ( ) profile ( ) 

  

 

Home ( ) ( ) Dashboard 

( ) Dashboard ( )

Dashboard ( ) 4 4  

 



42 

ReMoCloud User Guide 

 

2.1.2  

Dashboard ( ) 4 Profile ( ) Device ( )

Group ( ) Manage ( )  

 

Dashboard ( ) 4

 

 

 

 

 

 

 
Profile  
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2.2  

profile ( ) 4

Dashboard ( )

 

App Version Overview ( ) 
Profile ( ) app

 

Build Version Overview ( ) 
Profile ( ) OS

 

Device Overview ( )  

Proile Edit Time Overview  
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Profile ( )  
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2.2.1 OVERVIEW CHARTS  ( )  

profile ( ) 4  

 

APP VERSION OVERVIEW ( ) 

App Version Overview ( ) 2 profile (

) profile ( ) User Installed Apps 

profile

 

 

 

ReMoClouds User Installed Apps  ( )  

Device | Device Information ( ) | Install App | User Installed Apps. 
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Device of App ( )

 

 

App  app



46 

ReMoCloud User Guide 

 

BUILD VERSION OVERVIEW ( ) 

Build Version Overview ( ) profile ( )

profile ( )  
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Device ( )  

 

 

Device ( ) 。 

 

 

DEVICE OVERVIEW ( ) 

Device Overview ( )   
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Device ( ) 。 
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PROILE EDIT TIME OVERVIEW ( ) 

Profile Edit Time Overview ( ) profile ( )

X Y

profile ( ) 

 

 

 

profile ( )
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1) profile ( ) profile Last Edit Time ( )

 

 

2) profile ( ) profile  

 

3) profile ( ) rofile Information ( ) profile

Version ( )  
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2.2.2  

Overview ( )

Dashboard

 

 

 

ReMoCloud  
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2.2.3  

 

1) 

 

  

2)  

 



54 

ReMoCloud User Guide 

 

ReMoCloud  
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2.2.4 REFRESH DATA ( ) 

profile ( ) Refresh Data ( )

 

 

 

 

profile ( ) Assign Profile (

) Wipe ( ) Group ( )
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Receiving Data… ( ) Last update : YYYY-

MM-DD HH:MM:SS ( )  
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2.2.5  

Excel  

 

 

APP VERSION OVERVIEW ( ) 

App Version Overview ( ) Activated profile (

)、 User Installed Apps ( ( ))

 

 

  

 

 

User Installed Apps 
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BUILD VERSION OVERVIEW ( ) 

App Version Overview ( ) Activated profile (

)、  

 

 

 

DEVICE OVERVIEW ( ) 

Device Overview ( )  
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PROFILE EDIT TIME OVERVIEW ( ) 

Profile Edit Time Overview ( ) profile (

) 
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profile ( ) profile profile

profile   

 

 

3.1 Profile ( )   .................................................. 61 

3.2 Profile ( ) ..................................... 70 

3.3 Profile ( )  ......................................................... 79 

3.4 Profile ( )   ................................... 84 

3.5 Profile ( )   ................................. 124 

3.6 Profile ( )   ......................................... 148 
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3.1 PROFILE ( )  

DEPLOYMENT ( ) Profile ( ) 

profile ( ) 3

 

3  

 

  

Add Profile 

( ) 
Add Profile ( ) profile  

Assign Profile 

( ) 

profile ( ) group ( ) group

profile Monitor ( )  

Copy Profile 

( ) 
profile ( ) profile  

Profile ( )  
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3.1.1 PROFILE ( )  

profile ( ) profile  

 

 

 

 

▪ Profile Name ( ) : 

profile ( ) Please input profile name ( )

 

 

Profile Name profile

profile ( ) profile ( )  

 

▪ Enroll Device Number ( ) : 

profile  

Profile ( )  
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▪ Status ( ) : 

profile ( ) Activated ( )

profile Inactivated ( ) profile ( )

profile  

profile ( ) profile

Enroll Device ( )  

▪ Version ( ): 

profile ( ) profile

profile profile

profile profile

 

▪ Last Edit Time ( ): 

profile ( )  
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3.1.2  

profile ( ) profile

profile  

 

▪  

 

▪  

Filter ( )

profile ( )  
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Status ( ) Last Edit Time ( )
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PROFILE ( ) 

profile ( )

 

 

 

 

 

 

 

 

 

 

PROFILE NAME ( ) ENROLL DEVICE NUMBER ( )

VERSION ( )  

 

1) Filter ( )  
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2) Filter ( ) profile ( )  

 

 

 

 

 

 

 

 

 

STATUS ( )

 

Status ( )

profile profile  
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BY LAST EDIT TIME ( )  

 

Last Edit Time ( )

 

 

1)  

 

 

 

 

  

None  

( ) 
 

Before 

( ) 
 

Specify 

( ) 
 

After 

( ) 
 

Between 

( ) 
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2)  

 

 

 

 

Between ( )  

 

 

 

 

3) profile ( )  

 

User Info ( ) Time Zone ( )
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3.2 PROFILE ( ) 

Profile ( )  

 

3.2.1 PROFILE ( ) 

profile ( )   

1) Profile ( ) Add Profile ( )  

 

 

2) Please input profile name ( )

Submit ( )  

Cancel ( )  
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3) profile ( )

OK  

 

 

 

4) profile ( ) Inactivated (

)  

 

 

(1) Inactivated ( ) Activated ( ) Profile

 

(2) Profile ( ) Profile ( )
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Profile Information ( )

2

 

 

 

▪  CipherLab OEMConfig:  

ReMoCloud profile ( )

ADC Module ADC ReMoCloud

LogCollection log  

 

 

▪  CipherLab Device Health: 
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4 Install App (

) Device Information ( )

 

 

 

▪  CipherLab LogCollection:  

CipherLab OEMConfig

log FTP  

 

 

▪  CipherLab ADC Module: 

CipherLab OEMConfig ADC (Android 

Deployment Configurator) ReMoCloud  
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▪  CipherLab Profile Information: 

profile ( ) 

profile  

 

 

▪  Device Policy 

Google

Android  

 

 

Save ( ) Schedule ( ) profile profile 6

profile ( )

Google Play  
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3.2.2 PROFILE ( ) 

profile ( )

 

 

Yes profile ( )

OK
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profile profile ( )  

 

 

 

 

Activated ( ) profile  
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3.2.3 PROFILE ( ) 

Copy Profile ( ) profile profile

 

1) Copy Profile ( ) Select a profile and input profile 

name ( )

 

 

 

 profile ( )
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3) Submit

 

 

 

4) profile ( ) profile name (

)
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3.3 PROFILE ( ) 

Assign Profile ( ) profile

profile ReMoCloud

  

 

3.3.1 PROFILE ( )  

Assign Profile ( )

Please choose a group or device to assign 

( ) Assign 

Type ( ) Group ( )

profile

profile group ( )

Submit

Cancel  

 

 

group ( )  
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group ( ) profile 

( ) Monitor ( ) Group ( )

  

 

  

 

Monitor ( )  
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3.3.2 PROFILE ( )  

profile ( )  

1) Assign Profile ( ) Please choose a group or device to assign 

( )  

 

 

2) Assign Type ( ) Device ( )  

 
 

3) profile profile device ( ) Submit  

 

2 

3 

 4 

1 
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profile ( ) Device ( ) 

profile profile  
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FILTER DEVICES  

Device ( ) Assign Type ( )

 

 

 

Filter Device ( ) Device ( )
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3.4 PROFILE ( )  

Profile ( ) profile name ( ) profile Profile 

Information ( )  

 

 

 
Back ( ):  
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Profile Information ( )  

  

Add App ( ) Google Play profile ( )  

WildCard Settings ( )  

Schedule ( ) profile  

Save ( ) profile  

 

Profile Information ( ) App ( ) Device Settings (

) App ( ) profile Device 

Settings ( ) profile  

 

▪ App ( )  

 

 

Profile Information Back ( )   
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▪ Device Settings ( )  

Profile ( )  
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3.4.1  

App ( ) Add App ( ) Google Play

profile ( )   

 

 

profile ( ) Activated ( )

profile profile Save ( ) profile Schedule ( )
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GOOGLE PLAY  

Google Play profile ( )  

1) Add App ( ) Google Play  

 

Google Play  

 

  

 
Search Play store Google Play  

 
Private apps 

Google Play

 
Web apps https://support.google.com/googleplay/work/answe

r/9147423?hl=zh-Hant 

 
Organize apps  

 
 

Back ( ):  

 

 
 

https://support.google.com/googleplay/work/answer/9146439?hl=zh-Hant
https://support.google.com/googleplay/work/answer/9146439?hl=zh-Hant
https://support.google.com/googleplay/work/answer/9147423?hl=zh-Hant
https://support.google.com/googleplay/work/answer/9147423?hl=zh-Hant
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2)  

Dropbox profile ( )  
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3) Select ( ) profile  

 

4) profile Save ( ) profile

Schedule ( )
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PRIVATE APPS  

profile ( ) Private 

apps Google Play Google Play

Google Play  

profile ( )  

1) Add App ( ) Google Play  

 

 

2) Google Play Private apps  
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3) title ( ) Upload 

APK ( APK)  

 

 

 

Google Play  

 



94 

ReMoCloud User Guide 

 

4) Create ( )

Play  

 

 

 

 

5) APK

  

 

 

Update  

Not available yet

profile  
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6) APK Private apps APK

Select ( ) profile ( )  
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7) profile ( ) Back ( )

profile Save ( ) Schedule (

)  

 

 

 

 

(1) Google Play package name ( )

Google Play

APK Google Play

APK Google  

 

(2) Google Play  

https://developers.google.com/android/management/apps#private-apps_1 
https://support.google.com/googleplay/work/answer/9146439?hl=zh-Hant 
https://support.google.com/googleplay/work/answer/9496237?hl=zh-Hant&ref_topic=9496238 
 

(3) Google Play

Play Google Play  

 

https://developers.google.com/android/management/apps#private-apps_1
https://support.google.com/googleplay/work/answer/9146439?hl=zh-Hant
https://support.google.com/googleplay/work/answer/9496237?hl=zh-Hant&ref_topic=9496238
https://support.google.com/googleplay/android-developer/answer/6112435?hl=zh-Hant
https://support.google.com/googleplay/android-developer/answer/6112435?hl=zh-Hant
https://support.google.com/googleplay/android-developer/answer/6112435?hl=zh-Hant
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3.4.2  

profile ( )  

 

APP PERMISSIONS ( ) 

profile ( ) App Permissions ( ) Edit 

( ) None 

( ) PROMPT ( ) GRANT ( ) DENY ( )

OK   

 

 

1 

2 

3 
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None ( ) None ( ) PROMPT ( )  

PROMPT ( )  

GRANT ( )  

DENY ( )  

 

OK Profile Information ( )

Back ( ) profile Save ( )

Schedule ( )   

 

profile profile  

 

Be sure to “Save” or “Schedule” the 
changed settings before leaving the 

“Profile Information” page. 
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MANAGE CONFIG ( ) 

Manage Config ( ) Edit ( )

Dropbox Gmail   

 

 

Manage App Config ( ) OK

Back ( ) Profile Information ( )

Save ( ) Schedule ( )  
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3.4.3 WILDCARD SETTINGS ( ) 

ReMoCloud WildCard Settings ( ) WildCard Settings

WildCard Settings  

 

Gmail

 

1) Profile Information ( ) Gmail

profile Manage Config ( ) Edit ( )

Gmail  

2) Email Address ( ) $emailaddress$ Username (

) $username$  

 

Manage App Config ( ) OK  

1 

2 

3 
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3) Profile Information ( ) WildCard 

Settings ( )  

 

 

Manage App Config ( )

$emailaddress$ Email Address $username$ Username WildCard 

Settings You don’t have any setting by using wildcards. (

)  
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4) WildCard Import ( )

.csv ReMoCloud  

WildCard Settings ( ) .csv  

 

WildCard 3  

  

Import ( ) 
.csv WildCard Settings ( )

 

Export ( ) 
WildCard Settings ( )

.csv  

Delete ( ) WildCard Settings ( )  

 

Profile Information ( )

WildCard Settings ( )

 

 

5) Please select csv file. ( cs )

Choose File ( )

Submit ( )

 

Cancel ( )   
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6) WildCard settings   

 

 

 

 

Profile Information ( ) Save ( ) Schedule ( )

 

 

 

(1) profile( ) .csv .csv WildCard 

settings Delete( ) .csv  

(2) profile( ) Manage App Config ( )

$emailaddress$ $username$ .csv  

 

 

EXPORT ( ) 

Export (

)

Submit ( )

 

Cancel ( )  
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DELETE ( ) 

Delete ( ) Yes

WildCard Save ( ) Schedule (

)   

 

 

 

       

 

 

1 

2 

3 
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WILDCARD SETTINGS ( ) .CSV  

WildCard Settings ( ) .csv  

▪  

▪  

▪  

.txt  

 

 

 

.txt .csv  

1)  
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2) (*.*)”

 

 

 

3) .csv .txt
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4) UTF-8  
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5) .csv ReMoCloud WildCard Settings ( )

 

 

 
 

 

 

profile( ) Manage App Config ( )

$emailaddress$ $username$ .csv  
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3.4.4  

Yes

No   

 

 

 

 

 

Save ( ) Schedule ( )

profile ( )  

3 

2 

1 
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UNMANAGED MODE ( )  

Play Store Mode (Play Store ) Unmanaged Mode (

) Block 

List Apps ( )  

 

 

 

1 

2 
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Woud you like to move this app to ‘Block List Apps’? ( )

Yes Installed Apps ( )

Block List Apps ( )

 

 

 

 

Save ( ) Schedule ( ) profile ( )   
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3.4.5 BLOCK LIST APPS ( ) 

Block List Apps ( ) Google Play

Block List Apps ( ) Play Store 

Mode (Play Store ) Unmanaged Mode ( )  

 
 

BLOCK LIST APPS ( ) 

profile ( ) Block List Apps ( )  

1) Block List Apps ( ) profile Device Settings ( )  
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2) Device Settings ( ) Functionality ( )

Play Store Mode (Play Store ) Unmanaged Mode (

)  

 

3) App ( ) Block List Apps ( )

Save ( ) Schedule ( ) profile  

 

 

Profile Information(

) Save ( )

Schedule ( )  
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Play Store Mode (Play Store ) Unmanaged Mode (

) App ( ) Installed Apps ( ) Block List 

Apps ( )  

 

  

Installed Apps ( ) profile ReMoCloud  

Block List Apps ( ) profile Google Play  

 

 

BLOCK LIST APPS ( ) 

Block List Apps ( )  

 

1) Block List Apps ( ) Add App ( )

Managed Google Play Block List (Google Play )  

 

1 

2 
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2) Managed Google Play Block List (Google Play )

Select ( ) Block List Apps ( )  

 

3) Block List Apps ( ) Save ( )

Schedule ( ) profile  
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GOOGLE PLAY  

Play Store Mode (Play Store ) Unmanaged Mode ( )

Google Play Google Play

 

▪ Managed Mode( )  Google Play   

 

 

▪ Unmanaged Mode ( )  Google Play  
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Managed Mode ( )

Google Play

ReMoCloud

 ▪ Managed Mode  

 

Unmanaged Mode ( ) Block 

List Apps ( )

▪ Unmanaged Mode Block 

List App ( )   

 

▪ Unmanaged Mode Block 

List App ( )  
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ADD INSTALLED ( ) BLOCK LIST APPS ( )  

Installed Apps ( ) Block List Apps (

) Block List Apps ( ) Add App ( )

Managed Google Play Block List (Google Play )  

 

 

Select ( )  

 

1 

2 
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Installed Apps ( )

Block List Apps ( )

Yes No  

 

Yes Block List Apps ( ) Installed Apps (

)

Save ( ) Schedule ( ) profile  
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BLOCK LIST APPS ( )  

Block List Apps ( )

Yes  

 

 

 

Save ( ) Schedule ( )  
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3.4.6 PROFILE ( )  

profile ( ) profile profile

profile Profile Information ( ) profile Version ( )

  

 

 

1) Version ( )  

 

 profile  
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2) profile ( ) profile

 

 

 

3) Save As ( ) profile ( ) profile

profile Submit  

 

1 

2 

3 
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profile ( ) profile  
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3.5 PROFILE ( )  

Device Settings ( ) profile ( ) Device 

Settings ( ) Back ( )

Device Settings ( ) Save ( )

Schedule ( )   
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3.5.1 FUNCTIONALITY ( ) 

 

  

Allow Screen Capture   

Allow Camera  

Allow Adjust Volume  

Allow Keyguard  

Keyguard Disabled Features 

Keygaurd Disabled Features (

) Allow Keyguard ( )

 

Lock Screen Message  

Allow Cell Broadcasts Config  

Allow Credentials Config  

Allow Outgoing Beam Android Beam NFC ( )  

Allow Outgoing Calls  

Allow Share Location  

Allow SMS  

Allow Unmute Microphone  
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Allow Data Roaming  

Allow Skip First Use Hints 
  

Play Store Mode Google Play Google Play  

 

Managed Mode  

( ) 

Google 

Play

ReMoCloud

Unmanaged Mode  

( ) 

Google Play

Google Play profile

 

Allow Mount Physical Media  

Allow Remote Desktop 
Remote Desktop ( ) Remote Desktop (

)  

Sync Profile Information to 
Device 

profile ( ) CipherLab Profile 

Information profile ( )

CipherLab Profile Information

ReMoCloud

CipherLab Profile Information

 

 

 

PLAY STORE MODE (PLAY STORE ) 

Block List Apps ( ) Play Store Mode (Play Store )

Unmanaged Mode ( ) Block List Apps (

) Play Store
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Save ( ) Schedule ( )

Google Play  

MANAGED MODE ( )

 

 

 

UNMANAGED MODE ( )

 

 

 

MANAGED MODE ( )  

Google Play

ReMoCloud  

 

 



128 

ReMoCloud User Guide 

 

UNMANAGED MODE ( )  

Google Play Block List Apps ( )

Block List Apps ( )
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3.5.2 PERMISSION ( )  APPLICATION ( )  BLUETOOTH ( ) 

 

PERMISSION ( ) 

 

  

Default Permission  

profile ( )  

None ( ) None ( ) PROMPT ( )  

PROMPT ( )  

GRANT ( )  

DENY ( ) 
 

 

 

APPLICATIONS ( ) 

 

  

Allow Install Apps  

Allow Uninstall Apps  

App Auto Update 

 

CHOICE_TO_THE_USER 

NEVER 

WIFI_ONLY Wi-Fi

ALWAYS  
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App Auto Update Mode 

 

AUTO_UPDATE_DEFAULT 

 

 

▪  

▪  

▪  

24

 

AUTO_UPDATE_POSTPONED 

90

90

Google Play

AUTO_UPDATE_HIGH_PRIORITY 

 
 

Always On Vpn App VPN VPN  

VPN

  | | VPN  
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BLUETOOTH ( ) 

 

  

Allow Bluetooth  

Allow Bluetooth Config  

 

 

 

Android 6 Android 7 Allow Bluetooth Allow 

Bluetooth Config  
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3.5.3 USER SETTING ( )  WALLPAPER ( )  TIME SETTING ( ) USB 

USER SETTING ( ) 

 

  

Allow Modify Accounts  

Allow Set User Icon  

Short Support Message 
200  

Long Support Message Short Support Message  

 

SHORT SUPPORT MESSAGE ( ) LONG SUPPORT MESSAGE ( ) 

1) Short Support Message Long Support Message Save ( )

Schedule ( )  

 

1 

2 
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2) profile ( )

ReMoCloud Short Support Message  

 

 

3) Learn More More Details

ReMoCloud Long Support Message  

  

 

  

 

 

Long Support Message 

Short Support Message 
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WALLPAPER ( ) 

 

  

Allow Set Wallpaper  

 

TIME SETTING ( ) 

 

  

Allow Auto Time Required  

 

USB 

 

  

Allow USB File Transfer USB USB  
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3.5.4 NETWORK ( )  

 

  

Allow Mobile Networks Config  

Allow Tethering Config 
 

Allow Vpn Config VPN VPN ( )   

Allow Wi-Fi Config 

Wi-Fi Wi-Fi

Allow Wi-Fi Config

profile ( ) Wi-Fi   

Wi-Fi Setting 
Wi-Fi Wi-Fi Wi-Fi

Enroll ( )   

Allow Network Reset Wi-Fi Wi-Fi

Allow Network Escape Hatch 

Allow Network Escape Hatch

 

▪  

▪ lock task  

▪  
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WI-FI SETTING (WI-FI ) 

Wi-Fi   

1) Edit ( ) Add ( )

 

 

 

2) Please input Wi-Fi detail ( Wi-Fi ) Wi-Fi

Submit ( )   

 

1 

2 
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Hidden SSID ( SSID) ON ( )  

 

 

3) Submit ( ) Wi-Fi Wi-Fi  

Wi-Fi Add ( )  

 

 

  

 

Wi-Fi  

 

 
Wi-Fi  

 
Wi-Fi  
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Android 9 Enroll ( )

Wi-Fi Wi-Fi Wi-Fi
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3.5.5 LOCK TASK ( ) 

 

  

Lock Task Mode 

 

Null Null

AppLock Launcher3 ( ) 

Single App Single App Lock task single 

app package name  

Multi App 
Multi App Multi 

App

Cipherlab Home 
Cipherlab 

Home StatusBar Expansion Option Setting

CipherLab Home  
 

Cipherlab Home  
Application Settings 

Lock Task Mode Cipherlab Home ReMoCloud

 

Select an  
Existed App 

app

profile app  

Input the  
Package Name 

package name

 
 

Lock Task Single App 

package name

profile

Lock Task Mode Single App  
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Cipherlab Home Clear Cache 
Application Settings 

Google Chrome 90 Lock Task 

Mode Cipherlab Home

Cipherlab Home  
Background Settings 

URL Lock Task Mode

Cipherlab Home

Cipherlab Home StatusBar 
Expansion Option Setting 

User Mode ( )  

Non-expandable  

Expandable 1 layer  

Expandable 2 layers 
 

Lock Task Mode Cipherlab Home  

Cipherlab Home  
Custom Title Option 

CipherLab Home  

CipherLab Home CipherLab Home CipherLab Home  

Serial number  

WI-FI IP Wi-Fi IP  

WI-FI MAC Wi-Fi MAC  

WI-FI SSID Wi-Fi SSID  

Hostname  

Device name  

Date (Month/date)  

Custom title 
Cipherlab Home Custom Title String

 

Lock Task Mode Cipherlab Home  
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Cipherlab Home  
Custom Title String 

Cipherlab Home Custom Title Option Custom title

CipherLab Home

 

▪  

▪ 0 9 

▪ !#$()*,-./:;?@[]_ {|}~ 

Cipherlab Home Custom Title String {SN} CipherLab 

{SN} CipherLab FW12060011

 

▪ {SN} Serial number  

▪ {IP} Wi-Fi IP  

▪ {MAC} Wi-Fi MAC  

▪ {SSID} Wi-Fi SSID 

▪ {HOSTNAME}  

▪ {DEVICENAME}  

▪ {DATE}  

Lock Task Mode Cipherlab Home Cipherlab Home 

Custom Title Option Custom title  

Cipherlab Home  
Admin Password 

CipherLab Home

0 9

!#$()*,-./:;?@[]_{|}~

23058518  

Lock Task Mode Cipherlab Home  
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Cipherlab Home  
Enable Lock Device 

 

Lock Task Mode Cipherlab Home  

Cipherlab Home  
Lock Device Background 

Cipherlab Home Enable Lock Device URL

URL 0 9 !#$()*,-./:;?@[]_{|}~

 

Cipherlab Home  
Lock Device Password 

Cipherlab Home Enable Lock Device

Cipherlab Home Admin Password

0 9

!#$()*,-./:;?@[]_{|}~  

Cipherlab Home  
Lock Device Message 

Cipherlab Home Enable Lock Device

DEVICE LOCKED ( )

50

 

▪  

▪ 0 9 

▪ !#$()*,-./:;?@[]_ {|}~ 

Cipherlab Home  
Lock Device Week 

Cipherlab Home Enable Lock Device

 

Cipherlab Home  
Lock Device Time 

Cipherlab Home Enable Lock Device

HHMM 0000 - 2359

HH 24 MM 0

0000

Cipherlab Home  
Lock Device Period 

Cipherlab Home Enable Lock Device

1 1440 1 - 1440
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Power Button Actions  

(Only support Android 9.0+) 

kiosk  

Android 9 Lock Task Mode

Cipherlab Home Multi App

App System Error Warning 
Actions 

(Only support Android 9.0+) 

kiosk crush

Android 9 Lock Task Mode

Cipherlab Home Multi App  

App System Navigation  
Actions 

(Only support Android 9.0+) 

kiosk

Android 9 Lock Task Mode

Cipherlab Home Multi App  

App Status Bar Actions 

(Only support Android 9.0+) 

kiosk

Android 9 Lock Task Mode

Cipherlab Home Multi App  

App Devices Settings 
Actions  

(Only support Android 9.0+) 

kiosk

Android 9 Lock Task Mode

Cipherlab Home Multi App  
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NULL MULTI APP  

Lock Task Mode Null

AppLock Launcher3 ( ) 

Null:  

  

Multi App  

 

 

SINGLE APP  

Single App   
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Lock task single app package name

package name profile ( ) app  

 

 

1.  2. 

profile  

3. 
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3.5.6 SECURITY ( )  

  

Minimum Passcode 
Requirement 

 

None  

Numeric  

Numeric (Complex) 0000 1234  

Alphabetic  

Alphanumeric  

Complex  
 

None Password Minimum Length  

Password  
Minimum Length 

None

Numeric Numeric (Complex) Alphabetic

Complex
 

Complex

Minimum Letter Length 
Minimum Passcode 

Requirement Complex  

Minimum Lowercase 
Letter Length 

Complex  

Minimum Non 
Characters 

Minimum 

Passcode Requirement Complex  

Minimum Numeric 
Length 

Minimum Passcode 

Requirement Complex  

Minimum Symbol 
Length 

Minimum Passcode 

Requirement Complex  

Minimum Uppercase 
Length 

Minimum Passcode 

Requirement Complex  
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Password History 
Length 

None  

Maximum Number of 
Failed Attempts 

None  

Max Time to Screen 
Lock (Second) 

 

Battery Plugged 
Mode 

None Battery Plugged 

Mode

Battery Plugged Mode Max Time to Screen Lock (second) None  

Allow Factory Reset  

Allow Install 
Unknown Apps 

 

Location Mode 

 

User Choice  

Enforced  

Disable  
 

Compliance Rule 
Block After Days 

 

Compliance Rule 
Wipe After Days 

 

Allow Developer 
Settings 

 

Allow Google Play 
Protect Verify Apps 

app  

Private Key Selection 
Enabled 
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3.6 PROFILE ( )  

3.6.1 SAVE ( ) 

Save ( ) profile App ( ) Device Settings ( )  

▪ App ( )   

 

▪ Device Setting ( )  
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profile ( ) Save ( )

Save ( )
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Profile Information ( )

YES

NO Profile Information  
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3.6.2 SCHEDULE ( ) 

Schedule ( ) profile App ( ) Device Settings ( )

ReMoCloud profile ( )

 

▪ App( )  

 
 

▪ Device Settings ( )  

 

 

 



152 

ReMoCloud User Guide 

 

profile ( ) App ( ) Device Settings ( )

Schedule ( )   

 

 

Schedule ( ) Schedule List ( ) Schedule Record ( )

Schedule List ( ) Schedule Record (

)  
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SCHEDULE LIST ( ) 

profile ( ) App ( ) Device Settings ( )

Schedule ( ) Schedule List ( )

  

 

 

  

Add ( ) 
Profile ( ) 

5  

Update ( ) 
Update ( )

 

Delete ( )  

 Refresh ( )  
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▪ Profile to be Updated (  

profile  

▪ Scheduled Task Time (  

 

▪ Last Edit Time (  

 

▪ Change Task Execution Date & Time: (  

Change Task Execution Date & Time

Update

 

 

 

profile ( ) Add ( )

Submit ( ) profile

5   
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Select date & time ( ) profile ( ) 

  

   

(1) Select Date & Time  (2) OK  (3) OK  

 

 
 

(4) Submit ( )  (5)  
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Schedule List ( )  

 

 

 

User Info ( ) Time Zone ( )
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Update ( ) Delete ( )

 

 

 

 

 

1) Change Task Execulation Date & Time ( )

 

2)  

3) Update ( )   

3 

1 
2 
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Delete ( )

YES  

 

 

 

  

1 

 

2 

3 
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SCHEDULE RECORD ( ) 

Schedule Record ( )  

 

 

Schedule Record ( )  

 

▪ Profile Name ( )  

profile ( )  

 

▪ Execution Date & Time ( )  
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▪ Reservation Date & Time ( )  

ReMoCloud  

 

▪ Status ( )  

 

 

▪ Delete ( )  

Delete ( )

 

 

▪   

 

 

 

 

Profile Information ( ) profile ( ) 
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SCHEDULE PROFILE INFO ( ) 

Schedule List ( ) Schedule Record ( )

Schedule Profie Info ( ) profile   

 

 

 

 
 

 
2.  

Schedule Profile Info  

( )  

 
 

 
3.  

Schedule Profile Info  

( )  
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Schedule Profie Info ( )  
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Schedule Profie Info ( ) App Permissions (

) Manage Config ( ) Check ( ) App 

Permissions ( ) Manage Config ( )
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BACK ( )  

Schedule (

) Yes

No   
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CipherLab ReMoCloud ReMoCloud

CipherLab GMS Android 6   

 

 

4.1   ............................................................................. 166 

4.2 Android 7.0   ....................................... 176 

4.3 Android 6.0  .............................................. 187 

 

 
 

  

4  
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4.1  

CipherLab ReMoCloud profile ( ) 

 

 

4.1.1 REMOCLOUD  

ReMoCloud Enroll Device ( )

profile ( )

Android 9 Wi-Fi

Generate ( )  

 

Enroll Code 

( )
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enroll code ( )

 

 

 

(1) Profile Profile  

(2) Enable the default system apps ( )

Yes ( ) . 

 
Enroll Code:  

Android 6.0
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QR Code ( ) 3

5 Generate ( )

QR Code ( )   

 

 

 

 

Generate ( )  

 

   

1. Profile   

2. Validity ( ) 

Enroll Code ( ) 14

Validity ReMoCloud

Renew ( )  

1 

6 

7 

4 

5 

2 

3 
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3. Renew ( ) profile ( )  

4. QR Code ( ) QR Code ( )  

5. Enroll Code ( ) 
QR Code ( )

 

6. 

Show Enroll Barcode (

)

Hide Enroll Barcode (

)

Hide Enroll Barcode  

7. Enroll Barcode ( )  

 

 

3 No ( ) QR Code Generator ( )

  

 

 

 

1 

4 

5 

6 

7 

2 

3 
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1. Profile   

2. Validity ( ) 

Enroll Code ( ) 14

Validity ReMoCloud

Renew ( )

3. Renew ( ) profile ( ) 

4. afw#setup barcode (afw# ) Android 6.0 ( ) Sign in

5. Enroll Code ( ) 
QR Code ( )

6. 

Show Enroll Barcode (

)

Hide Enroll Barcode (

) 

Hide Enroll Barcode

7. Enroll Barcode ( ) 

 

 

 

 

(1) Enroll Code ( ) Enroll Barcode ( ) QR reader

afw#setup 6

 

(2)  

▪ Android 7.0  

▪ Android 6.0  
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WI-FI  

Android 9 Wi-Fi

Wi-Fi  

 

Wi-Fi  

1) 1 profile ( ) 2  

 

2) 3 Yes QR Code Enroll Code (

)   

 

 

 

 

bled. 
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3) 4 No 5 Wi-Fi   

 

 

4) 4 Yes Wi-Fi profile SSID

profile Device 

Setting ( ) Wi-Fi  

▪ SSID  

 

SSID Wi-Fi  
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▪ SSID  

 

Wi-Fi (Add new WiFi) ( Wi-Fi )

SSID  

 

Add new WiFi 1 3 5 SSID

 

 

5) Wi-Fi Wi-Fi SSID

Hidden SSID ( SSID) ON  
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6) 6 Generate ( ) QR Code Enroll 

Code ( )  

 

 

 

QR Code Android 9

 

 

 

3 No ( ) Wi-Fi  
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4.1.2  

  

1) App Drawer ( ) | |   |  

 

 

 

2) support@cipherlab.com.tw

OK  

   

 

3) Welcome wizard (

)  

Android 

7.0 Android 6.0

 
 

 

mailto:support@cipherlab.com.tw
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4.2 ANDROID 7.0  

Welcome wizard ( )

 

 

RS51  

 

▪ 1  

        

▪ 2 6 QR   
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▪ 3  

QR  

 

 

▪ 4  

Wi-Fi  
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▪ 5  

Wi-Fi QR  

      

 

▪ 6  

ReMoCloud QR code
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▪ 7  

ReMoCloud

 

      

 

▪ 8  
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( ) Lock Task ( )

Cipherlab Home Multi App  

 CipherLab Home Multi App  

   

profile ( ) profile ( ) 

Lock Task ( )  

 
Multi App   
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ReMoCloud Monitor ( ) Device ( )

 

 

 

 

 

  

(1) Profile ( ) profile  

(2) Monitor ( )  

(3) Enroll Code ( ) Enroll Barcode ( ) QR reader

afw#setup 6
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ANDROID 9  

Android 9.0 RK25 RK95 Android 10 RS35

profile ( ) Wi-Fi Wi-Fi

 

▪ 1  

      

▪ 2 6 QR  

 



183 

 

▪ 3  

▪ ReMoCloud QR code

 

 

 

▪ 4  

ReMoCloud
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▪ 5  

 

      

 

▪ 6  

ReMoCloud  
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▪ 7  

Google  

 

 

▪ 8  
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▪ 9  

Lock Task

Cipherlab Home Multi App  

 CipherLab Home Multi App  

   

ReMoCloud Monitor ( ) Device ( )  
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4.3 ANDROID 6.0  

RS50 Welcome wizard ( )   

▪ 1  

      

 

▪ 2 SIM  

 

 

1 

2 
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▪ 3  

Wi-Fi  

 

 

▪ 4  
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▪ 5  

afw#setup afw#setup

 

 

 

▪ 6  

Google  
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▪ 7  

Android Device Policy  

           

 

▪ 8  

ReMoCloud Android Device Policy
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▪ 9  

Google  

 

 

▪ 10  

ReMoCloud Android Device Policy
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▪ 11  

 

 

 

▪ 12  

QR code
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▪ 13  

ReMoCloud QR code

 

     

 

Enroll 

Barcode ( ) Enroll Barcode ( )   

           

 

QR code 
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▪ Step 14: 14  

 

 

 

( ) Lock Task ( )

Cipherlab Home Multi App  

 

profile ( )

profile ( ) 

Lock Task ( )  

 

 

 

 

 

Multi App  
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ReMoCloud Monitor ( ) Device ( )  

 

 

 

 

 

(1) Profile ( ) profile  

(2) Monitor ( )  

(3) Enroll Code ( ) Enroll Barcode ( ) QR reader

afw#setup 6
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5.1 Monitor ( )   ........................................................... 197 

5.2   ....................... 204 

5.3   ............................................................................. 220 

5.4   ............................................................................. 236 

 

 
 

  

5  

MONITOR ( ) 
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5.1 MONITOR ( )  

Monitor ( ) Device ( ) Group ( )

App ( )

Device ( ) Group ( )

App ( ) User Installed Apps

  

 

Airlock Browser Velocity   

 

5.1.1 DEVICE ( )  

 

 

 

 

▪ Schedule Report (  
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▪ Report (  

 

 

▪ Reset Password (  

 

 

▪ Wipe (  

ReMoCloud  

 

▪ Lock (  

 

 

▪ Reboot (  

 

 

▪ Refresh Data (  
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5.1.2 GROUP ( )  

Monitor ( ) Group ( )

 

 

 

 

▪ Enroll by pre-group (  

.csv

 

 

▪ Add (  

▪ Delete (  

 

 

▪ Assign ( profile  

profile ( )  
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5.1.3 APP ( )  

 App ( ) User Installed Apps

 

 

 

App ( )  

▪ App Name (  

 

 

▪ Package Name 

package name Google Play   

 

▪ Profile Count (  

profile ( ) 

 

▪ Device Count (  

 

 

User Installed Apps 
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User Installed Apps ( ) Device ( ) | 

Device Information ( ) | Installed Apps ( ) | User Installed Apps (

)  

 

RK25
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PROFILE COUNT ( ) 

Profile Count ( ) Activated Profile of App (

) profile ( )  

 

 

Activated Profile of App ( ) profile

profile Profile Information ( ) Profile

Profile  
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DEVICE COUNT ( ) 

Device Count ( ) Device of App ( )

Model Name ( ) profile Device 

Information ( )  
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5.2  

Group ( )

 

 

 

 

Group ( )  

 

▪  

 

▪  

 

▪  

 

▪ profile ( )  
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5.2.1 ENROLL BY PRE-GROUP  ( ) 

Enroll by pre-group ( ) ReMoCloud

ReMoCloud

profile ( )  

 

ENROLL BY PRE-GROUP ( )  

Group ( ) Enroll by pre-group ( )

 

 

 

Enroll by pre-group ( )  

 

▪ Import (  

.csv .csv

 

▪ Export (  

Enroll by pre-group ( )

.csv

 

▪ Delete (  

Enroll by pre-group ( )  
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Import ( ) .csv

 

ENROLL BY PRE-GROUP ( ) .CSV  

Enroll by pre-group ( ) .csv  

▪  

▪  

 

 

.txt  

 

.txt  
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.csv (E) UTF-8

(S)   

 

 

 

.csv .csv Enroll by pre-group (

)  

 

1 

2 3 
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.CSV ENROLL BY PRE-GROUP ( )  

Enroll by pre-group ( ) Import ( )

Choose File ( ) .csv

Submit  

 

      

 

 

 

 

 

 

 

.csv Enroll by pre-group Enroll by pre-group

Delete ( ) .csv   
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ENROLL BY PRE-GROUP ( )  

Enroll by pre-group (

) Export ( )

Submit

.csv  
 

Cancel ( )  

 

ENROLL BY PRE-GROUP ( )  

Delete ( ) Enroll by pre-group   
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ENROLL BY PRE-GROUP ( )  

profile (

) Enroll by pre-group ( )

profile  
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Enroll by pre-group ( ) ReMoCloud

ReMoCloud  
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5.2.2  

 

 

 

 

1) Monitor ( ) Group ( ) Add ( )

Next ( )  
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2) profile ( )

profile Finish ( )   

 

 

 

 

 

 

 

 

3) Add Device ( ) ReMocloud

Add ( )   

 

1 

2 
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4) Group Setting ( )

profile ( ) Group Setting ( )

 

 

 

5) Back ( ) Group ( )

  

 

 

Group ( )   
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5.2.3  

Group ( )

Delete ( )   

 

Yes No   

 

 

 

 

1 

2 
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profile (

) Device ( )  
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5.2.4 PROFILE ( ) 

 

profile ( ) Monitor ( ) Group 

( ) Assign ( ) Please select a group (

) Next ( )   

 

 

 

 

Please select a group ( )  
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profile ( )

Finish ( )  

 

 

 

 

 

 

 

Profile  

 

profile ( ) profile  
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5.3  

Monitor ( ) Group ( ) Group 

Setting ( )  
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5.3.1  

 

 

 

▪ Model Name (  

 

 

▪ User-Defined (  

ReMoCloud

User-Defined ( )  

 

▪ Serial Number (  
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▪ Group (  

 

▪ Profile (  

profile ( )  

 

▪ Profile Current Ver (  

profile ( ) profile

 

  

 profile ( )   

 profile ( )   

Not Applied ( ) profile ( )  

0 

profile ( )

0 profile 0

profile  

 

▪ Profile Latest Ver (  

profile ( )  

 

▪ IMEI (  

 

 

▪ Command Status (  

Locking ( ) Wiping ( )

Rebooting ( )  
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▪  

 

 

▪  
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Filter ( )
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Profile Current Ver ( )

Not Applied  
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5.3.2  

 

  

 

REFRESH DATA ( ) 

Refresh Data ( )
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Add ( ) Move ( ) Wipe (

)   
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ADD DEVICE ( ) 

 

 

1) Group Setting ( ) Add ( )   

 

 

 



229 

 

2) Add ( )

profile ( )  

 

 

 

 

1 

2 
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DELETE ( ) 

Delete ( )   

 

Yes  

           

 

1 

2 
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ReMoCloud

profile ( ) Device ( )
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MOVE ( ) 

Move ( )   

 

 

Please Select a Group ( ) Send (

) Please Select a Group ( )   

            

 

 

1 

2 
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profile ( ) Refresh Data (

)  

 

WIPE ( ) 

ReMoCloud Wipe ( )  

 

2 

1 
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Yes ReMoCloud

  

        

ReMoCloud  

 

 

LOCK ( ) 

Lock ( )

PIN   

 

1 

2 
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REBOOT ( ) 

Rebbot ( )   

 

 

 

1 

2 
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5.4  

 Device ( ) ReMoCloud   

 

 

 

 

 

 

 

▪ Model Name (  

 

 

▪ User-Defined (  

ReMoCloud
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▪ Serial Number (  

 

▪ Group (  

 

 

▪ Profile (  

profile ( )  

 

▪ Profile Current Ver (  

profile ( ) profile  

 

 

  

 profile ( )   

 profile ( )   

Not Applied ( ) profile ( )  

0 

profile ( )

0 profile 0

profile  

 

▪ Profile Latest Ver (  

profile ( )  

 

▪ Build Version (  

 

 

▪ IMEI (  
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▪ Command Status (  

Locking ( ) Wiping ( )

Rebooting ( )  

 

▪ Remote Desktop (  

Remote Desktop ( )

Remote Desktop ( ) 3

Remote Desktop  

 

 

 

Device ( )  

 

Schedule Report  

( ) 

Report ( ) 

Reset Password  

( ) 

Wipe ( ) 
ReMoCloud

Lock ( ) 

Reboot ( ) 

Refresh Data  

( ) 
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5.4.1  

Device Information ( )  

 

 

  

Header Row Items 
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MOVE/ SHOW/ HIDE COLUMN ( ) 

Move/ Show/ Hide Column ( )

 

 

 

Move/ Show/ Hide Column ( )

Move/ Show/ Hide Column (

)

 

Model Name (

) User-Defined ( )   
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USER-DEFINED ( ) 

User-Defined ( ) ReMoCloud

 

 

1) User-Defined ( ) User-

Defined ( )   

  

2) 20  

3)  

 

User-Defined ( )  

1)  

2)  

 

ReMoCloud  
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Device ( )

 

 

▪  

 

 

▪   
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1) Filter ( )  

 

2)   
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Profile Current Ver ( )

“Not Applied ( )  
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DEVICE INFORMATION ( ) 

Monitor ( ) Device ( )

Summary ( ) Install App (

) Settings ( )   

 

 

 

  

 

Click on “Refresh Data” to  
get the most recent status. 
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UPLOAD LOG ( LOG ) 

Upload Log ( log )

CipherLab LogCollection

Device Information ( ) Upload Log ( log )

log FTP Upload Log
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5.4.2  

ReMoCloud  

 

Schedule Report ( ) Report ( ) Refresh Data (

)   

 

 

2 

1 
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SCHEDULE REPORT ( ) 

Schedule Report ( )

1) email Edit ( ) Add ( )  

 
 

2) Submit  

 
 

3) Add ( )
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Save ( )  
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REPORT ( ) 

 

 

1) Report ( )  

 
 

 

2) OK Excel  
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RESET PASSWORD ( ) 

profile ( )  

▪ profile ( )  

 

  

1) profile ( ) Reset Password (

)   

 

1 

2 
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2) Device Settings ( ) Security” (

) Password History Length Next ( )  

 

 

3) Next ( )  

 

 

4) ReMoCloud Next ( )  

 

 

5) 3 Lock 

the device(s) now ( )
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WIPE ( )  

Wipe ( ) ReMoCloud   

 

 

Yes ReMoCloud  

            

 

 

 

 

1 

2 
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LOCK ( ) 

Lock ( )

ReMoCloud  

 

 

REBOOT ( ) 

Reboot ( )   

 

2 

1 

1 

2 
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REFRESH DATA ( ) 

Refresh Data ( )   

 

Refresh Data ( ) Device ( ) Wipe (

)  
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Refresh Data ( )  
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ReMoCloud

 

 

 

6.1 Sub Account ( )   ................................................ 258 

6.2   ................................................................... 264 

 

 
 

  

6  

SUB ACCOUNT ( ) 
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6.1 SUB ACCOUNT ( )  

ReMoCloud Sub Account ( ) Profile( )

Group( )

Sub Account ( ) Manage ( )

Manage Sub Account ( )  

 

Manage Sub Account ( )  

  

Add Sub Account ( )  

Delete Sub Account ( )  

Sub Account ( )  

Profile Permission ( ) profile ( )  

Group Permission ( ) group ( )  

Assign Group ( )  
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6.1.1  

ReMoCloud

 

 

 

Add Sub Account ( ) Please make a sub account (

)   
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Please make a sub account ( )  

 

  

Sub Account ( )  

Password ( ) ReMoCloud  

Profile Permission  

( ) 

profile ( )  

Read ( ) profile ( )   

Write ( ) profile ( )  
 

Group Permission  

( ) 

group ( )  

Read ( ) group ( )  

Write ( ) group ( )  
 

Assign Group ( ) group ( )  
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1) ReMoCloud  

2) ReMoCloud  

 

ReMoCloud ReMoCloud

Please make a sub account ( ) Submt ( )

Duplicate sub account ( )  

▪  

 

 

▪  
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6.1.2  

Delete Sub Account ( )

  

 

 

Yes  

  

 

 

1 

2 
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6.1.3  

EDIT ( ) Edit sub account (

) Submit ( )   

 

 

 

 

Sub Account ( )  
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6.2  

ReMoCloud

ReMoCloud  

 

6.2.1  

ReMoCloud https://remocloud.cipherlab.com/login

 

 

 

(Forget Password)   

 

https://remocloud.cipherlab.com/login
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SUB ACCOUNT GROUP LIST ( ) 

ReMoCloud Sub Account Group List ( )

group ( )  

 

 

 

 

SUB ACCOUNT PROFILE LIST ( ) 

Group ( ) Profile ( ) ReMoCloud

profile ( )  
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USER LOG ( ) 

User Log ( )

Search ( ) Time ( )

Log  

 

 

 

SUB ACCOUNT HELP PAGE ( ) 

Help ( ) Sub Account Help Page ( )

ReMoCloud Help ( )   
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6.2.2 PROFILE ( )  

ReMoCloud Profile ( )

Profile ( ) ReMoCloud

profile  

 

profile profile  

  

 

 

 



268 

ReMoCloud User Guide 

 

READ ( ) 

ReMoCloud Profile Permission ( ) Read ( )

profile ( ) 
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WRITE ( ) 

Profile Permission ( ) Write ( )

profile ( ) Profile ( ) Profile 

( )
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6.2.3 GROUP ( )  

Group Permission ( ) ReMoCloud

 

Sub Account Group List ( ) ReMoCloud group ( )
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READ ( ) 

Group Permission ( ) Read ( )

Device Information ( ) Refresh Data ( )
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WRITE ( ) 

Group Permission ( ) Write ( ) Wipe 

( ) ReMoCloud Lock ( )

Device Information ( ) Refresh Data ( )
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7.1 User Log ( )  ................................................... 274 

7.2 Log   .................................................. 276 

 

 
 

  

7  

USER LOG ( ) 
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7.1 USER LOG ( ) 

User Log ( ) ReMoCloud  

 

Log  

 

 

  

Time ( )  

Arrive Page ( )  

Description ( )  
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more ( )  
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7.2 LOG  

User Log ( ) Search ( )

Time ( )  

 

LOG  

User Log ( )

Search ( )  
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LOG  

Time ( ) Time ( ) log

 

 

▪  

 

▪   
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LOG  

Time ( ) log

Search ( )  

1) Search ( ) log   

 

 

2) Equal ( )  
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3)  

 

 

 

4) log  

 

 

User Info ( ) Time Zone (

)  
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ReMoCloud App Drawer

CipherLab OEMConfig CipherLab Device Health profile (

) CipherLab ADC Module CipherLab 

LogCollection profile ( )

Device Information ( ) Install App ( )

 

 

 

8.1 CipherLab OEMConfig  ....................................................... 281 

8.2 CipherLab Device Health  ................................................... 290 

8.3 CipherLab ADC Module  ..................................................... 292 

8.4 CipherLab LogCollection  .................................................... 304 

8.5 CipherLab Profile Information  ........................................... 310 

8.6 CipherLab Home  ................................................................ 312 

8.7 Device Policy  ..................................................................... 324 

 

  

8  
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8.1 CIPHERLAB OEMCONFIG 

CipherLab OEMConfig ReMoCloud ReMoCloud

App Drawer ( )  

 

8.1.1 MANAGE APP CONFIG ( )  

profile ( ) CipherLab OEMConfig Manage 

Config ( ) Edit ( ) Manage App Config (

)
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▪ DeployFromZip 

ADC (Android Deploy Configurator) ReMoCloud

CipherLab ADC Module  

 

 

▪ Log Collection 

Log Collection CipherLab LogCollection

FTP  

 



283 

 

Manage App Config ( )

profile ( ) Profile 

Information ( )

 

CipherLab OEMConfig App Drawer (

)  

 

 

8.1.2  

CipherLab OEMConfig Manage App Config ( )   

 

SYSTEM UPDATE ( ) 

Enable Update Controls ( ) OTA  

 

50% OTA 50%

OTA  

1 

2 
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SENT INTENT 

Sent Intent activity service braodcast  

 

Send Intent Controls Call activity manager (am)

 

 

Start SIPController 

ACTION:StartActivity, PKG:com.sw.android.sipcontroller, CLS:MainActivity 

 

Start SoftwareTrigger Icon 

ACTION:StartService, PKG:com.Cipherlab.SoftwareTrigger_Service, CLS:FlyBitch 

 

Action:ACTION Package:PKG Class:CLS intent:INT 
ExtraKey:EK 
ExtraValue:EV  
ExtraPackage:EP 
 

StartActivity com.sw.enterprisekeypadmode MainActivity android.intent.action.sip  

StartService com.sw.android.sipcontroller MainActivity   

StopService com.Cipherlab.SoftwareTrigger_Service FlyBitch   

Broadcast     

1 

2 
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BUTTON ASSIGNMENT 

Button Assignment  

Add ( )

Remove ( )
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User-defined Android key code

 https://developer.android.com/reference/android/view/KeyEvent  

 

package name class name  

 

 Package Name Class Name 

A-Demo sw.programme.demos 
sw.programme.demos.ui.activity 
.MainActivity 

Airlock Browser com.outcoder.ibrowser crc643f80cb343b07773e.MainActivity 

AppLock sw.programme.applock sw.programme.applock.SetHomeActivity 

BarcodeToSetting com.cipherlab.barcodetosetting 
com.cipherlab.barcodetosetting 
.MainActivity 

BT Printer Mate 

▪ RK95/RS51: 

cipherlab.btprtmate 

▪ RS35: 

com.cipherlab.btprtmate 

▪ RK95/RS51: 

cipherlab.btprtmate.MainActivity 

▪ RS35: 

com.cipherlab.btprtmate.MainActivity 

Button Assignment sw.programme.buttonassignment 
sw.programme.buttonassignment.activity 
.ButtonAssignmentActivity 

Calculator ( ) com.android.calculator2 com.android.calculator2.Calculator  

Calendar ( ) com.android.calendar com.android.calendar.AllInOneActivity  

Camera ( ) org.codeaurora.snapcam com.android.camera.CameraLauncher  

Chrome com.android.chrome com.google.android.apps.chrome.Main  

Clock ( ) com.android.deskclock com.android.deskclock.DeskClock  

Contacts ( ) com.android.contacts 
com.android.contacts.activities. 
PeopleActivity  

 

https://developer.android.com/reference/android/view/KeyEvent
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 Package Name Class Name 

Device Health 
Dashboard 

sw.programme.devicehealth 
.dashboard 

sw.programme.devicehealth.dashboard.ui 
.DashboardActivity 

Drive ( ) com.google.android.apps.docs 
com.google.android.apps.docs.app 
.NewMainProxyActivity 

Duo 
com.google.android.apps 
.tachyon 

com.google.android.apps.tachyon 
.MainActivity 

Enterprise Settings com.sw.enterprisekeypadmode 
com.sw.enterprisekeypadmode 
.MainActivity 

EZConfig sw.programme.ezconfig sw.programme.ezconfig.MainActivity 

EZEdit sw.programme.ezedit sw.programme.ezedit.MainActivity 

Files/Downloads  

( ) 

▪ RS50: 

com.android.providers 
.downloads.ui 

▪ Others: 

com.android.documentsui 

▪ RS50: 

com.android.providers.downloads.ui 
.DownloadList 

▪ Others: 

com.android.documentsui.LauncherActivity 

File Manager ( ) com.cyanogenmod.filemanager 
com.cyanogenmod.filemanager.activities 
.NavigationActivity 

Gallery ( ) org.codeaurora.gallery com.android.gallery3d.app.GalleryActivity 

Gmail com.google.android.gm 
com.google.android.gm 
.ConversationListActivityGmail 

Google 
com.google.android 
.googlequicksearchbox 

com.google.android 
.googlequicksearchbox.SearchActivity 

HF RFID Configuration sw.programme.hf sw.programme.hf.ConfigPrefActivity 

Keep Notes (Keep ) com.google.android.keep 
com.google.android.keep.activities 
.BrowseActivity 

Maps ( ) 
com.google.android 
.apps.maps 

com.google.android.maps.MapsActivity 
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 Package Name Class Name 

Messages ( ) com.google.android.apps.messaging 
com.google.android.apps.messaging.ui 
.ConversationListActivity 

Music ( ) com.android.music com.android.music.MusicBrowserActivity 

Phone ( ) 

▪ RK25N/RS50 

com.android.dialer 

▪ RK25P/RS51 

com.android.dialer 

▪ RS35 

com.google.android.dialer 

▪ RK25N/RS50 

com.android.dialer.DialtactsActivity 

▪ RK25P/RS51 

com.android.dialer.app.DialtactsActivity 

▪ RS35 

com.google.android.dialer.extensions 
.GoogleDialtactsActivity 

Photos ( ) 
com.google.android 
.apps.photos 

com.google.android.apps.photos.home 
.HomeActivity 

Play Movie & TV  

(Play ) 
com.google.android.videos 

com.google.android.youtube.videos 

.EntryPoint 

Play Music (Play ) com.google.android.music 
com.android.music.activitymanagement 
.TopLevelActivity 

Play Store (Play ) com.android.vending com.android.vending.AssetBrowserActivity 

QTI Logkit-lite 

▪ RS51 

com.qualcomm.qti.logkit 

▪ Others 

com.qualcomm.qti.logkit.lite 

▪ RS51 

com.qualcomm.qti.logkit.cActivity 

▪ Others 

com.qualcomm.qti.logkit.lite.cActivity 

Reader Config sw.programme.readerconfig sw.programme.readerconfig.MainActivity 

SDLgui com.zebra.sdl com.zebra.sdl.SDLguiActivity 

Settings ( ) com.android.settings com.android.settings.Settings 

Signature Capture sw.programme.signature sw.programme.signature.MainActivity 
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 Package Name Class Name 

SIP controller com.sw.android.sipcontroller com.sw.android.sipcontroller.MainActivity 

SoftwareTrigger com.Cipherlab.SoftwareTrigger 
com.Cipherlab.SoftwareTrigger 
.MainActivity 

Sound Recorder  

( ) 
com.android.soundrecorder 

com.android.soundrecorder 
.SoundRecorder 

Terminal Emulation 
sw.programme 
.terminalemulation 

com.te.UI.MainActivity 

Video ( ) com.android.music com.android.music.VideoBrowserActivity 

Velocity com.wavelink.velocity com.wavelink.velocity.te.SplashActivity 

Voice Search 
com.google.android 
.googlequicksearchbox 

com.google.android.googlequicksearchbox 
.VoiceSearchActivity 

WMDSAgent sw.programme.wmdsagent sw.programme.wmdsagent.MainActivity 

WMDSInstaller sw.programme.wmdsinstaller sw.programme.wmdsinstaller.MainActivity 

Youtube com.google.android.youtube 
com.google.android.youtube.app 
.honeycomb.Shell$HomeActivity 

YT Music 
com.google.android.apps 
.youtube.music 

com.google.android.apps.youtube.music 
.activities.MusicActivity 
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8.2 CIPHERLAB DEVICE HEALTH 

CipherLab Device Health ReMoCloud

Device Information ( ) CipherLab Device Health

 

 

REMOCLOUD  

ReMoCloud MONITOR (

) Device ( )

Device Information ( ) Summary ( )

Battery Level ( )  
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ReMoCloud   

(1)  

(2) CipherLab OEMConfig CipherLab Device Health

 

 

 



292 

ReMoCloud User Guide 

 

8.3 CIPHERLAB ADC MODULE 

CipherLab ADC Module CipherLab OEMConfig

ADC (Android Deploy Configurator) ReMoCloud

 

▪ Android Deploy Configurator 

http://wmds.cipherlab.com/ ADC (Android Deploy Configurator)

 

▪ SD USB  

SD USB  

 

Android Deploy Configurator http://wmds.cipherlab.com/ADC/UserGuide/Latest

ADC User Guide for Android   

 

ReMoCloud ADC  

 

8.3.1 ADC (ANDROID DEPLOY CONFIGURATOR)   

ADC SD USB

 

1) ADC  

 

 

 

http://wmds.cipherlab.com/
http://wmds.cipherlab.com/ADC/UserGuide/Latest
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2) ADC   

 

 

3) SD SD

USB  

 

1 

2 

3 

1 

2 
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8.3.2 ZIP URL   

SD USB ADC ADC

.zip   

 

 

 

 

 

OneDrive Google Drive Dropbox

  

 

 



295 

 

OneDrive Google Drive Dropbox

2 ADC.zip URL  

 

1) ADC.zip OneDrive ADC.zip   

 

 

 ADC.zip  

 

 

2 

1 
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2)  

 

 

3)  
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4)   

 

 

5)   
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6) embed download   
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8.3.3 REMOCLOUD ADC   

1) Profile ( ) profile profile name ( )

Profile Information ( ) ADC profile (

)  
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2) profile ( ) CipherLab OEMConfig Manage 

Config ( ) Edit ( )  

 

CipherLab OEMConfig profile Add App 

( ) Google Play CipherLab OEMConfig

profile
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3) CipherLab OEMConfig Manage App Config ( )

DeployFromZip   

 

 

(a) Wireless 

(b) Wi-Fi Advanced 

(c) SendIntent 

(d) ButtonAssignment 

(e) Reader Config 

(f) Enterprise Settings 

(g) SIP Controller 

(h) Other Settings (only for HERA51) 

(i) Display 

(j) System Languages 

(k) System Date and Time 

(l) System Update 

(m) DeployformZIP 
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DeployFromZip OEMConfig

DeployFromZip  

 

4) Deploy From Zip Control Deploy Settings from Zip File

ADC.zip OK  

CipherLab OEMConfig   

 

1 

2 

3 
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5) Profile Information ( ) Save ( ) Schedule (

) profile ( )  

 

 

 

 

 

ReMoCloud ADC profile ADC
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8.4 CIPHERLAB LOGCOLLECTION 

CipherLab LogCollection CipherLab OEMConfig

log CipherLab LogCollection

App Drawer ( )  

 

8.4.1  

log  

 

1) profile ( ) profile ( )

profile ( )  

 

2) log ReMoCloud profile ( )  

 

3) CipherLab 

LogCollection CipherLab OEMConfig

OEMConfig  

 

ReMoCloud Device Information 

( ) Install App ( )
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8.4.2 OEMCONFIG LOG COLLECTION  

1) profile ( ) CipherLab OEMConfig

Manage Config ( ) Edit ( )  

 

2) Manage App Config ( ) Log Collection Enable 

Log collection   
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Server address ( ) FTP IP  

Server port ( ) FTP  

Upload path 

( ) 

FTP log

/  

 

Username ( ) FTP FTP user name ( )  

Password ( ) FTP FTP  

 

3) Log Collection OK Profile Information ( )   
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4) Profile Information ( ) Save ( )

Schedule ( )  
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8.4.3 LOG  

CipherLab OEMConfig Log Collection Device Information 

( ) Upload Log ( log )

log Upload Log ( log ) log

FTP Upload Log  

 

  
 

log  

 
log

FTP  
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log  

 

 

 

 

 

 

FTP log log log

.zip SerialNumber_YYMMDD-HHMMSS_hostlog.zip
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8.5 CIPHERLAB PROFILE INFORMATION 

CipherLab Profile Information profile ( )

profile profile  

profile ( ) Sync Profile Information to Device

CipherLab Profile Information profile

ReMoCloud profile ( ) Device Settings ( ) Sync 

Profile Information to Device   

 

 

                

1 

2 
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Sync Profile Information to Device CipherLab 

Profile Information

Save ( ) Schedule ( ) profile

Sync Profile Information to Device CipherLab Profile Information

profile  

 

 

 

 

 

 
Profile Name 

( ) 
 Profile Current Ver 

(

) 

 

 Profile App
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8.6 CIPHERLAB HOME 

CipherLab Home ReMoCloud

CipherLab Home Lock Task Mode (

) Lock Task Mode ( )

CipherLab Home CipherLab Home

 

profile ( ) Device Settings ( ) CipherLab Home
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8.6.1 CIPHERLAB HOME  

Cipherlab Home Application Settings   

 

1) Edit ( ) Add ( )

pacakge name   

 

 

2) package 

name Submit ( )  

▪ Select an Existed App ( ) 

profile ( ) app  

 

  

1 

2 
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▪ Input the package Name ( package name) 

package name

profile ( ) app  

 

 

CipherLab Home profile app

package name  

 

3) Cipherlab Home Application Settings

Save ( ) Schedule ( )

profile ( ) Cipherlab Home  

Cipherlab Home Application Settings Delete 

( )  
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8.6.2 CIPHERLAB HOME  

Cipherlab Home Clear Cache Application Settings

Android Google 

Chrome 90  

 

 

  

 

1) Cipherlab Home Clear Cache Application Settings Edit ( )

Add ( )  

 

 

 

 

 

 

2) 

package name

Submit ( )  

 

▪ Select an Existed App (

) 

profile ( ) app

 

 

1 

2 
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▪ Input the Package Name ( package name) 

package name
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