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RELEASE NOTES

Version Date Notes
1.10 Sep. 08, 2023 Add the new supported device models
1.09 April 20, 2021 Update all figures.

Section 1.2 “Use AppLock for the 1% Time”: Update the description about
the password for Admin Mode.

Add the description about “WMDS Agent” to Section 1.2 “Use AppLock for
the 1% Time”.

Revise “Reset Chrome blacklist policy” to Section 3.3.3 “Site Protection”.

Remove “Enable Screen Pinning When Lock Screen Is Not Set as "None" or
"Swipe".” from 3.3.3 “Screen Pinning”.

Add description about notifications of ADCClient and OEMConfig to
Section4.2.3 “Show filtered notifications”.

Add new section “Launch Button Assignment” to Chapter 5: “Other
Functions (Administrator Only)”.

1.08 Oct. 5, 2020 RS35 Mobile Computer is supported.

Section 3.1.1 “Add Application”: Add the description about more option
menu on the Available Applications page.

Update Section 3.3.1 “Hide Icon on AppLock Desktop”.

Add “Reset Chrome blacklist policy” to Section 3.3.3 “Site Protection”.
Add new section 3.3.4 “Chrome Shortcut”.

Update section 3.4 “Recent Apps Whitelist”.

Update Section 4.4 “Security”.

Section 4.5 “Assist app”: Add the note about the access to “assist app” for
all supported models.

Update section 4.7 “USB Connection Allowed”.
Update the releated figures.

1.07 August 18, 2019 Add new section 2.2.2 “Admin Menu in Android Safe Mode”.
Add new section 3.2.4 “Adjust Auto start delay”.
Update the related figures.

1.06 April 30, 2019 Update all figures
RS51 Mobile Computer is supported
Add “Home screen text color” to section 4.3 “Display”

Add “Monitoring App Installation” to section 4.4 “Security”
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Version Date

Notes

1.05 Dec. 28, 2018

1.04 June 15, 2018

1.03 May 10, 2018

1.02 Dec. 7, 2017

1.01 Oct. 16, 2017

1.00 Apr 27, 2017

Update section 3.1.1 “Add application” & 3.1.2 “Add Shortcut”
Add new section 3.1.3 “Add Package Naming Rule”

Update section 3.1.5 “Clear All Applications and Shortcuts”
Add “Enable Log” to section 4.4 “Security”

Update the related figures.

Update Section 3.1.2 “Add Shortcut”

Add new section 3.3.4 “Rearrange the Sorting Order of the
Apps/Shortcuts on Desktop”

Update the related figures

RK25 Mobile Computer is supported

Change Section 2.6 to Chapter 3 “Applications Management
(Administrator only)”

Add note to Section 3.1.2

Add Section 3.3.1 “Hide icon on AppLock Desktop”

Add Section 3.3.3 “Site Protection”

Change Section 2.8 to Chapter 4 “Option (Administrator only)”

Revise Section 4.2.2 “Enable Notification Bar”

Add Section 4.2.3 “Show filtered notifications”

Change Section 2.9 to Chapter 5 “Other Functions (Administrator only)”

Revise Section 5.5 “Exit”

Update the related figures.

Revise “Set AppLock as Home App” of Section 1.1
Add “Heads-up Notifications” to Section 2.8.1
Add “Remove Lockscreen Icons” to Section 2.8.5

Update the related figures.

Support Android 6.0 & Android 7.0

Update all figures

Revise “Delete Applications or Shortcuts” of Section 2.6.1
Revise “Notification bar” of Section 2.8

Add “Assist app” & “USB Connection Allowed” to Section 2.8
Add Section 2.6.3 “Screen Pinning”

Initial release
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Introduction

INTRODUCTION

Developed for Android mobile computers, AppLock controls the interface provided to users. It
dominates over the O.S. and limits the system resources made available to users. Properly tuned,
AppLock gives way to ordinary working applications while locking out those that are not so
productive.

If you have a collection of mobile computers, you can apply a uniform user environment to the
entire group without the need of great time and effort. This can be done easily by reduplicating a

copy of master settings to your entire set of mobile computers.

This manual covers usage of AppLock. We recommend that you read this document thoroughly

before starting, and keep a copy of this manual at hand for quick reference.
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FEATURES

P Supports CipherLab Android mobile computers:

=  Android 4.4 KitKat (RS30)

®=  Android 6.0 Marshmallow (9700A, RS31 & RS50)
®=  Android 7.0 Nougat (RS31 & RK25)

=  Android 8.0 Oreo (RS51 & HERA51)

=  Android 9.0 Pie (RK25 & RK95)

=  Android 10 (RS35)

*  Android 11(RK25, RS35, RS51 & HERA51)

=  Android 12 (RK26, RK95 & RS36)

P Full control over system services

P Limits the accesses to crucial system settings

P Locks out unproductive applications

P Auto-launched productive applications upon system startup
P Superuser mode for administration of operating system

P Supports importing and exporting settings to configuration files



Setup

Chapter 1

SETUP

This chapter guides to the launch of AppLock.

This chapter also covers the 1st launch of the application.

IN THIS CHAPTER

1.1 Launch AppLock
1.2 Use AppLock for the 1st Time 12



AppLock User Guide

1.1 LAUNCH APPLOCK

AppLock is a built-in app and will be automatically executed %00 0 W A215
when you turn on the device. After the flash screen, you may
be prompted to select a Home app. By selecting APPLock
mode, you will enter launch AppLock program.

Select a Home app
£} Launcher3
L' ApplLock

JUSTONCE  ALWAYS

1.1.1 LAUNCH APPLOCK FROM NORMAL OPERATION MODE

To launch AppLock from normal operation mode: 530 & SERL Y
Set AppLock as home app

1) Go to App Drawer (All Applications), and then tap on

AppLock icon E .

2) AppLock opens showing “Set AppLock as home app”
screen. Tap on “Allow” to continue; tap “Deny” to leave
this page.

Please refer to Set AppLock as Home App for details.

10
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1.1.2 SETAPPLOCK AS HOME APP
You may decide whether to set AppLock as the home application. If AppLock is set as the home
application, when the Home button is pressed, AppLock’s Allowed Apps view will show on the

screen.

1) The first time AppLock launches, the notification screen
“Set AppLock as home app” shows. Set AppLock as home app

Tap Allow to proceed, or tap “Deny” to return to the
previous page.

2) AppLock opens showing the user level main screen.

cirrer[TNY

Smarter

11
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1.2 USE APPLOCK FOR THE 1ST TIME

AppLock adopts user levels that set limits to AppLock’s advanced functions. See Access Levels
for more details.

When launched for the 1% time, AppLock doesn’t require password for administrator mode (the
superior access level). The full functionality is open to everyone who operates it as long as you log
in to AppLock.

Log in to AppLock to set up an administrative control:

1) Launch the application as described in Launch AppLock.

| |
2) Tap the menu button = in the top right corner to open the drop-down menu.

3) Tap on “Admin Mode”.
For the first time to login “Admin Mode”, no password is required because it is not set yet.

Please do remember to set a new password for administrator in Security.

]
4) You will be logged in as an administrator. Tap the menu button = inthe top right corner, and

the administrator level toolbar becomes available. See Security for details on setting up login
password.

AppLock

ApplLock Allowed Apps : AppLock Allowed Apps

Admin Mode User Mode

Clear Recent Apps Apps Management...
About Import
Export
Options...

Please set a login password to improve Launch Button Assignment
security.

CIPHR Lm

Smarter

Launch System Settings
Reset To Default

Clear Recent Apps
About

Exit

12
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Enter “Application Management” of “Admin Mode” after AppLock is launched for the 1st time or

after AppLock is “Reset To Default”, you will find the hidden default application “WMDS Agent”

(Wireless Mobile Deployment System for Android is a windows-based server program that can
deploy the configuration projects to Android devices through wireless network).

AppLock

Allowed Apps
User Mode
Apps Management...
Import
Export
Options...
Launch Button Assignment
Launch System Settings
Reset To Default
Clear Recent Apps
About

Exit

Applications Management

ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST

WMDSAgent

sw.programme. sagent.MainAc.

Application Settings
B \WMDSAg

=~
=

ogram nt.MainActivity

Label

WMDSAgent

n AppLock desktop i

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Remove I  Cancel

To display the application “WMDS Agent”’ on AppLock main screen, please uncheck “Hide icon
on AppLock desktop”; to remove this app, please tap on “Remove” button.

Make sure to save before leaving every current page.

Application Settings
1 WMDSAgent

4
L gramme

Label

WMDSAgent

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock

Remove Cance

Applications Management

ALLOWED

AUTO START RECENT APPS
APPS APPS

WHITELIST

WMDSAgent

gramme.wmdsagent. MainAc.

13

AppLock

i
~

[

WMDSAgent

Allowed Apps

o LAg|

Smarter
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USE APPLOCK

Chapter 2

This chapter will walk you through the application’s menu, toolbar and main working views. A few

sections are also included herein to describe the access levels applied. Also, cloning application

settings to a group of mobile computers is also mentioned.

IN THIS CHAPTER

2.1 ACCESS LEVEIS ..o 15
2.2 MENU e 16
2.3 Toolbar (Administrator Only) ... 19
2.4 Working VIEWS ...ttt 21
2.5 Admin Mode (Administrator Only) ........ccocceiviiieeiiciee e 22
2.6 Manage System Settings (Administrator Only) .............ccccceee. 24

14
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2.1 ACCESS LEVELS

AppLock’s offers two access levels for usage:

User

An ordinary user that uses the operating system for their day-to-day tasks. Users are
generally warded off from some system settings and relatively unproductive applications.

Administrator

A super user mode with administrative privileges over the operating system. An
administrator (most of all) doesn’t use the operating system for daily tasks but manages it
and prepares it for other users. The administrator is able to tailor which applications and
which system settings are available to users.

These two access levels are implemented through menu completeness, which relies on switching
between User Mode and Admin Mode, as detailed in the following section.

User Administrator

AppLock Allowed Apps

(o m User Mode
- [

A-Demo BarcodeToS.. BT Printer M.. Enterp APPS M anagement

W E Import

HF RFID Con.. ReaderConfig SoftwareTrig.. WMDS

AppLock Allowed Apps

ﬁAdminMode

A-Demo BarcodeToS.. BT Printer M. Entel

Clear Recent Apps

B EGI..

HF RFID Con... ReaderConfig SoftwareTrig.. WMbLomgent
WMDSInstall.. SIP controller La I

Smarter

Export

WMDSInstall.. SIP controller La Options'"
o LAB

Smarter Launch Button Assignment
Launch System Settings
Reset To Default
Clear Recent Apps
About

Exit

15
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2.2 MENU

Same as most software products, AppLock features a command menu to receive instructions and
thus take actions.

221 OPEN MENU

To open the AppLock menu:

1) Launch the application as described in Launch AppLock.
]
2) Tap the menu button = . The settings menu opens reflecting the current access level.

User level:

Before logging in to AppLock, AppLock provides users with a pared-down menu.
Users can only access the applications on the Allowed Apps view, erase the record
of recently used applications, or view version information.

Administrator level:

After logging in to AppLock, AppLock provides the administrator with a completely
functional menu plus a toolbar. The administrator thus has full access and full control
of AppLock’s services.

User Level Menu Administrator Level Menu

[B) ~epLock : Applock  Allowed Apps

Admin Mode User Mode

Clear Recent Apps Apps Management...
About Import
Export

Options...

Launch Button Assignment
CIPHER LABl

Smarter

Launch System Settings
Reset To Default

Clear Recent Apps
About

Exit

16



2.2.2 ADMIN MENU IN ANDROID SAFE MODE

Use Applock

By long pressing “Power off’ on the power menu, a prompt appears for confirming whether to
enter “safe mode” after rebooting the device. Tap on “OK” and the device will reboot

automatically.

@ Power off

sle
L)

/A Battery Swap

Long Press

Reboot to safe mode

Do you want to reboot into safe
mode? This will disable all third
party applications you have
installed. They will be restored when
you reboot again.

CANCEL OK

AppLock is not configurable in safe mode. Most functions on the admin menu is hidden.

Admin Menu in Normal Mode

Admin Menu in Android Safe Mode

Allowed Apps
User Mode
Apps Management...
Import
Export
Options...
Launch Button Assignment
Launch System Settings
Reset To Default
Clear Recent Apps
About

Exit

17

AppLock Allowed Apps

User Mode
Clear Recent Apps
About

Exit

CIPHER Lm

Smarter
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In safe mode, those apps which is manually installed by the user(s) will be hidden as well. Once
you reboot the device to return to normal mode, those manually-installed apps will be shown on

ApplLock main screen.

In normal mode

Allowed Apps

AppLock

B o

Enterprise S.. HF RFID Con.. ReaderConfig Language &i...

m’
]

mato*memo |

- r—
I
: The manually-installed app

Reboot to safe mode

Do you want to reboot into safe
mode? This will disable all third
party applications you have
installed. They will be restored

when you reboot again.

CANCEL OK

The manually-installed app is
shown on AppLock main screen
in normal mode.

18

In safe mode

®

ReaderConfig Language &i...

@

Enterprise S.. HF RFID Con...

CIPHR Lm

Smarter

The manually-installed app is
hidden on AppLock main screen
in safe mode.
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2.3 TOOLBAR (ADMINISTRATOR ONLY)

If you are logged in as an administrator, AppLock also Applock  Allowed Apps
features a toolbar at the top to switch working views and
access full functions in the settings menu.

CIPHER Lm

Smarter

WORKING VIEW MENU
The working view menu is for tapping to switch between Allowed Apps and Auto Start Apps.

Select the Working View Allowed Apps View Auto Start Apps View

AppLock Allowed Apps : AppLock Allowed Apps : AppLock Auto Start Apps

EAIIowedApps E'

A-Demo Barcode’ | BarcodeToS.. BT Printer M.. Enterprise S BarcodeToS.. ReaderConfig Signature Ca...

Auto Start Apps _
B & . L 1=

HF RFID Con.. ReaderConfig Signature Ca So ﬂwa eTrig.. HF RFID Con.. ReaderConfig Signature Ca.. SoftwareTrig..

v @ v @

e s T | | T Lag|

Smarter Smarter Smarter

19
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MENU BUTTON
|
Tap on the menu button = to open the Access Levels Menu so instructions can be given to

AppLock to invoke actions.

AppLock’s offers two access levels for usage:

User:

An ordinary user that uses the operating system for their day-to-day tasks. Users are generally
warded off from some system settings and relatively unproductive applications.

Administrator:

A super user mode with administrative privileges over the operating system. An administrator
(most of all) doesn’t use the operating system for daily tasks but manages it and prepares it for
other users. The administrator is able to tailor which applications and which system settings are
available to users.

These two access levels are implemented through menu completeness, which relies on switching
between User Mode and Admin Mode, as detailed in the following section.

20
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2.4 WORKING VIEWS

AppLock relies on Allowed Apps view and Auto Start Apps view to deliver its key performance.
Allowed Apps view lists applications available for usage. This page is accessible for both users
and the administrator, but only the administrator is able to edit its settings. Auto Start Apps view
is only viewable and editable by the administrator.

24.1 ALLOWED APPS VIEW

Allowed Apps view delivers available applications to users. Administrators may add or remove
applications and shortcuts to this working view, or restore it to default state.

Allowed Apps view is the default screen for users. If you are an administrator, you may tap the
working view button on the toolbar to switch between Allowed Apps view and Auto Start Apps
view.

AppLock Allowed Apps

Allowed Apps

Auto Start Apps

2.4.2 AUTO START APPS VIEW (ADMINISTRATOR ONLY)

Auto Start Apps view is available to the administrator only. It delivers the applications and system
settings set to automatically open the next time AppLock is launched.

AppLock Allowed Apps

Allowed Apps

Auto Start Apps

After applications or system settings are added to this page, the next time AppLock is launched on
the mobile computer, the desired applications and/or settings will open. When the specified
application(s) or settings(s) are closed, the mobile computer will then proceed to show AppLock on
its screen.

21
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2.5 ADMIN MODE (ADMINISTRATOR ONLY)

Log in to AppLock for administration over the operating system to manage and prepare system
services for the user. An administrator is able to determine which applications and system settings
are accessible to the user.

251 ADMIN MODE
To login to Admin Mode:

]
1) Tap menuicon = on the toolbar.

2) Tap on “Admin Mode”.

3) Enter the login password and tap on “Login” to confirm.

Vo

Show password

Login

Upon logging in, the menu and toolbar become fully available for use.

To set up a password, see Security for details.

Or just tap Login to enter the Admin Mode without entering password (the default password is

none).

22
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252 USERMODE

To logout from Admin Mode and enter User Mode:

]
1) Tap menuicon = on the toolbar.

2) Tap on “User Mode”.

The access level will return to user level, and the menu and toolbar will deliver only restricted
functions.

Note:

When you logout from Admin mode and enter User Mode, based on the current Recent Apps
Whitelist, AppLock will automatically Clear Recent Apps.

For more information, see Recent Apps Whitelist and Clear Recent Apps.

23
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2.6 MANAGE SYSTEM SETTINGS (ADMINISTRATOR ONLY)

An AppLock application configuration file containing Apps Management and Options settings,
named Autolmport_AppLock.json, is kept in the device’s internal storage. It is also accessible
from a PC through a mobile deployment system, allowing the administrator to deploy a customized
config file to multiple devices within just a few clicks. At the first start-up of AppLock after the
device boots up, this application will locate this file and load the settings; if this file is missing, a
new Autolmport_AppLock.json file will be automatically generated using the current AppLock
settings. Any change made to the application settings under Administrator mode will be
immediately saved to this file. On the other hand, to maintain the consistency and make sure user
behavior is not affecting the configuration, under User mode, AppLock will automatically check if
this file has been modified as the user returned to Allowed Apps view from other applications or
setting pages. If so, AppLock will load the original version of Autolmport_AppLock.json to
overwrite the current one.

RS35 Q
B8  sipcontroller_Data
BB  SoftwareTrigger_Data

BB system_update

a AppLock_Log.txt
2:46 PM, 26.30 kB, TXT document

Autolmport_AppLock.json
1:13 PM, 4.35 kB, JSON document

<>

keys_config.json
Mar 30, 493 B, JSON document

<>

OSupdate_config.json
Oct 20, 2020, 267 B, JSON document

<>

Testing.json
Mar 2, 7.23 kB, JSON document

<>

Note:

Do not rename this file.

24
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26.1 EXPORT

By exporting and importing these configuration files, you can easily share a copy of AppLock’s
settings among a group of mobile computers.

To export the settings file:

1) Tap the menu button
2) Tap on “Export”.

3) Enter the name of the settings file, and tap to select a path to store the file.

® AppLock Allowed Apps : Bl Export Setting
A

User Mode Location : /storage/emulated/0

| craffl] Name : applock_setting

aDemo | Apps Management...

Import

HF RFID Con... | Export

ADC

9 ltems

Alarms

0 ltem

A 4 Options...

WiFi Settings L

Android
2 [tems

Launch Button Assignment
CL_Settings

3 ltems

Launch System Settings
DCIM

0 Item

Reset To Default

Clear Recent Apps Download

7 Iltems
About
EnterpriseSettings
Exit 1 ltems
Movies

0 ltem

4) Tap on “Export”. The settings file will be exported to the specified path.

Note:
1. The default exported file name is applock_setting.json.

2. To avoid confusion, do not name an exported setting file as that of the system config files -
Autolmport_AppLock.json.

25
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26.2 IMPORT

To import the settings file:

1) Tap the menu button
2) Tap on “Import”.

3) Tap to select the path where the settings file (.json) is stored.

Allowed Apps & Import Setting

User Mode Location : /storage/emulated/0

Name : applock_setting.json Import
Apps Management...
sipcontroller_Data
Import 1 Items

HERFIDCon. | Export SoftwareTrigger_Data

1 ltems

Options...
. 4 St system_update

WiFi Setti L . 0 Item
SIS L ) aunch Button Assignment

applock_setting.json
Launch System Settings 4352 Bytes
Reset To Default Autolmport_AppLock.json
4352 Bytes

Clear Recent Apps

keys_config.json
493 Bytes

About
OSupdate_config.json
Exit 267 Bytes

Testing.json

7231 Bytes

4) Tap on “Import”.

The selected file will be imported into the AppLock and the new settings will be immediately

applied.
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Chapter 3

APPLICATIONS MANAGEMENT (ADMINISTRATOR ONLY)

This chapter introduces the functions in “Applications Management” page for administraror.

Administrators are allowed to edit the applications shown on Allowed Apps view, Auto Start

Apps view and Recent Apps Whitelist to limit the accesses for users.

IN THIS CHAPTER

3.1 Allowed APPS VIEW ..ot 28
3.2 Auto Start APPS VIEW ......ooiiiii e 48
3.3 More Application Settings for Allowed Apps View ............ccccee.... 52
3.4 Recent Apps Whitelist .......ooovviiiiiiiiiiee s 81
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3.1 ALLOWED APPS VIEW

3.1.1 ADD APPLICATION

To add an application to Allowed Apps view:

|
1) Tap menu button = on the

toolbar.

2) Tap “Apps Management...”
to enter Applications
Management screen.

to expand more option, and
then tap on “Add App”.

The screen shows a list of
applications available on the
device.

3) Tap on the “Add” button

AppLock

ALLOWED
APPS

28

Allowed Apps
User Mode
Apps Management...
Import
Export
Options...
Launch Button Assignment
Launch System Settings
Reset To Default
Clear Recent Apps
About

Exit

Applications Management

AUTO START RECENT APPS
APPS WHITELIST

Applications Management

ALLOWED AUTO START RECENT APPS

APPS APPS WHITELIST

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Add Package Naming Rule

Add Shortcut

Add App
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4) Select the applications you would like to
make available on the Allowed Apps view.

| |
You can also tap “More” button = on the

action bar to open a menu for more options:

E BT Printer Mate

tem Description
Tick all the applications listed
Select All  on the Available Application
list.
Uncheck the selected
Invert applications and check all the
unselected ones.
Uncheck all the selected :
Clear All

applications.

Available Applications

Select All

Invert

Clear All

sipherlab.btprimate.Mainj

alculator

Calendar

com.android.calendar.AllinOneActivity

Camera

android.camera.CameraLauncher

Chrome

com.google.an

Clock

com.and

Mnntarte

Save

5) Tap on “Save”. The Allowed Apps screen shows the applications (and shortcuts) you

assigned to the Allowed Apps view.

6) Tap on “Save” to save the settings made to the working view.

Applications Management

ALLOWED
APPS

Available Applications

AUTO START
APPS

Demo

gramme. demos.u

BarcodeToSetting

iph bar

WHITELIST

Calendar

com.android.calendar.AllinO

Calculator

com.android.calculator2

Camera

com.andro

BT Printer Mate

ipherlab.btprtmate.M

=< Calculator

- ndro lcu
Files

Calendar fn c

1.android.calendar. AllinOneActivity

oid.documentsui.Launche...

Camera

n.android.camera.CameralLauncher

Crintarte

RECENT APPS

AppLock

Calendar

Allowed Apps A F

Camera

= x
+ =

Calculator

CIPHER Lm

Smarter




AppLock User Guide

3.12 ADD SHORTCUT

To add a shortcut to Allowed Apps view:

1) Tap menu button = on the toolbar.

2) Tap “Apps Management...” to enter Applications Management screen.

Allowed Apps

AppLock
User Mode
ALLOWED AUTO START
APPS APPS

Calendar Apps Management...
Qalgndar
com.androi

Calculator

com.android.calculator:

RECENT APPS
WHITELIST

Import
Export

Camera

com.android.camera.CameraLaunc..

Options...

Launch Button Assignment

Files
com.android.documentsui.Launche...

Launch System Settings
Reset To Default
Clear Recent Apps

About

Exit o

‘ and then “Add Shortcut”.

3) Tap on the “Add” button

The “Available Shortcuts” screen shows up, listing the shortcuts from system settings

Applications Management

RECENT APPS ALLOWED AUTO START
WHITELIST APPS APPS

Applications Management

ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST v

Calendar

com.android.calendar.Allin

Calculator

com.android.calculator?

Camera

com.android.camera.CameraLaunc...

Files

android.documentsui.Launche..

Add Package Naming Rule

Add Shortcut

Add App o

30

Available Shortcuts
& WiFi Settings

Bluetooth Settings

com.androl ttings.bluetooth.Blue..

Tethering Settings

com.android.settings.TetherSettings

VPN Settings

com.android.settings.Settings$VpnS..

SIM card Settings

.android.settings.Settings

Display Settings

com.android.settings.Settings$Displ.

Location Settings

com.andro ttings$Loca...

Language & input
Settings

com.android.settings.LanguageSetti...

Save
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4) Select the shortcuts you would like to make available on the Allowed Apps view, and tap on
“Save”.

5) The Allowed Apps tab page shows the shortcuts (and applications) you assigned to Allowed
Apps view. Tap on “Save” to save the settings.

Available Shortcuts

v

Note:

WiFi Settings

com.andr

Bluetooth Settings
C nd t

dr

Tethering Settings

n.android.settings

VPN Settings

SIM card Settings

com.android.settings.Settings

Display Settings

C .a Si

Location Settings

n.andr

Language & input
Settings

com andrnid caf

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

AppLock Allowed Apps H

3] 2 B .

Calendar Calculator Camera

v b @

WiFi Settings  Bluetooth Se.. Language &i...

Calendar

com.android.calendar.AlllnO

Calculator

com.android.calcul

.documentsui.Laul

crrr[TR]

Smarter

WiFi Settings

Bluetooth Settings
com.android.settin voth.Blu...
Language & input
Settings

com.android.settings.Language

Save

The shortcuts listed on “Available Shortcuts” screen depends on your device system setting.
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Note:

In Applications Management screen, administrators arrange which applications and shortcuts to be
added to “Allowed Apps” list for users to access on AppLock Main Screen. Applications excluded
from Allowed Apps list can be launched only by administrators. Thus, if users try to open a file by File
Manager with an unallowed application in User Mode, AppLock will block the unallowed applications.

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Calendar

AppLock
*B

Calendar Calculator Camera

Photos

Calculator

com.android.calculato

raLaunc..

CIPHR Lm

Smarter

Photos

e.a

= Camera v Qi

M Images Audio il Videos ‘ q

Calendar Calculator Camera

Photos

FILES ON RS35

AppLock blocked Photoshop Express
! IMG_202104...
517MB 601 P

Smarter I

Open with

& Photos

. Photoshop Express
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3.1.3 ADD PACKAGE NAMING RULE

Users are forbiddon fron? |n§talllng.any apk (Android Applications N
application package) which is not listed on “Allowed e —
ALLOWED AUTO START RECENT APPS
apps list”, however, administrator can permit users APPS APPS WHITELIST
installing apk by setting “Add Package Naming Rule”.

“Add Package Naming Rule” is for administrator to set
the naming rule to prescribe which apk (Android
application package) can be manually installed by users
and automatically added to “Allowed apps list” after
installation.

Add Package Naming Rule

Add Shortcut

By adding your package naming rule, if users try to install
the apk which doesn’t match the rule, it will be blocked. Add App

ADD RULE TO PACKAGE NAMING RULE WHITE LIST

To add package naming rule, please login as admin and enter Applications Management screen.

AppLock Allowed Apps : ApplicationsManagement

User Mode ALLOWED AUTO START RECENT APPS

APPS APPS WHITELIST
e Apps Management.. [0 Calendar

com.android.calendar.AllinOneActi.

Import
i Calculator

com.android.calculator2.Calculator
Photos Ex po rt

Ap J Camera

Options... com.android.camera.CameralLaunc...

Launch Button Assignment Files

com.android.documentsui.Launche...

Show password Launch System Settings
y 9 Photos

com.google.android.apps.photos.h...
Reset To Default

Clear Recent Apps

About

&)
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( +

Tap on the “Add” button ,‘ and then “Add Package Naming Rule”. The “Package naming
rule white list” screen shows up.

Applications Management BB Package naming rule white list

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Calendar

com.android.calendar.AllinOneActi...

Calculator

com.android.calcula

Camera

com.android.camera.CameraLaunc...

Files

Add Package Naming Rule

com.android.documentsui.Launche..

Photos

com.google.android.apps.photos.h...

Add Shortcut

Add App

Add Rule

Tap “Add Rule” and enter your rule in the pop-up window, and then tap on “Done” to add your rule
to “Package naming rule white list”.

The following example is adding “com.microsoft’ as the package naming rule. To make your
packaging naming rule take effect, make sure to tap on “Save” in every page before returning to
the main screen.

Package naming rule white list

com.microsoft.*

’ Add pa aming rule

[Example]
com.android.*

Any app which package names
"com.android" or starts with

"com.android."” will be add into
allowed app list automatically.

commicrosofﬂ

Save Add Rule Cancel

34



Applications Management (Administrator Only)

THE INSTALLED APK MATCHES THE NEWLY-ADDED PACKAGE NAMING RULE

Before the package naming rule(s) is set, any installed apk will not be displayed if it is not selected
to be shown on “Allowed apps list”. Once administrator add the rule(s) to “Package naming rule
white list”, the installed apk which matches the rule(s) will be added to “Allowed apps list”
automatically.

For example, the installed apk “com.microsoft.office.word” is not on the “Allowed apps list”.
After setting “com.microsoft”’ as the package naming rule, the installed apk
“com.microsoft.office.word” is automatically added to “Allowed apps list”.

Applications Management .Avallable Applications Appl\‘cations Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Calendar

com.android.calendar.AllinOneActi...

W SoftwareTrigger

Calculator com.Cipherlab.SoftwareTrigger.Main.

com.android
» Sound Recorder

com.android.soundrecorder.SoundR..

Camera

com.android.camera.CameraLaunc...

3 WMDSAgent

programme.wmdsagent.MainActi..

. WMDSInstaller
. 0 e.\ ller.MainA...
The installed apk sw.programme tal
Add Shortcut
“com.microsoft.office.word” Word
iS nOt on com.microsoft.office.apphost.Launc...

the “Allowed apps list”

Files

com.android documentsui.Launche.

Add Package Naming Rule

Add App

com.google.android.youtube.app.ho..

YT Music

com.google.android.apps.yc

Save

Package naming rule white list Appl\‘cations Management

ALLOWED AUTO START RECENT APPS
e APPS APPS WHITELIST
com.microso

Calendar

com.android.calendar.AllinOneActi...
P Add pac

[Example]
com.android.*

Calculator

com.android.calculator2.Calculator

Camera

pera.Cameralaunc...
The installed apk
“com.microsoft.office.word” is  FESEETIrY.
automatically added to
the “Allowed apps list” id.apps. photos.h.

Any app which package names
"com.android” or starts with

"com.android.” will be add into
allowed app list automatically.

com.microsoft

[ Word

com.microsoft.office.apphost. Ld\'a

Save
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INSTALLING APK AFTER SETTING PACKAGE NAMING RULE

Once administrator add the rule(s) to “Package naming rule white list’, users can manually
install the apk which match the rules. The following example is adding “com.microsoft’ as the
package naming rule:

1) In admin mode, setting “com.microsoft’ as the package naming rule.

Package naming rule w...

com.microsoft.*

P

[Example]
com.android.*

Any app which package names
‘com.android" or starts with
"com.android." will be add into
allowed app list automatically.

com.microsoft

Cancel

Add Rule Cancel

2) In user mode, manually installing the apk “com.microsoft.skydrive” which matches the
package naming rule “com.microsoft’, and the apk “com.microsoft.skydrive” is successfully
installed.

Downloads Q 3 B} OneDrive
| Modified W
Calendar Chrome Calendar Chrome
RK95 Wallpaper.png
ma Aug 6, 2019 23.38kB PN Cum | N ms
word 'ﬁ' Microsoft Word Write Edit Shar.. Word OneD,
Apr 29,2019 72.00 MB Androir
CIPHER LABl CIPl-Ele
Smarter Smarter
- com.microsoft.skydrive_5.19-2... . I
" Dec 25, 2018 47.40 MB Androii App installed.

\ndroi

DONE OPEN
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3) In user mode, manually installing the apk “matomemo.apk” which doesn’t match any rules on

“Package naming rule white list”, and it is blocked.

AppLock

B O m-

Calendar

Modified W

Chrome Files

OneDriwe |ﬁ|
CIPHR Lm

Smarter

RK95 Wallpaper.png

Aug 6,2019 23.38kB PNG i

Microsoft Word Write Edit Shar...
Apr 29,2019 72.00 MB Androil

] com.microsoft.skydrive_5.19-2...
Dec25,2018  47.40 MB Androi

matomemo.apk

m
' Aug 16,2017 3.90 MB Androir

— L

The apk
“matomemo.apk”

Modified W

RK95 Wallpaper.png
Aug 6,2019 23.38kB

AppLock blocked installation:
com.mato_memo.mtmm. It is not an

PNG i

Allowed app.

Dec25,2018  47.40 MB Androi
|ﬁ| matomemo.apk

Aug 16,2017  3.90 MB Androil

Note:
“Monitor App Installation” should be enabled in advanced.

DELETE PACKAGE NAMING RULE(S)

Please log in as admin and access Applications Management > “Add” button *

To restrict the installation of the apk which doesn’t meet the “package naming rule”,

(+)

- > “Add

Package Naming Rule”, and follow the steps to delete the package naming rules:

Applications Management

RECENT APPS ALLOWED AUTO START
WHITELIST APPS APPS

Applications Management

ALLOWED AUTO START RECENT APPS

WHITELIST
OneActi
culator2.Calculator
ameralaunc.

Add Package Naming Rule

Launche.

Word

com.m

Add Shortcut

OneDrive

com.micro MainActivity

Add App
Contacts

com.an

Drive

37
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TO DELETE A SINGLE RULE

1) In “Package naming rule white list’ page, tap on “Edit” button . on the right side of the
rule you would like to remove to open its “Edit package naming rule” pop-up window.

Package naming rule white list

com.microsoft.*

je naming rule

com.microsof‘d

Remove

Add Rule Cancel

2) Tap on “Remove” to delete this rule, and confirm by tapping on “Done”
3) The rule is now removed. Make sure to tap on “Save” in every page before returning to the
main screen to make your settings take effect.

Package naming rule white list

com.google.*

AP Rules be changed

lemove

Ale yoLlstTe torempya? Some package naming rules have

been changed or removed, the
related apps will remove from
allowed list too. Are you sure to
continue?

OK
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TO DELETE ALL RULES

|
1) In “Package naming rule white list” page, tap on “More” button = on the action bar.

Remove All

Add Rule Cancel

2) Tap on “Remove All” and confirm by tapping on “Done”.

3) Allrules are removed. Make sure to tap on “Save” in every page before returning to the main
screen to make your settings take effect.

Package naming rule white list

Remove All f Rules be changed

Are you sure to remove all? Some package naming rules have
been changed or removed, the
related apps will remove from
allowed list too. Are you sure to
continue?

OK Cancel

Add Rule
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Note:

Remove “package naming rule” will delete the relative apps at the same time.

AppLock Allowed Apps : Package naming rule white list Package naming rule white list

W . - com.microsoft.*

ReaderConfig HF RFID Con.. Signature Ca... Files

OneDrive Word Adobe Scan Adobe XD

com.microsofﬂ

Lightroem  PhotoshopE... Remove Cancel

CIPHR]F. ﬂ

Smarter

Are you sure to remove?

Add Rule Cancel Add Rule Cancel

Applications Management Allowed Apps

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST .

W Read erconﬂg ReaderConfig HF RFID Con.. Signature Ca...

rogramme.readerconfig.M

HF RFID Configuration A Xd

gramme.hf.Cc

Adobe Scan Adobe XD Lightroom  Photoshop E...

»

Some package naming rules have
been changed or removed, the

related apps will remove from co droid.documentsui.L CIPI'ER LA I

allowed list too. Are you sure to Smarter
continue? Adobe Scan

com.a an.android

Adobe XD

com

Lightroom

com.adebe.Irmobile.St
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3.1.4 DELETE APPLICATIONS OR SHORTCUTS

To delete an application or shortcut:

1) Inthe Allowed Apps tab page under Applications Management screen, tap the application
or shortcut to edit.

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ReaderConfig

sw.programme.readerconfig.MainA..

HF RFID Configuration

programme.hf.ConfigPrefActivity

Signature Capture

sw.programme.signature.MainActiv...

Files

com.android.documentsui.Launche...

Adobe Scan

com.adobe.scan.android .SplashAc

Adobe XD

com.adobe.sparklerandroid.activity..

Lightroom
com.adobe Irmobile.StorageChec
Photoshop Express

Save

2) Tap on “Remove” in the bottom, and confirm by tapping on “Done”.

Application Settings
W ReaderConfig

sw.programme.readerconfig.MainActivity
Label

ReaderConfig

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen Remove

pinning Mode. It requires Long press Back

Key and input the admin's password to

unlock. Are you sure to remove?

Cancel

Remove
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3.1.5 CLEARALL APPLICATIONS AND SHORTCUTS

You may clear all applications and shortcuts made available to the Allowed Apps view. The steps
to clear all applications differs base on the scenario as following:

NO APPS ON ALLOWED APPS LIST ARE AUTOMATICALLY ADDED BY PACKAGE NAMING RULE

If all the apps and shortcuts on the “Allowed Apps list” are all manually added by administor, all
apps can be deleted at one time:

1) Inthe Applications Management screen, tap on “Allowed Apps”.

]
2) Tap the More button = on the action bar.

3) Tap on “Remove All” and confirm by tapping on “Done”. All the applications and shortcuts on
the Allowed Apps view will be cleared.

Applioations Management

Applications Management

ALLOWED

ALLOWED AUTO START RECENT APPS
APPS APPS APPS

WHITELIST

Remove All
DCI Ty
sw.programme.demos.ui.activity.M..

E BT Printer Mate

com.cipherlab.btprtmate. MainActi.

Enterprise Settings

> P &
com.sw.enterprisekeypadmode.Ma.. Remove All

HF RFID Configuration Are you sure to remove all?

sw.programme.hf.ConfigPrefActivity

ReaderConfig

sw.programme.readerconfig.MainA..

Cancel

Signature Capture

sw.programme.signature.MainActiv...

SoftwareTrigger

com.Cipherlab.SoftwareTrigger. M°

Save

4) Make sure to save your changed settings before leaving Application Management page.
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ALL APPS ON ALLOWED APPS LIST ARE AUTOMATICALLY ADDED BY PACKAGE NAMING RULE

If there are only apps added by “Package Naming Rule” on the “Allowed Apps list”, you can
delete all of them by:

The Package Naming Rule The Allowed Apps List

1) Inthe Applications Management
screen, tap on “Allowed Apps”.

Package naming rule white list Applications Management

ALLOWED AUTO START RECENT APPS

— APPS APPS WHITELIST
com.adobe.* JE Adobe Scan
u com.adok nd
u
2) Tap the More button = on the Adobe XD

com.adobe.sparklerandroid.activity...

action bar.
Lightroom

com.adobe.Irmobil

OneDrive

com.mic| skydrive.MainActivity

Photoshop Express

com.adobe.psmabile

Add Rule Cancel

3) Tap on “Remove All and Package rule” and confirm by “Done”. All the applications on the
Allowed Apps view will be cleared.

App\icalions Management I Remove all and Package rule Applications Management

ALLOWED AUTO START RECENT APPS | ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST

i A obeScan

co android.€

Adobe XD

com.ad

Lightroom Remove All

com.adobe.Irmobile.StorageCheck...

OneDrive Are you sure to remove all (include

rive.MainActivity

apps related to Package naming

rules and all rules)?
Photoshop Express

com.adobe.psmobil

Word

com.microsoft.office.apphost.Laun..
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Please note that deleting all apps by “Remove All and Package rule”, your “Package Naming
Rule” on “Package naming rule white list” will be all removed at the same time.

Package naming rule white list Package naming rule white list

com.m

Are you sure to remove all (include
apps related to Package naming
rules and all rules)?

Add Rule Cancel Add Rule Cancel

Del Il All A The Package Naming Rul
The Package Naming Rule -e etel:':\ apps on Allowed Apps e Pac a.ge ”amlng ule
(original) list by “Remove All and Package  (after performing “Remove All and
& rule” Package rule”)
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ALLOWED APPS LIST CONTAINS BOTH MANUALLY-ADDED APPS & APPS AUTOMATICALLY ADDED
BY PACKAGE NAMING RULE

If manually-added apps, shortcuts, and apps automatically added by Package Naming Rule are all
listed on “Allowed Apps list”, you may delete them by:

REMOVE ALL EXCLUDE PACKAGE RULE

1) In the Applications Management screen, tap on “Allowed Apps”.

2) Tap the More button = on the action bar.

3) Select “Remove all exclude Package rule”, and all the manually-added apps & shortcuts will
be removed while apps automatically added by Package Naming Rule remain on “Allowed
Apps list”.

App\ioalions Management Remove all exclude Package rule App\icaiions Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

c OneDrive
com.mi

Remove all §

E BT Printer Mate

com.cipherlab.btprtmate. MainActi

Enterprise Settings
cor w.er

ypadmode.Ma...

. com.microsoft.office.apphost.Laun...

HF RFID Configuration Remove All

sw.programme.hf.ConfigPrefActivity

W ReaderConfig Are you sure to remove all
sw.programme.readerconfig.MainA. (exclude apps related to Package

COm.Mmicrc t.skydrive.MainActivity

Word
com.microsqgit.office.apphost.Laun...

naming rules)?

The apps which are
automatically added by
Package Naming Rule
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REMOVE ALL AND PACKAGE RULE

To remove all the apps and shortcuts including manually-added apps and apps added by Package

Naming Rule at one time, please tap on “Allowed Apps” tab page - the More button = on the
action bar > “Remove all and Package rule”.

App\icalions Management Remove all exclude Package rule Applications Management

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST

Remove all and Package rule

OneDrive

soft.office.apphost.Laun...

BT Printer Mate Remove All

com.cipherlab btprtmate MainActi

Are you sure to remove all (include
apps related to Package naming

rules and all rules)?
Adobe Scan

adobe android.<

Adobe XD

com.adobe.sparklerandroid.activity...

Lightroom

com.adobe.Irmobile.StorageC
Photoshop Express

Save

By selecting “Remove All and Package rule”, your “Package Naming Rule” on “Package
naming rule white list” will be all removed at the same time.

Package naming rule white list Package naming rule white list

com.microsoft.*

mnov

Are you sure to remove all (include

apps related to Package naming
rules and all rules)?

Add Rule Cancel Add Rule Cancel
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3.1.6 RENAME APPLICATIONS OR SHORTCUTS

To rename an application or shortcut:

w N -

4
5

Applicat'\ons Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

BT Printer Mate

cipherlab.btprtmat

Calendar

com.andro

WiFi Settings

com.android.s

Bluetooth Settings
s.bluetooth.B

m ReaderConfig

ade

Applicat'\ons Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

BT Printer Mate

cipherlab.btprtmate M

Schedule

com.andro arAllln
WiFi Settings
com.android.si

Bluetooth Settings

com.android.s s.bluetooth Blu

ReaderConfig

rogramme.re: onfig.MainA.

Tap on “Save” to save the name.

Tap an application you would like to rename.
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) In the Applications Management screen, tap on “Allowed Apps”.

)

) Edit its new name in the blank under Label, and confirm the word you enter.
)

)

The new name will show on the Allowed Apps view, tap on “Save” to save this setting.

Application Settings

E Calendar
er

com.android
Label

Schedule

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Remove

AppLock Allowed Apps &

@E v »

BT Printer M.. Schedule W Fi Settings  Bluetooth Se...

ReaderConfig

CIPHER Lm

Smarter
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3.2 AUTO START APPS VIEW

3.2.1 SETAPPLICATION AS AUTO START APPS

To set an application to auto start once AppLock launches:

1) In the Applications Management screen, tap Auto Start Apps.

2) Tap . on the right of the application to add it to Auto Start Apps.
3) The application will be added to the Auto Start Apps view.

4) Tap Save to save the setting.

App!ications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
——

Appiications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
_—

m ReaderConfig

sw.programme.readerconfig.MainA..

Enterprise Settings

com.sw.enterprisekeypadmode.Ma...

Note:

You may add more than one application to the Auto Start Apps view.
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3.22 REMOVE APPLICATION

To cancel auto start of the application: Applications G Am—

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
e

1) On Auto Start Apps view, tap on . on the right of
the application.

m ReaderConfig

sw.programme.readerconfig.MainA..

2) Tap on “Save”.

Enterprise Settings

com.sw.enterprisekeypadmode.Ma...

3.2.3 CLEARALL APPLICATIONS

You may clear all applications made available to the Auto Start Apps view.

App!ications Management

1) In the Applications Management screen, tap on “Auto

ALLOWED
it — Clear Auto Start

Start Apps”.
Adjust Auto start delay

]
2) Tap the More button = on the action bar.

. Y- m ReaderConfig
3) Tap on “Clear Auto Start” in the drop-down menu. The R e T

Enterprise Settings

com.sw.enterprisekeypadmode. Ma...

applications on the Auto Start Apps view will be

cleared.
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3.24 ADJUST AUTO START DELAY

“Adjust Auto Start Delay” is to specify a certain amount of time to delay launching the Auto Start
Apps at AppLock startup. The default setting is 0 (second).

Applications Management

ALLOWED AUTO START RECENT AP|

APPS APPS WHITELIS|

Clear Auto Start
BT Printer Mate

com.cipherlab.btprtmate.MainActi..

Adjust Auto start delay
|

M ReaderConfig

sw.programme.readerconfig.MainA...

Enterprise Settings

com.sw.enterprisekeypadmode.Ma..

L

Cancel

To configure the delay time:

1) In the Applications Management screen, tap on “Auto Start Apps”, and then tap on the

|
More button = on the action bar. Select “Adjust Auto start delay” in drop-down menu.

2) Input the delay time (the maximum is 30 seconds) in the pop-up window and then tap on

“‘DONE’ to save the setting.

Auto start delay (second)

3) Make sure to tap on “Save” in every page before returning to the main screen.

50



Applications Management (Administrator Only)

Once the delay time is set, everytime you launch AppLock or boot up the mobile computer whose
home app is set to be AppLock, those “Auto Start Apps” will be launched after the delay time.
During the delay time, the prompt “Preparing Auto Start App” is displayed on screen.

4:20

ReaderConfig

Default
None

001
None

Preparing Auto Start App

)

Note:

If the mobile computer (whose home app is AppLock) is booted up or rebooted, the “Preparing Auto
Start App” screen shows up during the preiod before the system booting is completed, thus, it may
take few more seconds to wait for “Auto Start Apps” to show up even the delay time is set to be 0
second.
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3.3 MORE APPLICATION SETTINGS FOR ALLOWED APPS VIEW

Except of the basic settings, such as add or delete applications and rename applications, Allowed
Apps Views offers more applications settings for administrator to further control the interface
provided to users.

Application Settings

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

|Come

me.Main

com.google.android.a

W ReaderConfig
sw.programme.readerconfig.MainA...

. Hide icon on AppLock desktop.

Settings

i Screen pinning: Launch this app in Screen
com.android.settings.Settings P 9 pp

pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Site protection

Add shortcut

Remove Cancel

3.3.1 HIDEICON ON APPLOCK DESKTOP

“Hide icon on AppLock desktop” is the function for
the administrator to determine whether an app/ shortcut
on Allowed Apps list is visiable in Allow Apps view of € 227(_223‘53“,””(, T,
the main screen.

Application Settings

Label

Chrome

With “Hide icon on AppLock desktop” enabled, the | & Hicle icon on AppLock desktop.
app/ shortcut will not be shown in Allow Apps view no Screen pinning: Launch this app in Screen
. . . . pinning Mode. It requires Long press Back
matter in Admin Mode or User Mode, but it is still Key and input the admin's password to
. . unlock.
operational as other apps displayed on Allow Apps

view. Site protection

Add shortcut

Remove Cancel
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To enable “Hide icon on AppLock desktop”, please:

1) Login to Admin Mode, and enter Applications Management screen.

AppLock : ApplLock Allowed Apps
B =
Chrome Readd Chrome ReaderConfig Settings
Import

About
Export

Options...

CIPHER Lm

Smarter

I e Launch Button Assignment

Cancel Launch System Settings
Reset To Default
Clear Recent Apps
About

Exit

2) In Application Management page, tap the application or shortcut on Allowed Apps list to enter
its “Application Settings” page. Tick “Hide icon on AppLock desktop” and tap “Save”.

Applications Management Application Settings

ALLOWED AUTO START RECENT APPS e
WHITELIST Bluetooth Sett|ng5

com.andr tooth.Bluetc

Label
ReaderConfig Bluetooth Settings
ogrami
. Hide icon on AppLock desktop.
Settings

com.android.se

Bluetooth Settings

com.android.settings.bluetooth.Blu...

Display Settings

com.android.settir

Remove Cancel
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3) This app/ shortcut icon on Allowed Apps list is now darker than those apps without “Hide icon
on AppLock desktop” enabled.

Make sure to save before leaving Application Management screen.

Applications Management AppLock Allowed Apps :

ALLOWED AUTO START RECENT APPS

APPS APPS WHITELIST M @ u

me ReaderConfig Settings Display Setti...
android.apps.chrome

ReaderConfig

rconfig.MainA.

Bluetooth Settings
s CIPHER LAB|

Smarter

Display Settings

com.android.settings.Settings$
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ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

¢

Applications Management (Administrator Only)

3.3.2 SCREEN PINNING

Applications with “Screen Pinning” function enabled could not be exited or closed by tapping any
hardware buttons or by any means, even if the application itself offers the quit/exit/leave function.
The only way to unpin the screen-pinned application is to long press = Back button and then

input the admin password in the “Unpin Application” pop-up window.

Once the application is unpinned, click € Back button again to exit it.

ENABLE SCREEN PINNING FUNCTION FOR AN APPLICATION

To enable “Screen Pinning” function for a certain application, please:

1) Enter Application Management - Allowed Apps tab page

2) Click the application to be enabled “Screen Pinning”, and tick the screen pinning function in

its Application Settings page.

3) Save the settings. The screen-pinned application is now with a lock icon ﬂ in the lower-right
corner.

Application Settings AppLock Allowed Apps :

@ Settings

com.android.settings.Settings

Chrome

com.google.androic ps.chrome....

Chrome ReaderConfi | Setting! Enterprise S...
Label
ReaderConfig Settings
sw.programme.readerconfig.MainA..
Hide icon on AppLock desktop.
Settings

com.androidisettings.s Screen pinning: Launch this app in Screen

~ pinning Mode. It requires Long press Back
Key and input the admin's password to

unlock. CIP"E ‘

Smarter

Enterprise Settings

sw.enterprisekeypadmode.Ma...

Remove

Note:  Only the device with Android version 6.0 or later supports Screen Pinning function.
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AUTO START APP WITH SCREEN PINNING ENABLED

To set a screen-pinned application to be

auto started, follow the steps of Set W B e
Application as Auto Start Apps. S e

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Label

ReaderConfig

ReaderConfig

gramme.readerconfig.MainA..

Please note that ONLY ONE application

Hide icon on AppLock desktop.

Wlth “Screen Pinning” funCtion enabled Screen pinning: Launch this app in Screen
. binning Mode. It requires Long press Back
could be set to be auto started. Key and input the admin's password to

unlock.

Remove Cancel

Under the circumstances listed below, no screen-pinned application could be set as Auto Start

App:

WHEN THERE’S MORE THAN 1 AUTO START APP AND NO SCREEN-PINNED APPS.:

No Auto Start Apps could be set to be screen-pinned application until all the Auto Start Apps are
cleared, or to remain only one Auto Start App to be enabled screen pinning.

Applications Management Applications Management Application Settings

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS - :
APPS APPS WHITELIST APPS APPS WHITELIST i Enterprise Settings
/padmode.MainActivity

B1 Printer Mate

com.cipherlab btprtmate.MainActi. Label

Chrome Sl Unable to be

com.goo ndroid.apps.chrome...
e nannunannsnnsnnnnnsn TR e ticked

Enterprls‘e Settlngs ~ Enterprlse Settlngs ~ H ¥€n pinning: Launch this app in Screen
erprisekeypadmode.Ma... ce imode.Ma... .
[P R pinning Mode. It requires Long press Back
’key and input the admin's password to

[5] HF RFID Configuration " *Uniock
SV |

e FF Gt Pra Astivity JmEEEEREEEEEEEEE RN EsEEEEEEEEEEy,

.
Only allow to AutoStart a single app with
screen pinning mode.

.

.
AsssEEsEsssEEEEEEEEEEEEEEEnnnnnn?

ReaderConfig ReaderConfig

sw.programme.readerconfig.MainA..

eumEEEEN

sw.programme.readerconfig.MainA..

Settings

com.android.settings.Settings

Settings

com.android.setti

IP:]

0]

=4 Signature Capture
I

sw.programme.signature.MainAc to

Save Remove
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WHEN THERE’S AUTO START APP(S) WITHOUT SCREEN PINNING FUNCTION ENABLED:
No screen-pinned Apps could be set as Auto Start App until all the Auto Start Apps are cleared.

Applications Management Applications Management Applications Management

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST APPS APPS WHITELIST

BT Printer Mate

com.cipherlab.btprtmate MainActi.

E BT Printer Mate

com.cipherlab btprtmate. MainActi.

E BT Printer Mate

com.cipherlab.btprtmate. MainActi

Chrome

& Chrome

com.google.android.a

o Chrome

com.google.android.a

Enterprise Settings

erprisekeypadmode.Ma...

HF RFID Configuration

sw.programme.hf.ConfigPrefActivity

Gl )
| D
Only allow to AutoStart a single app with
Unable to set as screen pinning mode.

Screen-plnned rconfig.MainA.. Auto Start App

App

com.android.settings.Settings

Signature Capture

programme.signature.Mai

WHEN THERE’'S MORE THAN 1 SCREEN-PINNED APP AND NO AUTO START APPS:
Only one screen-pinned App could be set as Auto Start App.

Applications Management Applications Management Applications Management

ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST APPS APPS WHITELIST APPS APPS WHITELIST

BT Printer Mate

com.cipherlab.btprtmate MainActi.

Unable to set more than
1 screen-pinned app as

Auto Start App

€om.goo

Enterprise Settings

erprisekeypadmode.Ma...

Enterprise Settings

erprisekeypadmode.Ma.

Only allow to AutoStart a single app with
screen pinning mode.

RFID Configuration

ogramme.hf.ConfigPrefActivity

R:aderConfig

sw programme.readerconfig.MainA..

Screen-pinned
Apps
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SHUT DOWN WHILE STAYING IN A SCREEN-PINNED APPLICATION

If the mobile computer is shut down while the screen stay in a screen-pinned application, next time
the mobile computer is booted up, the screen will restore to the screen-pinned application even
this screen-pinned application is not the Auto Stat App.

HF RFID Configuration

General Settings

NFC Reader
U}

Power off

Data Qutput

(&) Shut down & boot up. Notification Settings
Restart
Mifare

Mifare Login Key

Battery Swap

Mifare Change Key
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UNPIN AN APPLICATION

To unpin an application with Screen Pinning function enabled:

1) Long press Back button till a pop-up window appears.

CIPI‘ER

(‘EKER Las}

crr[TR]

Smarter

kS

To unpin this screen, please Long press
Back Key and input the admin's password.

To unpin this screen, please Long press
Back Key and input the admin's password.

2) Input the admin password in “Unpin Application” pop-up window, and tap “Login”.

>

Show password

Login Cancel
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3) The application is now unpinned. Click Back button again to exit the application.

cre{Ty]

AppLock

DEEE

A-Demo BT Printer M... Enterprise S.. HF RFID Con..

ReaderConfig

arter

crrer[TY

Smarter

DISABLE THE SCREEN PINNING FUNCTION FOR AN APPLICATION

To disable “Screen Pinning” function for an application, please:

1) Enter Application Management - Allowed Apps tab page.

2) Click the screen-pinned application to enter its Application Settings page to untick the screen

pinning function.

3) Save the settings.
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3.3.3 SITEPROTECTION

For Android default browser and Chrome, AppLock supports the function “Site protection”
which could set certain sites as blacklist or whitelist for up to 32 URLs.

ENABLE SITE PROTECTION

To enable “site protection”, please:

1) Login “Admin Mode” to enter Applications Management page. Tap “Add App” to add

Android default browser/ Chrome to Allowed Apps list.
o ALLOWED AUTO START RECENT APPS

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST Browser APPS APPS WHITELIST
e.android
Browser

me.androi

é‘ BT Printer Mate

com.cipherlab_btprtmate M

rome
le.android.apps

B~ Calculator
o

= com.android.calculator2.Calculator

=] Calendar

com.android calendar.AllinQ

Add Package Naming Rule ° Camera
com.android.camera.CameraLauncher

Add Shortcut me
gle.android.apps.chrome. M

1 Clock
Add App com.android.desk

2) In “Allowed Apps” tab page of Applications Management, tap Android default browser/
Chrome to enter its Application Settings page, and then tap “Site protection”.

Applications Management Application Settings

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST
.android.apps.chrome.Main

Browser
me.android.br Bro Activity Label

Chrome

¢ Chrome

c yogle.android.apps.c

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock

Site protection

Add shortcut

Remove Cancel
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3) The default setting of Site protection is disabled. To enable site protection, tap “Site
protection disabled” and select “Blacklist mode” or “Whitelist mode” in the popup window.

Site protection
1]s jon di
‘ Site protection disabled

Taf gure Site protection mode

SITE LIST

Setting

Disable

Blacklist mode

Whitelist mode

Site protection

Blacklist mode

Tap figure Site protection mode

SITE LIST

Add new site

Description

Disable
Blacklist mode

Whitelist mode

The function “Site protection” is not enabled.

Those URLs on Site

Only those URLs on

List are prohibited to be visited.

Site List are permitted to be visited.

4) Tap “Add new site” in the bottom of the screen to enter URL as blacklist or whitelist.
Make sure to “Save” before leaving Site protection and other previous pages to make the

Sile protection ]

Blacklist mode

settings take effect.

Site protection

ction mode

SITELIST

6‘9 Add new site

[Example]

Site domain: abc.com

Site domain: https:/www.abc.com
/admin

Protocol domain: http://*

Cancel

Save Add new site Cancel

Tap to configure Si

SITE LIST
h

http://*

ection mode

Cancel

Add new site
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LAUNCH ANDROID DEFAULT BROWSER/ CHROME WITH SITE PEOTECTION ENABLED

On AppLock main screen (no matter in Admin mode or User mode), tap Android default browser or
Chrome to launch it, and input the web address directly or select the website from your bookmark.

ADPLOCk Allowed Apps & @  www.cipherlab.com| [x] ¢« Mobile bookma... Q X
@ www.cipherlab.com w Wikipedia
www.cipherlab.com www.wikipedia.org
Browser
Q. www.cipherlab.com Yahoo

us.yahoo.com

Q BBC - Home
www.bbe.co.uk

e CipherLab | Brings intelligence ...
www.cipherlab.com

o LAs|

Smarter

asdf gh j kI
Sz xcvbnm®

nz o/ @ English .

The webpage is blocked if it is on Site List in Blacklist mode, or if it is excluded from Site List in
the Whitelist mode.

Blacklist Mode Whitelist Mode

Site protection 3 @ enmuwikipedia.org/wiki, (@ % SitE‘-PTOU‘—‘CUOH 0 ® en.m.wikipedia.org/wiki, (D

Blacklist mode
Ta)

— https://en.m.wikipedia.
Eﬁorg/wiki/ Main_Page

Whitelist mode
Taptoc g ri

SITELIST

=i

en.m.wikipedia.org is blocked en.m.wikipedia.org is blocked

The person who set up this computer has chosen The person who set up this computer has chosen
https://* to block this site. yahoo.com to block this site.

Try contacting the system admin. Try contacting the system admin.

Remove Cancel ERR_BLOCKED_BY_ADMINISTRATOR Remove Cancel ERR_BLOCKED_BY_ADMINISTRATOR

Details Details

Add new site Add new site
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REMOVE URL FROM SITE LIST

To move a certain URL from Site List, please tap on the Edit icon . or the URL directly in Site
protection page to open the “Edit site” window and select “Remove”.

u
To remove all URLs on Site List at once, please tap the menu icon = atthe top right corner of
Site protection page, and tap “Remove All”.

Remove one URL Remove All URL

E Site protection E Site protection

Blacklist mode Blacklist mode Remove All

Tap to configure Site protection mode Tap to configure Site protection mode

Reset Chrome blacklist policy

SITELIST SITELIST

69 Edit site

yahoo.com

Done Remove Cancel

Save Add new site Cancel Save Add new site Cancel

Be sure to “Save” before leaving Site protection and other previous pages.

ADD NEW SITE

Administrator can add up to 32 URLs to “Site List”, and all the URLs listed on Site List will be
either on Blacklist or Whitelist depending on the mode you select for Site protection.

In Site protection page, tap “Add new site” and input URL in the popup window. Tap Done and
then “Save” in every page before returning back to the main page.
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The examples of the valid URL to be added are as below:

1) Input the protocol and an asterisk, e.g. http://* or https://*

All the webpages start with protocol “http://” or “https:/["would never be visited in Blacklist
mode whereas no webpage could be visited except of those starts with “http://” or “https:/I" in

Whitelist mode.
= In Blacklist Mode

) A zzzscore.com/1to50/en. (1)

0.000 1
http://zzzscore.com

88 11050 /1to50/en/

Restart

= In Whitelist Mode

Y @ zzzscore.com/1t050/en, (1)

http://zzzscore.com

/1to50/en/

zzzscore.com is blocked

The person who set up this computer has chosen
to block this site.

Try contacting the system admin

ERR_BLOCKED_BY_ADMINISTRATOR

Details

https://en.m.wikipedia.org/wiki/Main_Page

Site protection

Blacklist mode

Tap to confi Site protection mode

SITE LIST

&

[Example]
Site domain: abc.com
Sjte domain: https://www.abc.commmy
/admin
Protocol domain: http://*

https://*{

Done Cancel

Save Add new site Cancel

https://en.m.wikipedia.org/wiki/Main_Page

Site protection

Whitelist mode

Tap to configure Site protection mode

SITE LIST

&

[Example]
Site domain: abc.com

Site domain: https:/www.abc.com
[7admin

rotocol domain: http://*

https://*

Done Cancel

Add new site Cancel

65
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zzzscore.com is blocked

The person who set up this computer has chosen
to block this site.

Try contacting the system admin

ERR_BLOCKED_BY_ADMINISTRATOR

Details

) @ enmwikipedia.org/wiki; (@)

= WIKIPEDIA Q

Welcome to Wikipedia,

the free encyclopedia that anyone can edit.
6,281,669 articles in English

The arts Biography Geography History
Mathematics Science Society
Technology All portals

From today's featured article

= ' science fiction novel by

Dreamsnake is a 1978

American writer Vonda
N. Mcintyre. Itis an
{ expansion of her
@ Nebula Award—-winning
1973 novelette "Of
Mist, and Grass, and

Two snakes wound
around a staff are
often a symbol of

Sand". The main
medicine,
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2) Input the domain name, e.g. yahoo.com

All the webpages with the domain name “yahoo.com” would never be visited in Blacklist
mode whereas no webpage could be visited except of those with the domain name
“yahoo.com” in Whitelist mode.

= In Blacklist Mode https://en.m.wikipedia.org/wiki/Main_Page

Y @ us.yahoo.com @® : Sitepmtection ) @ enmwikipedia.org/wiki; (@) i

Blacklist mode = )
httpS://US.yahOO.Com Tap to configur protection mode = WlKlPhD[A Q

/ SA1ELIDI
Welcome to Wikipedia,

69 the free encyclopedia that anyone can edit.

us.yahoo.com is blocked 6,281,674 articles in English

The person who set up this computer has chosen [Examme] The arts Biography Geography History
to block this site. Site domain: abc.com Mathematics Science Society

Try contacting the system admin I Sjte domain: https://www.abc.commmy Technology Al portals
/admin

ERR_BLOCKED_BY_ADMINISTRATOR Protocol domain: http://* From today's featured article

yahoo.com (fé&-\ | \i&' Dreamsnake is a 1978
N = ' science fiction novel by
Done Cancel American writer Vonda
N. Mcintyre. Itis an
{ expansion of her

@ Nebula Award—-winning
Two snakes wound 1973 novelette "Of
Details around a staff are Mist, and Grass, and
Save Add new site Cancel :;Tc?n?mbm of sand® The main

=  |n Whitelist Mode https://en.m.wikipedia.org/wiki/Main_Page
) @ usyahoo.com @ : Site protection A O enmwikipediaorgwikis @
yclhoo.’ $earch @ Whitelist mode

Tap e Site protection mode

SITE LIST

s://us._

en.m.wikipedia.org is blocked

&

Police and protesters clash
for 3rd night in Minnesotg

[Example] The persen who set up this computer has chosen
Site domain: abc.com to block this site.

'te domain: https://www.abc.col 1]
/admin
Protocol domain: http://* ERR_BLOCKED_BY_ADMINISTRATOR

Try contacting the system admin

Celebrity - Women's Health

Kate Hudson's Abs and Butt

Look Toned From Every Ang...
A 2d ago Done Cancel

yahoo.com

Celebrity - In The Know
Woman left mortified after
popular photo app ...

17h ago

World - The Telegraph Details

End of North Sea oil industry SRIE Add new site Cancel
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3) Input the protocol and the domain name , e.g. http://zzzscore.com

All the webpages with both the protocol “http://” and the domain name “zzzscore.com” would
never be visited in Blacklist mode whereas no webpage could be visited except of those with
both the protocol “http://” and the domain name “zzzscore.com” in Whitelist mode.

- In Blacklist Mode https://zzzscore.com/1to50/en

/

7
Y @ zzzscore.com/1to50/en H S"TE protection {} @& zzzscore.com/1to50/en
Blacklist mode
http://zzzscore.com/1to50/en/ |RETLE on mode 0.000 L
SITELIST B8 1to50

5

zzzscore.com is blocked

from 1 to 5t

Restart

1] 3 |10
i ST

The person who set up this computer has chosen [Example]

1o block this site Site domain: abc.com
Sjte domain: https://www.abc.co ]

Try contacting the system admin.
/admin
ERR_BLOCKED_BY_ADMINISTRATOR Protocol domain: http.‘//*

http://zzzscore.com

HE R
B EI B0

Details
Add new site Cancel

In Whitelist Mode https://zzzscore.com/1to50/en

{3 A zzzscore.com/1to50/en H S"TEPT'OECHO“ O @ zzzscore.com/1to50/en

Whitelist mode
http://zzzscore.com/1to50/en/ |REYEi

EE 1t050 SITE LIST

Restart

7 [ e] e |
B B e

zzzscore.com is blocked

[Example] The person who set up this computer has chosen
Site domain: abc.com to block this site

Sjte domain: https:/www.abc.co M ] Filontacting the system admin
/admin
Protocol domain: http://* ERR_BLOCKED_BY_ADMINISTRATOR

http://zzzscore.com

Details

Done

Note: If both Android default browser and Chrome are installed in the device, the setting of Site
protection and Site List works for both of them.
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RESET CHROME BLACKLIST POLICY

“‘Reset Chrome blacklist policy” is to disable “Site protection” and clear the URLBIlacklist/
URLWhitelist of Chrome Ploicies to avoid the inconsistent policy settings between AppLock and
Chrome.

Applications Management Application Settings Site protection

ALLOWED AUTO START RECENT APPS Bl aCk| |St mOd {

APPS APPS WHITELIST Remove All

Ta onfigure Site g

SITE LIST
> android.apps.chrome e 3 Reset Chrome blacklist policy

Hide icon on ApplLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

2

Site protection

Add shortcut

Remove Cancel Save Add new site Cancel

Please tap on the menu icon = atthe top right corner of Site protection page, and select “Reset
Chrome blacklist policy”. Confirm deleting by tapping on “Done”, and you will jump to AppLock
main screen with a toast message “Reset Chrome blacklist policy successfully!” shown on it.

Site protection E i i AppLock Allowed Apps

Blacklis Remove All Blacklist mode
ap ta confi Tap nfigure S node G

Reset Chrome blacklist policy Chrome

It will reset Chrome blacklist/ CIPHER LABl

whitelist policies to empty and Smarter
disable Site protection function

immediately.

Are you sure to reset?

Reset Chrome blacklist policy successfully!
Save Add new site Cancel Save Add new site Cancel
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“Site protection” is now disable. Meanwhile, URLBIlacklist/ URLWhitelist of Chrome Ploicies are
cleared as well.

AppLock Allowed Apps : Application Settings Site protection

Site protection disable
@ android.apps.chrome.Main Tap to configure S yde

Chrome SITELIST

Label

Chrome

Hide icon on AppLock desktop.
Screen pinning: Launch this app in Screen

pinning Mode. It requires Long press Back
Key and input the admin's password to

CIP"ER Lm unlock.

Smarter
Site protection [ .

Add shortcut

Reset Chrome blacklist policy successfully!
Remove Cancel

Cancel

To check Chrome policy, please launch the app “Chrome” and input “Chrome://policy” into URL
bar to enter Policies page to check your Chrome Policies.

O o : Y @ chrome:/policy @

Policies Fiherpo\ici@s by name

Go g Ie Reload Exportto | Copyas Show policies with

policies | JSON | JSON | no value set

Chrome Policies

Search or type web address \!}
Policy name Source
f o aic -
Discly URLAllowlist Platform Show more
& chrome://policy H
. URLBlacklistt3 Platform Show more
URLBlocklist(# Platform Show more
URLWhitelist® Platform Show more
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Tap on “Show more” to check “Value” which shows the policies (URLs) you set on “Site List”.

O @ chrome://policy o : O @ chrome://policy ®
Policies ‘Filter policies by name | Policies Filter policies by name ‘
‘ Reload Exportto = Copy as Show policies with ‘ Reload ‘ Exportto | Copy as Show policies with
policies JSON JSON no value set policies JSON JSON no value set
Chrome Policies Chrome Policies
Policy name Source Policy name Source
URLAllowlist Platform Show more URLAllowlist Platform Show less
URLBlacklistta Platform Show more Value abc,123 0.
URLBIocklist Platform Show more Warning
URLWhitelist Platform Show more URLBlacklist Platform Show less
Value * o..
Error
URLBlocklist(3 Platform Show more
URLWhitelist& Platform Show more

Chrome policies are cleared after “Reset Chrome blacklist policy” is executed.

0 @ chrome:/policy ® :
Policies Filter policies by name
Reload Exportto | Copy as i IShcnw policies with
policies JSON ‘ JSON "~ no value set
Chrome Policies
Palicy name Source
URLAllowlist& Platform Show less
Value abc,123 o..
Warning
URLBlacklistts Platform Show more
URLBlockliste? Platform Show more
URLWhitelistA Platform Show more

Allowed Apps

. AppLock

Chrome

crer[TY)

Smarter

Reset Chrome blacklist policy successfully!
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3.34 CHROME SHORTCUT

For the application “Chrome”, you can add website shortcut to the main screen by “Add shortcut”.
To add website shortcut to the main screen:

1) Add Chrome to Allowed Apps list as the steps in “Add Application” describes.

2) On “Allowed Apps’ list, tap on “Chrome” to enter its Application Settings page, and then tap
on “Add shortcut” .

Appl'\cations Management

Application Settings Add shortcut
Chrome shortcut

Label

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Chrome

android.apps.
Chrome

URL
Hide icon on AppLock desktop.

https://

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Site protection Launch mode
® Normal tab page style with URL bar
Add shortcut WebApp style (without URL bar)
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Remove Cancel Add Cancel

3) Fillin the necessaey fileds, select the “Launch Mode”, decide whether to enable screen
pinning for this Chrome shortcut, and finally tap on “Add” button.
Make sure to save your changed settings before leaving Application Management page.

Add shortcut Applications Management AppLock Allowed Apps :

ALLOWED AUTO START RECENT APPS
Chrome shortcut APPS APPS WHITELIST G G
C -
Label me Chrome Wikipedia

le.android.apps.chrome..
Wikipedia

Wikipedia

URL

n.m.wikipedia.org/wiki/Main_Page|

o LAB|

Smarter

Launch mode
® Normal tab page style with URL bar
WebApp style (without URL bar)
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
 Pinning Mode. It requires Long press Back
Key and input the admin's password to

unlock.

Add Cancel
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tem Description

Label The title you would like to name for this webpage, and it will be displayed below
this Chrome shorcut icon on AppLock main screen.

URL The address of the webpage to be set as a shortcut.

By selecting “WebApp Style (without URL bar)” or “WebApp Style in Fullscreen
WebApp startup mode”, you can further set WebApp startup screen title which will be shown on
screen title the startup screen when you launch this Chrome shortcut. Please refer to
“WebApp startup screen title” for details.

Launch Mode The mode of the webpage to be displayed.

Once screen pinning is enabled, users have to enter the login password to exit

Screen pinning .
this Chrome shortcut.

LAUNCH MODE

Launch Mode is to set the way the webpage appears. The available modes to be set are:

NORMAL TAB PAGE STYLE WITH URL BAR

The Chrome shortcut webpage is displayed as a default Chrome tab page which allows tool bar,
URL bar, and notification bar to be shown (even you disable “Show Notification Bar” from
Option settings menu).

Notification Bar

T

6:31 & LURA |
Add shortcut AppLock Allowed Apps : Y @& enmwikipediaorg/wiki, (@ ¢
Chrome shortcut H— o | Tool Bar
£ f &
Label Chrome Wikipedia
Wikipedia o . URI‘ Bar
Welcome to Wikipedia, (Address Bar)
URL the free encyclopedia that anyone can edit.

https://en.m.wikipedia.org/wiki/Mi A DS (O E

The arts Biography Geography History
Mathematics Science Society

Technology All portals

cierer[TRY

Smarter
de From today's featured article

Normal tab page style with URL bar >
WebApp style (without URL bar)

Dreamsnake is a 1978

science fiction novel by
WebApp style in Fullscreen mode American writer Vonda

Screen pinning: Launch this app in Screen N. Mcintyre. It is an
pinning Mode. It requires Long press Back expansion of her
Es‘yoz:d input the admin's password to Nebula Award-winning
Two snakes wound 1973 novelette "Of
around a staff are
Save Remove Cancel often a symbol of

medicine.

Mist, and Grass, and
Sand". The main
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WEBAPP STYLE (WITHOUT URL BAR)
Only notification bar is displayed (even “Show Notification Bar” is disabled), and there’s no URL
bar for users to manually input web address. Thus users cannot access other websites other than
this Chrome shortcut webpage allows.

Add shortcut
Chrome shortcut

Label

Wikipedia

URL

https://en.m.wikipedia.org/wiki/M:

screen title (*optional)

Normal tab page style with URL bar
WebApp style (without URL bar)
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Save Remove Cancel

ApplLock

Chrome Wikipedia

Allowed Apps

cirrer[TY)

Smarter

WEBAPP STYLE IN FULLSCREEN MODE

Neither notification bar nor toolbar & URL bar are displayed.

Chrome shortcut

Label
Wikipedia
URL

https://en.m.wikipedia.org/wiki/M;

een title (*optional)

Normal tab page style with URL bar
WebApp style (without URL bar)
» WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Save Remove Cancel

Chrome Wikipedia

CIPHER] Y.

Smarter
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Notification Bar

1

6:46 5 LS |

= WIKIPEDIA Q

Welcome to Wikipedia,

the free encyclopedia that anyone can edit.
6,281,787 articles in English

The arts Biography Geography History
Mathematics Science Society

Technology All portals

From today's featured article

< Dreamsnake is a 1978
science fiction novel by
American writer Vonda
N. Mcintyre. Itis an
expansion of her
Nebula Award—winning

Two snakes wound 1973 novelette "Of
around a staff are
often a symbol of
medicine.

Mist, and Grass, and
Sand". The main
character, Snake, is a

healer who uses genetically modified

= WIKIPEDIA Q

Welcome to Wikipedia,

the free encyclopedia that anyone can edit.
6,281,787 articles in English

The arts Biography Geography History
Mathematics Science Society
Technelogy All portals

From today's featured article

Dreamsnake is a 1978

science fiction novel by

American writer Vonda

N. Mclintyre. It is an

expansion of her

Nebula Award—winning
Two snakes wound 1973 novelette "Of

aroundastaffare  \jist, and Grass, and
often a symbol of

. Sand". The main
medicine

character, Snake, is a
healer who uses genetically modified

serpents to cure sickness in the aftermath
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WEBAPP STARTUP SCREEN TITLE

“WebApp startup screen screen title” is only available when Launch Mode is set to be
“WebApp Style (without URL bar)” or “WebApp Style in Fullscreen mode”.

Add shortcut
Chrome shortcut

Label

Ode to a Nightingale

URL

https://en.m.wikipedia.org/wiki/Oc

Launch mo
@ Normal tab page style with URL bar
WebApp style (without URL bar)
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Save Remove Cancel

dd shortcut

Chrome shortcut

Label

Ode to a Nightingale

URL

https://en.m.wikipedia.org/wiki/Oc

WebApp startup screen title (*optional)

Launch mo
Normal tab naae stvle with URL bar
®» WebApp style (without URL bar) 1
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Save Remove Cancel

dd shortcut

Chrome shortcut

Label

Ode to a Nightingale

URL

https://en.m.wikipedia.org/wiki/Oc

pp startup screen title (*optional)
by John Keats

)

aunch mode
Normal tab page style with URL bar
® WebApp style (without URL bar)
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

3

Save Remove Cancel

Once this Chrome shortcut is launched, the content you input into “WebApp startup screen
screen title” field will be displayed on the on the startup screen before entering the webpage.

Chrome Wikipedia 0Ode to a Nig...

o LAs|

Smarter

5:42 & LS ]

by John Keats

542 9

= WIKIPEDIA Q

ER g

Ode to a Nightingale

A LR
"Ode to a Nightingale” is a poem by John
Keats written either in the garden of the
Spaniards Inn, Hampstead, London or,
according to Keats' friend Charles Armitage
Brown, under a plum tree in the garden of
Keats' house at Wentworth Place, also in
Hampstead. According to Brown, a nightingale
had built its nest near the house that he shared
with Keats in the spring of 1819. Inspired by
the bird's song, Keats composed the poem in
one day. It soon became one of his 1819 odes
and was first published in Annals of the Fine
Arts the following July. The poem is one of the
most frequently anthologized in the English
language.!'!

Ode to a Nightingale
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SCREEN PINNING

“Screen Pinning” for Chrome shortcut is to pin the webpage on screen after this Chrome shortcut
is launched. By enabling “Screen Pinning” for Chrome shortcut, a lock icon is shown on the
lower-right corner of the screen-pinned Chrome shortcut.

Add shortcut
Chrome shortcut

Label

Applications Management E Allowed Apps

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Chrome

Chrome Ode to a Nig.. Wikipedia
com gle.android.apps.chrome

Wikipedia
Ode to a Nightingale

URL

n.m.wikipedia.org/wiki/Main_Page

Wikipedia

en title (*optional)

o LAs|

Smarter
Launch mode

Normal tab page style with URL bar
WebApp style (without URL bar)

WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to [0 -
unlock.

Add

Once the screen-pinned Chrome shortcut is launched, users cannot exit it by pressing Back
button once untill the admin password is entered.

crr[T|

= WIKIPEDIA Q = WIKIPEDIA

Welcome to Wikipedia,

Chrome OdetoaNig..  Wikipedia I We|CO me TO W|kiped |a, the free e.n.cy_c\f)ped\a (.ha.t a_nyo.ne can edit
St articies i EngiistT
the free encyclopedia that anyone can edit. .
6,282,246 articles in English unablﬁmyexysmﬁgr%n p
rome shortcut by simpl
The arts Biography Geography History ) l?ﬂmomfii‘l Fm"y;c p
Mathematics Science Society ! ac Uto once

Technology All portals

To unpin this screen, please Long press
. ; Back Key and input the admin's password.
From today's featured article Y P P
CIPHER LABI

Smarter

Stones. Following a

Aftermath is a 1966

newfound success that
album by the English 5 rivalled their
rock band the Rolling Mick Jaggiillery  CONtemporaries in the
Stones FO"OWII‘IQ a and Keith [Wehards Beatles, the album is the

newfound success that
rivalled their

contemporaries in the

Mick Jagger (left)
and Keith Richards Beatles, the album is the

Stnnec! first to consist
entirely of or  Screen pinned  lited to Mick
Jagger and Keiun ricniaius (woth pictured),
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To unpin the screen-pinned Chrome shortcut, please long press Back button and then input the
admin password in the “Unpin Application” pop-up window.

cre{T|

11:10 % s 4|

WIKIPEDIA = WiKIPEDIA Q

Welcome to Wikipedia,
the free encyclopedia that anyone can edit. Welcome tO Wl k'ped |a,

6,282,601 articles in English
the free encyclopedia that anyone can edit.

The arts Biography Geography History 6,282,601 articles in English

Mathematics Science Society
Technology Al portals The arts Biography Geography History
| " P 1 Mathematics Science Society
From today's featured article
Technology All portals
Persuasion is a

1995 period- From today's featured article
drama film
. Persuasion is a
100K mariad
LODE oo 2d

Screen unpinned

directed by Roger
Michell and based
on Jane Austen's

Show password

Much of Persuasion was

filmed in Bath locations

such as Bath Street. 1817 eponymous 3 Login |
novel. Amanda

Root stars as protagonist Anne Elliot, while
Ciarén Hinds plays her romantic interest,

glerick Wentworth, The film, adapted by

Much of Persuasion :Ry\
filmed in Bath Iagations m il
such as Bath Street.  FEE T ErEREEEES
novel. Amanda
-

—— ——
Root stalls as nrotananist Anna E\Iﬁt, while

Ciaran Hne  Screen unpinned ntirest,
FredErICI\W_EM_wciul_, ue_lul&ﬁﬁ@ted by

CIPI-ER
After unpinning the Chrome shortcut, click Back button

again to exit it. = WikiPEDIA

Welcome to Wikipedia,
the free encyclopedia that anyone can edit.
6,282,601 articles in English
The arts Biography Geography History
Mathematics Science Society
Technology All portals

From today's featured article

Persuasion is a
1995 period-
drama film

directed by Roger
Michell and based
on Jane Austen's

Much of Persuasion was
filmed in Bath locations
such as Bath Street 1817 eponymous

novel. Amanda
Root stars as protagonist Anne Elliot, while
Ciaran Hinds plays her romantic interest,
orth. The film, adapted by
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SET CHROME SHORTCUT AS AUTO START APP

Applications Management

Chrome shortcut(s) can be set as Auto Start App by

tapping on @ of the Chrome shortcut you'd like to D — ST
add on “Auto Start App” tab page of Applications
Management.

Ode to a Nightingale
Please refer to Auto Start APPs View for details and
Auto Start App with Screen Pinning Enabled for how
set a screen-pinned Chrome shortcut to be auto Yahoo
started app.

RECENT APPS WHITELIST

Chrome shortcut(s) is not displayed on “Recent Apps Whitelist” for users to select. To make your
Chrome shortcut(s) available to recently used applications list, please add the application

“Chrome” by tapping on its . button on Recent Apps Whitelist tab page of Applications
Management. All your Chrome shortcuts will be kept on the record list of recently used
applications.

1:44 &

Applications Management

ALLOWED AUTO START RECENT APPS
WHITELIST

w
NTKIPED aes

to a Nightingale
T

a Nightingale' is a poem by John
ritten either in the garden of the

rds Inn, Hampstead, Londen or,

ing to Keats' friend Charles Armilage Opinion: Favre's ignor

under a plum tree In the garden of hypocrisy on full displ
Ihouse at Wentworth Place, also in

tead. According to Brown, a rightingale
it Its nest near the house that he shared
ats in the spring of 1819. Inspired by
/s sang, Keats composed the poem in

Health - HutfPost Life
Study Says Women

It s00n became one of his 1819 odes specific Techniques!

s first published in Annals of the Fine
e following July. The poem is one of the
requently anthologized in the English
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REMOVE CHROME SHORTCUT

You may remove your Chrome shortcut by the following steps:

1) On Applicaation Management page, tap on the Chrome shortcut to be removed to enter its

detailed page.

2) Tap on “Remove” and confirm this action by “Done”.

Applications Management

ALLOWED
APPS

RECENT APPS

AUTO START
APPS WHITELIST

9]

Ode to a Nightingale

o

Wikipedia

BBC

Yahoo

BT Printer Mate

com.cipherlab.btprtmate.MainActi.

Enterprise Settings
com.sw.enterprisekeypadmode. M3
HF RFID Configuratio

Save

=l

Applications Management

ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST

Ode to a Nightingale
BBC
Yahoo
BT Printer Mate

com.cipherlab.btprtmate.MainActi

Enterprise Settings

com.sw.enterprisekeypadmode.Ma..

HF RFID Configuration

sw.programme.hf.ConfigPref.
ReaderConfig

4 Save

. Chrome shortcut

Label
Wikipedia
URL

https://en.m.wikipedia.org/wiki/M:;

tartup screen title (*optional)

Are you sure to remove?

Launch mode 3
Normal tab page style with URL bar
® WebApp style (without URL bar)
WebApp style in Fullscreen mode

Screen pinning: Launch this app in Screen
~ binning Mode. It requires Long press Back
Key and input the admin's password to

unlock.
2

Save

Chrome 0Ode to a Nig...

BT Printer M... Enterprise S.. HF RFID Con.. ReaderConfig

CIPHER Lm

Smarter
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Please note that by removing the application “Chrome”, all your Chrome shortcut(s) will be

removed as well.

Applications Management

ALLOWED AUTO START RECENT APPS

APPS WHITELIST

Ode to a Nightingale
BBC

Yahoo

BT Printer Mate

com.cipherlab.btprtmate.MainActi

Enterpnse Settings

padmode.Ma..

HF RFID Conﬁguratlon

»gramme.hf.ConfigPref.
ReaderConfig

Save

Applications Management

ALLOWED AUTO START
APPS APPS

RECENT APPS
WHITELIST

BT Printer Mate

com.cipherlab.btprtmat nActi...

. Enterprise Settings
cor enterprisekeypadmode.Ma..

HF RFID

Application Settings

Chrome

e.android.apps.chrom

Hide icon on AppLock desktop.

Screen pinning: Launch this app in Screen
pinning Mode. It requires Long press Back
Key and input the admin's password to
unlock.

Site protection

Add shortcut

2

Remove

Allowed Apps

. AppLock

BT Printer M... Enterprise S.. HFRFID Con.. ReaderConfig

CIPHER Lm

Smarter
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Are you sure to remove?

3 Done

Cancel
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3.35 REARRANGE THE SORTING ORDER OF THE APPS/SHORTCUTS ON DESKTOP

Administractor can rearrange the sorting order of the apps/shortcuts shown on AppLock main

screen by dragging:

1) On “Allowed Apps” view of AppLock main screen, long press the app/shortcut icon you would
like to change its sorting order. Once the app/shortcut icon becomes translucent, you can

move it by dragging.

2) Keep pressing and holding the app/shortcut icon, and drag it to change its position. Release

the icon to have it placed.

Step 1:

Long press the
app/shortcut.

AppLock

Allowed Apps

I

BT Printer M.. Enterprise S.. HFRFID Con.. ReaderConfig

A

Chrome

Note:

Step 2:

Hold and drag the
app/shortcut to the
preference place.

Allowed Apps

II%:

BT Printer M.. Enterprise .. HF RFID Con.. ReaderConfig

Chrome

Step 3:
Release the app/shortcut.

Settings

I

ReaderConfig Chrome

o Las)

Smarter

You can only rearrange the apps and shortcuts’ sorting order, but not drop them to the blank space

on AppLock main screen.
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3.4 RECENT APPS WHITELIST

In the Applications Management screen, tap Recent Apps Whitelist to select the applications

to retain in the recent apps list by tapping on . button.

Applications Management

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

01 Settings

com.an
I

&1 Chrome

com.google.android.apps.chrome.

To remove the application from Recent Apps Whitelist, you can tap menu button = on the action

bar and tap on “Clear Whitelist” to remove all the applications, or tap on . button of the
application to be removed.

Applications Management Clear Whitelist

ALLOWED AUTO START RECENT APPS
APPS APPS WHITELIST

Settings

com.android.settings.Settings

Chrome

com.google.android.apps.chrome....
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Pressing “Recent Apps” button will dislay the record of recently used applications. The record can
be cleared by “Clear Recent Apps”, but the selected application(s) on Recent Apps Whitelist will
be kept.

AppLock Allowed Apps

User Mode

BTPrinterm.. | APPS Management...

W Import

ReaderConfig i A ) ReaderConfig Export

et Lag|

O & wikipe @

‘3 WIKIPEDIA
Google Play Protect 23 TheTree Encyclapedia
ABDS scanned 31 E11 P

Options...

Security update
Jam 2021

e mawwa ! Launch Button Assignment

P— Launch System Settings

Screen lock
Swige

- Vs z Reset To Default
Clear Recent Apps
About

(] :
Exit

P TA) I P2)

ESC) CTRD =) «)
2) 3@
5) & ¢
8) @ ]
O\. 1
R ‘F3\ F4)
F6) F7) F8)
) Fo ©
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Option (Administrator Only)

Chapter 4

This chapter specifies the Options menu which is an administrator-only setting group that controls

how AppLock acts each time it is used.

IN THIS CHAPTER

4.1 Options Menu (Administrator Only) .....ccccccccceevicieeee e, 84
4.2 Notification Bar..........ccoiiiiiiie e 85
4.3 DISPIAY coeeeeee e 90
4.4 SECUNEY ...neeeeiee ettt e et e e e e eneee e e e eneeeas 92
4.5 ASSIST QPP cuuuuunntti e ———— 95
4.6 Remove LocksCreen ICoNS........c.ueviiiiiiieiiiiee e 98
4.7 USB Connection AlIOWE ...........oooieiiiiieeiee e 99
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4.1 OPTIONS MENU (ADMINISTRATOR ONLY)

To open the Options menu:

1) Tap the menu button

2) Tap on “Options....”

Options menu features the following functions:

= Notification Bar

. Display

= Security

. Assist app

= Remove Lockscreen Icons

= USB Connection Allowed

AppLock

5

BT Printer M... |

ReaderConfig

Allowed Apps

User Mode

Apps Management...
Import

Export

Options...

Launch Button Assignment
Launch System Settings
Reset To Default

Clear Recent Apps

About

Exit

Options

Notification Bar

Tap to configure notification bar

Display

Tap to configure display

Security

Tap to configure security

Assist app

Current; None

Remove Lockscreen Icons
Remove app shortcuts on the lockscreen

USB Connection Allowed

Allow to connect PC through usb
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Notification Bar

Tap ifigure

Display

Tap to configure display

Security

Tap to configure security

Assist app

Current: Google

USB Connection Allowed

Allow to connect PC through usb

4.2.1 SHOW NOTIFICATION BAR

Notification Bar

Show Notification Bar
To no

Enable Notification Bar

Option (Administrator Only)

4.2 NOTIFICATION BAR

Tap Notification Bar to open settings for the system notification bar.

“Show Notification Bar” is the function to shows the notification bar on the top of the screen. Use
the notification bar to check battery status, wireless connection status, and system notifications.

400 &
Notification Bar

Show Notification Bar

To sl otification bar

Enable Notification Bar

To enable noti n bar

Show filtered notifications

ra

ads-up

Enable “Show Notification Bar”

4:00 &

AppLock Allowed Apps :

s

BT Printer M.. Enterprise S.. HF RFID Con... Settings

B Q

ReaderConfig Chrome

CIPHER Lm

Smarter
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Disable “Show Notification Bar

AppLock Allowed Apps

s

BT Printer M... Enterprise S.. HF RFID Con... Settings

B

ReaderConfig Chrome

CIPHER Lm

Smarter
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4.2.2 ENABLE NOTIFICATION BAR

The default setting of “Enable Notification Bar” is unticked. Tick the checkbox to enables the

notification bar.

By enabling the function “Enable Notification Bar”, the notification bar could be slid down to
check & manage system notifications and open Quick Setting Panel and Quick Setting Menu.
Also, all the notifications on the lock screen will be shown.

4:43
Notification Bar

Show Notification Bar

cation bar

Enable Notification Bar

To enable notification bar

Heads-up notification

To al ations to show heads-up

v 9 @ 100%

«0r Phone on vibrate

y calls only E

B < G

NO NOTII ICATIONS

CIPHERLAB-Gues
t

)

Flashlight

Mobile data
No SIM card

Z  10(QKQ1.200709.002)

@

3 ©

Bluetooth Do Not Disturb

Auto-rotate Battery Saver

+ 5]

Airplane mode Screen Cast

@

If “Enable Notification Bar’is disable, the setting of “Show filtered notifications” takes control
whether to block the notification bar and to show the notifications on the lock screen:

Enable Notification Bar
o]\

Show filtered notifications
ON

Enable Notification Bar
o]

Show filtered notifications
OFF

Notification bar can be slid
down.

Notification bar could be slid
down to reveal notification
drawer.

Unable to slide down the
notification bar.

All notifications on the lock
screen will be shown.

Only the notifications from
Allowed apps will be shown.

No notifications will be
shown on lock screen.
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4.2.3 SHOW FILTERED NOTIFICATIONS

“Show filtered notifications” is for administrators to determine whether showing the notifications
of allowed apps to users. The default setting is enabled, however, this function doesn’t work when
“Enable Notification Bar’ is ticked. To make the setting of “Show filtered notifications” take
effect, please disable “Enable Notification Bar” beforehand.

No SIM card — Emergency calls only  53% & 1:40 PM
* X © ¥ ¢ ¢t
The notification from o = o
the allowed apps S

Camera

4

Reminder

Notiﬂcation Bar

Show Notification Bar

To fication bar

Enable Notification Bar o Rl <

To enable notification bar

Reminder
Weekly Meeting

)

SNOOZE EDIT

l Show filtered notifications
b DELETE

Heads-up notifications
allo tio ad

cirrer[TY]

Smarter

When “Show filtered notifications” is enabled, the status bar could be slid down to reveal
notification drawer for checking the notifications from allowed apps only. The quick settings panel
is unavailable as well as the quick setting tiles on it.

No SIM card — Emergency calls only  53% @ 1:40 PM

The tiles on
Quick Settings
panel are block.

May 21 o ~

&

bminder *+ now A
under
Weekly Meeting

DELETE SNOOZE EDIT

CLEARALL

Quick Settings panel is disabled by
ApplLock.

No SIM card — Ei llsonly 53% @ 1:40 PM
»‘;i D li & u

87

¥ X © X

¢ B

Thu, May 21 - l ~ i

o Reminder + now ~

Reminder
Weekly Meeting

DELETE SNOOZE EDIT

Quick Settings panel is disabled by
AppLock.

&

CLEAR ALL

Quick Settings Menu
can’t be opened by
tapping “More” icon.
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Note:

By default, the notifications from ADCClient and OEMConfig are always shown when the device
works with ADC (Android Deployment Configurator) or ReMoCloud even they are not on the allow
app list or even “Heads-up notifications” is disabled.

R R s

A, ADCClient . . . .
The notification is available when

the device works with ADC.

ADC Deploy 'TELLLLLE )

E Deploying

£ OEMConfig v a
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£33 OEMConfig ~ a

N The notification is available when

the device works with ReMoCloud.

OEMConfig is running.

.
=
.
=
.
=
= .
YassEEsEEEEEEEEEEEEEEEEEEEEEEEEEEnnY

88



Option (Administrator Only)

4.24 HEADS-UP NOTIFICATIONS

The default setting is to enable “Heads-up notifications”. Untick the checkbox to disable the
head-up natifications to pop-up.

P Enable “Heads-up Notifications”

[3) calendar

Notification Bar .
Weekly Meeting
10:45 - 11:45 AM -
Show Notification Bar B o Heads-up
To sh ification bar lt, y notification

BT Printer M... Enterprise S.. HF RFID Con... Settings

Enable Notification Bar

To otification bar
B 9 E

Show filtered notifications )
th ReaderConfig Reminder Calendar

Heads-up notifications

ads-up

CIPHR Lm

Smarter

P Disable “Heads-up Notifications”
10:4; ification icon
AppLock Allowed Apo 1 the

NDtiﬁcation Bar

Notification Bar
otific
BT Printer M... Enterpnse S.. HFRFID Con... Semngs

E v E

ReaderConfig Reminder Calendar

ble Notification Bar
b

ar

Heads-up notifications
a p atio

crrer[TY]

Smarter

box
’ to

Note:  The function “Heads-up notifications” is not supported for RS30 mobile computer.
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4.3 DISPLAY

Tap on Display to open settings for the wallpaper and the logo seated right below the toolbar.

4.3.1 WALLPAPER

“Wallpaper” is to set the wallpaper for the main screen, you can select to use the system
wallpaper. To use a custom wallpaper for portrait view or landscape view, please deselect “Use
system Wallpaper” first, and then tap “Portrait wallpaper” or “Landscape wallpaper” to select
image files. After finish setting, please tap on “Save” to confirm the settings.

Wallpaper Use system wallpaper Use system wallpaper
u A oc u E Loc

e wallpaper ock vallpap ck

allpaper as

Portrait wallpaper

Tap to change

Home screen text color
Tap to configur colo

Landscape wallpaper

Tap to change

4.3.2 LOGO

displaying a logo at the top of the main Wallnaper —

screen. Tap to configure wallpaper Tap to change

Landscape logo
Tap to change

Tap the Logo label to select a logo for Image fieight

portrait view or landscape view, and set
the image height (1~270 pixels).

Tap on “Save” to confirm the settings.
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4.3.3 HOME SCREEN TEXT COLOR

The default text color displayed on home screen is white whose RGB color is (255,255,255) and
the color hex is #FFFFFF. You can change the text color on home screen by dragging the RGB
color sliders or directly input the color hex triplet (hexcode) to designate your home screen text
color.

AppLock Allowed Apps H

AEE ¢

BT Printer M.. Enterprise S.. HF RFID Con... Settings

Bl 0cpiey seuings RGB Color Slider

B 4 =

ReaderConfig ~ Reminder Calendar

CIPHR Lm

Smarter

# FFFFFF Cancel

color hex triplet

Display Settings AppLock Allowed Apps

the color to be presented Wallpaper =
p Te onfigure r E E $

BT Printer M... Enterprise S.. HF RFID Con... Settings

Logo

olor ReaderConfig Reminder Calendar

) B 4 [«
Home screen text CO|OI’ . .

CIPHR Lm

Smarter

# FFED10

Make sure to tap on “Save” in every page before returning to the main screen.
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4.4 SECURITY

Notification Bar Set Login Password

Tap to configure notification bar Tap to setup login password

Display Show Password

Tap to configure display If need to show current value in pass...

Security Monitoring App install...

Tap to configure security To block installation of unallowed Ap..

Assist app Enable Log 7

Current: None Enable log file for AppLock debugging

USB Connection Allow... Show password

Allow to connect PC through usb
Done

SET LOGIN PASSWORD

“Set Login Password” is to set the login password for the administrator access level. To display
the current password, please enable “Show Password” on Security page.

‘ Current : 12345678

Show password Show password

Done Cancel Done Cancel

Current password is hidden. Current password is shown.

If “Show password” on “Configure Password” popup dialog is ticked, the new password you
enter and confirm will be shown.

>onfigure P

0000

0000

+ Show password

Show password

Cancel Cancel
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SHOW PASSWORD

By ticking the checkbox of “Show Password” on Security page, the current password is shown
during setup of a new password.

P Disable “Show Password”

Set Login Password

Tap to setup login pa

Show Passwor

If need to show current value in

Enable Log

Enable log file for AppLock debugging

f Configure Pe

Show password

Done Cancel

P Enable “Show Password”

Set Login Password

Tap to setup logir rd

Show Password

If need to sl ent value in

AP Configure

Current : 123321

Enable Log

Enable log file for AppLock debugging

Show password

Done Cancel
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MONITORING APP INSTALLATION

Once “Monitoring App Installation” is enabled, users cannot
install any apk of the apps which are not on the “Allowed App” list. '
Set Login Password

Tap to setup login password

The default setting of “Monitoring App Installation” is disabled. Show Password

Users can install the apk of the disallowed app, but the app cannot L e

be launched. Monitoring App install...
To block installation of unallowed Ap..
Enable Log

If you have your own developed application installed in the device, Enable log file for AppLock debugging

and it opens an activity from other app designated by your own
developed app, e.g. application update or installation by package
installer, package installer will be blocked by AppLock when
“Monitoring App Installation” is enabled because AppLock cannot
verify that the app to be updated or installed is on the Allowed
Apps list. Thus it is suggested to disable “Monitoring App
Installation” for the aforesaid circumstances.

Note:  The device with Android 10 or later doesn’t support “Monitoring App Installation”.

ENABLE LOG

Enable Log is to record the event log performed in AppLock. The default setting is enable.

The log will be saved as “AppLock_Log.txt" in the internal storage.

Security

Set Login Password
Tap to setup login password

Show Password
If need to show current value in pass... B sipcontroller_Data

Monitoring App install...

To block installation of unallowed Ap... ) SoftwareTrigger_Data

Enable Log

Enable log file for AppLock debugging

BB system_update

E AppLock_Log.txt
2:23PM 37.96 kB Plain te

ﬁ Autolmport_AppLock.json
2:22 PM 3.05kB File

94



Option (Administrator Only)

4.5 ASSIST APP

Tap Assist app to choose the assist app you need:

Options Choose Assist app
Notification Bar o Screenshot touch

Tap ifigure notification bar

~

Google
Display

Tap to configure display *) Firefox

Security B None

Tap to configure security

Assist app

Current: Google

USB Connection Allowed

Allow to connect PC through usb

Enter AppLock for the 1% time, the Assist app is automatically set as “None”. All the applications
listed in Assist app page of AppLock are correspond to Android system settings (Assist & voice
input).

Bl Choose Assist app & Assist & voice input Q

& Default assist app Q
Screenshot touch
o ~ Assist app P l O ° None
G | b Google o~
(€] Google
O m Firefox
Q) Firefox l{se text from screen .
~
® G Google
2 None Correspond
e —— Use screenshot O @®  Screenshot touch
Allow the assist app to access an .
image of the screen
@ Assist apps can help you based on

information from the screen you're view
Flash screen Some apps support both launcher and
voice input services to give you \H[(‘L]f‘jl[,"d

Flash edges of screen when
a app ac es text from
screen or screenshot

@ Assist apps can help yo
information from the sc
Some apps support bot
voice input services to give you integrated
assistance.
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In AppLock, you could choose the assist app or remain it as none. The selected assist app could
be opened by no matter Admin or users with long press Home button.

creR[TT|

311 L 3 |

creR[T|

ApplLock Allowed Apps 4

AEE

BT Printer M..  Enterprise S.. HFRFID Con... Settings

B 9 B =

ReaderConfig Reminder Calendar

“ Firefox Browser

Choose Assist app
Screenshot touch

Google

&) Firefox

Welcome to Firefox!

Start syncing bookmarks,
passwords, and more with
your Firefox account.

Learn more

Sign in to Firefox

==) None -
1 . ‘

Get to know Firefox

CIPHER Lm

Smarter

U Automatic privacy ®

Privacy and security settings block trackers,
malware, and companies that follow you,

@ Standard (default)

Blocks fewer trackers. Pages will
load normally.

O Strict

..
G Search orenter address @ g

y
me” bu

The Assist app will be restored to the setting before entering AppLock once exiting AppLock from
Admin Mode, while it will be restored to the previous settings when re-entering AppLock.

Note:

1. The system function“Assist app” is not supported for RS30 mobile computer.

2. Assist & voice input can be accessed from:
¥ For Android 6 (RS50):

| pops @ &
App Drawer (All apps) | Settings | Apps W@ | Configure apps | Default Apps | Assist
& voice input | Assist app

P For Ansroid 7 (RS31 & RK25 for Android Nougat):
B | nops @ &
App Drawer (All apps) | Settings | Apps W@ | Configure apps | Assist & voice input |
Assist app
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For Android 8 (RS51 & HERA51):

L XX ]
App Drawer (All apps) | Settings E | Apps & notifications eee | Advanced | Default apps

| Assist & voice input | Assist app
For Android 9 ( RK25 for Android Pie & RK95):

App Drawer (All apps) | Settings E | Apps & notifications @ | Default apps | Assist &
voice input | Assist app

For Android 10 (RS35):

App Drawer (All apps) | Settings E’ | Apps & notifications B | Default apps | Assist app |
Assist app
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4.6 REMOVE LOCKSCREEN ICONS

,———

By ticking the checkbox of “Remove Lockscreen Icon”, the app shortcut on the Lockscreen will
be hidden:

O ve & 0 2:22PM

No SIM card — Emergency calls only il v [ No SIM card — Emergency calls only 101 v % [ |

Bl ovtions

Notification Bar

Tap to configure notification bar

220PM J 2:22 PM

Monday, May 18 Tap to configu

Monday, May 18

Assist app
CIPI-ERE Current: Firefox CIPI-ERE

Remove Lockscreen Icons

Remove app shortcuts on the lockscreen

USB Connection Allowed
\llow to connect PC through usb

EMERGENCY EMERGENCY

o] o]

B oviions To enable this function:

Hlotmcation Bar 1) Tap the menu button = , and tap on “Options...".

Tap to configure notification bar

Display .

Tap to configure display 2) T|Ck “Remove Lockscreen |COhS”.
Security

b 3) Tap “Save” to save the setting.
Assist app

Current: Firefox

Remove Lockscreen Icons

Remove app shortcuts on the lockscreen

USB Connection Allowed

connect PC through usb

Note: The function “Remove Lockscreen Icons” would not be listed in “Options” page if it is not
supported by the Operating System of your device.
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4.7 USB CONNECTION ALLOWED

In user mode, if “USB Connection Allowed” is enabled, the storage of the mobile computer is
visible from PC client when it is connected with PC by USB cable, whereas it is invisible if “‘USB
Connection Allowed” is unticked:

B ortions W s |RS51HS — O X
Notification Bar Home Share View o
Tap to configure notification bar
. 1~ B2 > ThisPC » RS51_HS v U | Search RS51.. P
Display
Tap to configure display ~
@ OneDrive Internal shared storage
Security —
12812 cants W This PC - 3.81 GB free of 8.36 GB
Assist app J 3D Objects
Current: Firefox
Deskto
Remove Lockscreen Icons = P
Remave ann shartouts an the Inckscreen ﬁ Documents
USB Connection Allowed 4 Downloads
Allow to connect PC through usb
o usie
&= Pictures
B RS51_HS
- Internal shared ¥
1item ==
B8 ortions W [+ |RS51HS - O X
Notification Bar Home Share View (7]
Tap to configure notification bar
) <« v 4 B » ThisPC » RS51_HS v U  Search RS51.. @
Display
Tap to configure display A
Security S This PC This folder is empty.
Tap to configure - 3D Objects
Assist app I Desktop
Current: Firefox -
= Documents
Remove Lockscreen Icons
Remove app shortcuts on the lockscreen ; Downloads
USB Connection Allowed b Music
Allow to connect PC through usb & Pictures
B RS51_HS
ﬁ Videos
£.0S(C) o

0 items
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Chapter 5

OTHER FUNCTIONS (ADMINISTRATOR ONLY)

This chapter is about other functions for administrator.

IN THIS CHAPTER

5.1 Launch Button AssSignment .........cevvviiiiiiiivieeiiiieeeeeeeveesveenens 101
5.2 Launch System Settings ......ccccooviiiiiiiiiiie e 101
5.3 Reset to Default ... 102
5.4 Clear RECENT APPS uvviiiiiiiee et 102
5.5 ADOUL e 102
LG J = q ) TR 103
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5.1 LAUNCH BUTTON ASSIGNMENT

“Launch Button Assignment” is only for RK25, RK95, & RS35. Please tap the menu button =
and then “Launch Button Assignment” to launch the built-in application “Button Assignment”
for redefining the functions of physical keys.

AppLock Allowed Apps : Button Assignment H

E User Mode System Profile i

BT PrinterM.. | APPS Management... Testing

W Import Profile 01

ReaderConfig Export Profile 02
Options... for RS35
Launch Button Assignment [} |
Launch System Settings
Reset To Default
Clear Recent Apps
About

Exit

5.2 LAUNCH SYSTEM SETTINGS

To access system settings, tap the menu button = and then “Launch System Settings” to open
the system settings menu.

B8l ApplLock Allowed Apps
PP Q_  Search settings

E User Mode Network & internet

Wi-Fi, mobile, data usage, and hotspot

9)

BTPrinterM.. | APPS Management...

W Import

ReaderConfig Export

Connected devices
Lol Bluetooth, NFC

Apps & notifications
Recent apps, default apps

Options...
n Battery
Launch Button Assignment 100%

Launch System Settings ! Display
Wallpaper, sleep, font size

Reset To Default

) Sound
Clear Recent Apps Volume, vibration, Do Not Disturb
About E Storage
68% used - 10.18 GB free

Exit

Privacy
a Permissions, account activity, personal data
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5.3 RESET TO DEFAULT

Tap the menu button = . Tap on “Reset to Default” and a dialogue shows. Tap on “Yes” to reset
AppLock to factory default.

Are you sure to factory reset
AppLock?

Yes Cancel

5.4 CLEAR RECENT APPS

Pressing “Recent Apps” button to open a list of recently used

applications. You can also tap the menu button = and then ' cral)
“Clear Recent Apps” to erase this record. This can prevent
accidentally switching to applications other than the
applications available on the Allowed Apps view.

If there are certain applications that you would like to keep in
the list, add them to the Recent Apps Whitelist.

5.5 ABOUT

Tap the menu button = . Tap on “About” to check software version information.

ApplLock 1.2.12
Serial Number  Fw12060000163

Copyright © CipherLab Co., Ltd.

OK
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5.6 EXIT

Tap the menu button = and then “Exit” to leave the application.

Changing Home app from AppLock to other launchers through Launch System Settings or by
other means may result in some system settings remain as what they are set by AppLock. Thus, if
you would like to leave AppLock and change Home app to other launchers, it is strongly suggested
that leaving AppLock by tapping “Exit” to restore the system settings changed by AppLock to
default at the same time.

AppLock Allowed Apps ApplLock Allowed Apps

-
BB -

User Mode

HF RFID Con.. ReaderConfig Yandex Laun.. HFRFIDCon.. | APPS Management...

Import

Please do not change Export
Home app through
“Launch System Settings”

or by other means. Launch Button Assignment
CIPHER LABl

Smarter

Options...
-------- Launch System Settings
Reset To Default

Clear Recent Apps

About

Exit

: Tap “Exit” to leave AppLock :
: and restore the system :
: settings at the same time.
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